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Abstract of the contribution:

This contribution proposes to define the role of the TDF with service detection and reporting capabilities as in S2-103632. For the PCEF/TDF co-located Gx reference point is extended with two new functions, to provision Service Detection Rules from the PCRF to the PCEF/TDF and to report service start and stop from the PCEF/TDF to the PCRF. For the standalone TDF an Rx based reference point is proposed with the same two functions that enhanced the Gx reference point for the co-located TDF.

Discussion

Key issue 4 alternative 1a proposes to perform service detection reporting using Rx reference point. The document provides details on both TDF stand-alone and TDF co-located for the Alternative 1a and proposes that:
· TDF provides functions to detect and report detected service to the PCRF to request policy decisions.
· The TDF contains pre-provisioned Service Detection Rules that are activated/deactivated from the PCRF. An active Service Detection Rule means that the TDF should identify a stat, modification and end of a service data flow matching an active SD Rule and report it to the PCRF. No new event triggers are required to be provisioned in the ERF since the TDF needs to report the service detection to the PCRF to request a policy decision.
· Gx reference point between PCEF/TDF and PCRF is enhanced with two new functions.

· To activate/deactivate Service Detection Rules to the PCEF/TDF.

· To report start and stop of a detected service matching an active SD Rule.

· An Rx based reference point between TDF standalone and PCRF with functions to:

· To activate/deactivate Service Detection Rules to the PCEF/TDF.

· To report start and stop of a detected service matching an active SD Rule. The stand-alone TDF reports service start and service stop to the PCRF in the same manner as an AF provides service authorizations to the PCRF. The TDF provides service session information (e.g. application-identifier and flow descriptions), which the PCRF takes as input for policy decisions
In addition to that impacts on the information flows on 23.203 are listed for the purpose to

· Provisioning of Service Detection Rules to the TDF at IP-CAN Session Establishment,

· Provisioning of service information at service start/modification from the TDF.

· Revoke service session information at service stop from the TDF.

· Provision/removal of Service Detection Rules to the TDF.

· Removal of Service Detection Rules from the TDF at IP-CAN Session Termination.

Proposal

The following changes are proposed to TR 23.813 v. 0.2.1.
* * * Begin 1st Change * * * 
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* * * Begin of 2nd Change * * * 
4.4.2

Alternative solutions

4.4.2.1
Alternative 1

At the time of IP-CAN session establishment, the PCEF contacts the PCRF as per existing procedures. The PCEF indicates if the TDF is co-located with the PCEF.  If the TDF is collocated with the PCEF, user privacy policy settings are received from the SPR together with the other subscriber related information (the management of the user privacy policy settings is out of scope). The PCRF checks the user privacy policy settings to see if usage of service traffic detection mechanism is allowed and for what services. If it is allowed the PCRF in its response to PCEF, can instruct the Traffic Detection Function (TDF) on what services it should detect. 
If the TDF is standalone, the TDF shall detect the start of an IP-CAN session by means of packet inspection (for example, Radius Accounting Request Start message that includes the user id and the user IP address(es) (IPv4 and/or IPv6 prefix) as described in TS 29.061 [x] clause 16.2 Radius Accounting), this detection shall trigger a request for Service Detection (SD) Rules from the PCRF.  The PCRF checks the user privacy policy settings to see if usage of service traffic detection mechanism is allowed and for what services. If it is allowed the PCRF instructs the Traffic Detection Function (TDF) on what services it should detect.
After detecting a service with a service traffic detection mechanism, the TDF informs the PCRF about the detected service. The PCRF can then react in the desired way with regard to the policy and charging control information for the detected traffic.
A new mechanism for instructing the TDF on what service traffic to detect (called Service Detection Rule) needs to be defined. While the actual mechanism for the service traffic detection should not be standardized, it has to be able to detect the start and the end of the respective service.
4.4.2.2
Alternative 1a - Rx based solution
After detecting a service with a service traffic detection mechanism, the TDF informs the PCRF via an Rx based interface. The TDF provides an AF application identifier corresponding to the detected service (i.e. Service Detection Rule name) and the detected filter information. The PCRF may then create/modify the PCC rule by adding the received filter information as well as the operator configured policy and charging control information which is to be used for this service. When the TDF detects the end of the service, the Rx session to the PCRF is terminated. This triggers the PCRF to remove/modify the PCC rule back to the initial settings. 

Editor’s note:
Whether the PCRF can always modify the PCC rule back needs to be further analyzed (e.g. ongoing monitoring/charging). It should be possible as the same problem occurs during a PCC rule removal.
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Figure 4.4.2.1-1: Architecture for Rx-based solution
NOTE:
This architecture option can be applied for a stand-alone TDF and a TDF that is collocated with the PCEF in the same gateway.

TDF is a functional entity that detects and report detected service to the PCRF to request policy decisions. When co-located with the PCEF, the PCEF is enhanced with service detection and reporting functionality.
The stand-alone TDF and PCRF communicates using an Rx based interface:

· Signalling of Service Detection Rules from the PCRF for the purpose of traffic detection at the TDF and reporting to the PCRF.  For this purpose, TDF standalone provides functions to establish a TDF session from the TDF, to modify a TDF session from the PCRF and to terminate a TDF session from the TDF are supported.

· Transfer of application level service information from the TDF to the PCRF.  The TDF provides service session information (e.g. application-identifier and flow descriptions) in the same manner as an AF provides service authorizations in Rx, which the PCRF takes as input for policy decisions. The TDF revokes service session information in the same manner as an AF revokes session authorizations over Rx.
For the co-located TDF, the Gx reference point is extended with to enable both signalling of Service Detection Rules from the PCRF to the PCEF/TDF and transfer of application level service information from the PCEF/TDF to the PCRF.
4.4.2.2.1
Service Detection Rules 

The Service Detection Rules (SD Rule) are pre-provisioned into the TDF and referenced by the PCRF. The activation/deactivation of a SD rule is based on provisioning of the identifier of the SD Rule to the TDF over the Gx reference point for the TDF co-located and over the Rx based reference point for the TDF stand-alone.
The SD Rules comprises information that is required to identify packets that belong to a service in the TDF using packet inspection capabilities.

An active SD Rule means that the TDF should identify a start, modification and end of a service data flow matching the active SD Rule and report it to the PCRF.

The termination of an IP-CAN session deactivates all SD Rules for that IP-CAN session without indication from the PCRF.
4.4.2.2.2
Signalling Flows 

This clause contains signalling flows for:

· Provisioning of Service Detection Rules to the TDF at IP-CAN Session Establishment,
· Provisioning of service information at service start/modification from the TDF.

· Revoke service session information at service stop from the TDF.
· Provision/removal of Service Detection Rules to the TDF.
· Removal of Service Detection Rules from the TDF at IP-CAN Session Termination.
4.4.2.2.2.1
Changes to IP-CAN session establishment
This clause includes the changes to IP-CAN session establishment signalling flow to provision of Service Detection Rules to the TDF, for both the TDF co-located with the PCEF and for the standalone TDF.
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Figure 4.4.u: Provisioning of Service Detection Rules to the TDF at IP-CAN session establishment

1.
 
IP-CAN Session Establishment as specified in TS 23.203 [3] clause 7.2 steps 1 to 2.

2.
The PCEF determines that the PCC authorization is required, requests the authorization of allowed service(s) and PCC Rules information as specified in TS 23.203 [3] clause 7.2 step 3. The PCEF also includes information on whether the TDF is collocated with the PCEF or it is not.

3-5. 
IP-CAN Session Establishment as specified in TS 23.203 [3] clause 7.2 steps 4 to 6.

6.
The PCRF sends a decision as specified in TS 23.203 [3] step 7. If the TDF is collocated with the PCEF, PCRF checks user consent to traffic detection mechanisms. If user consent is granted, the PCRF sends the list of SD Rules to the PCEF, otherwise the PCRF sends an indication that no traffic detection is granted for this user IP session. The PCEF provisions the SD Rules to the TDF.  
7.
If the TDF is standalone steps 7 to 9 takes place. The TDF detects that the user starts an IP-CAN session using any traffic detection mechanism (e.g. Radius Account Start message is detected by the TDF). 

8.
The TDF requests Service Detection Rules from the PCRF for the new detected IP-CAN session and  includes the following information: the User IP address, and if available, the UE Identity (e.g. the IMSI) and the PDN identifier (e.g. APN).

9. 
If user consent to traffic detection mechanisms is granted, the PCRF sends the list of SD Rules to the TDF and the TDF activates the traffic detection function for this user session, otherwise the PCRF sends an indication that no traffic detection is granted for this user IP session and the traffic detection function is not activated for this user IP session at the TDF.


NOTE 2: Step 10 may take place at anytime after step 6.
10.
IP-CAN Session Establishment as specified in TS 23.203 [3] clause 7.2 steps 8 to 12.

4.4.2.2.2.2
Provision service information from the TDF
This clause describes the provisioning of service information from the TDF at the start or modification of a service detected by the TDF for both standalone TDF and collocated TDF.
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Figure 4.4.v: Provisioning of service information from the TDF
1.
The TDF detects the start or the modification of a service flow that matches with one of the SD Rules installed in the TDF.

NOTE 1: The detection procedure is out of the scope of this study.

2.
The TDF provide service information to the PCRF, the TDF includes the application identifier containing the SD Rule Name, and if available the flow descriptions. 
3.
If operator policies indicates that PCC Rules shall be provisioned then the PCRF generates PCC Rules (and the QoS Rules if they are applicable) based on the received flow descriptions and operator local policies for the detected service, otherwise step 5 is not applicable.
4.

The PCRF sends a confirmation to the TDF. 

5.
For the TDF stand-alone, the PCRF- Initiated IP-CAN session modification takes place as per TS 23.203 [3] clause 7.4.2 steps 4-11. For the TDF co-located, the PCEF-Initiated IP-CAN Session Modification takes places as per 23.203 [3] clause 7.4.1, steps 6-16.  

4.4.2.2.2.3
Revoking service information from the TDF
This clause describes the reporting of the stop of a service detected by the TDF for both standalone TDF and collocated TDF.
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Figure 4.4.w: Revoke service information to the PCRF
1.
The TDF detects the stop of a service flow that matches with one of the SD Rules installed in the TDF.

NOTE: the detection procedure is out of the scope of this study.

2. The TDF  revokes service information to the PCRF.
3.

If PCC Rules are installed in the PCEF associated to the removed SD Rule steps 5 applies.
4.

The PCRF sends a confirmation to the TDF. 

5.
For the TDF stand-alone, the PCRF- Initiated IP-CAN session modification takes place as per TS 23.203 [3] clause 7.4.2 steps 4-11. For the TDF co-located, the PCEF-Initiated IP-CAN Session Modification takes places as per 23.203 [3] clause 7.4.1, steps 6-16.  
4.4.2.2.2.4
Provisioning/Removal of Service Detection Rules in the TDF
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Figure 4.4.z: Provisioning/Removal of Service Detection Rules in the TDF

1.
The PCRF is notified that the user consent and/or the list of SD Rules have changed. 

2.
If the TDF is standalone, the PCRF provisions or removes SD Rules in the TDF steps 3 and 4 takes place. If the TDF is co-located with the PCEF; the PCRF provisions or removes SD Rules in the PCEF steps 5 takes place.

3.
The SD Rules is provisioned in the TDF. 

4.
The TDF sends a confirmation to the PCRF.
5.
If TDF is co-located, step 5 takes places. PCRF-Initiated IP-CAN session modification takes place as per TS 23.203 [3] clause 7.4.2 step 6 to 11.  In addition, PCEF provisions or removes SD Rules to the TDF.
4.4.2.2.2.5
Changes to IP-CAN session termination

This clause includes the changes to IP-CAN session termination to remove SD Rules from the TDF.
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 Figure 4.4.x: Removal of Service Detection Rules from the TDF at IP-CAN session termination
1.
 
IP-CAN Session Termination initial steps as specified in TS 23.203 [3] clause 7.3.1 and 7.3.2.
2.
The GW(PCEF) indicates that the IP‑CAN Session is being removed and provides relevant information to the PCRF.

3.
The PCRF finds the PCC Rules that require an AF to be notified and removes PCC Rules for the IP‑CAN session.

4.
The GW(PCEF) removes all PCC Rules associated with the IP‑CAN session, if the TDF is collocated, the TDF removes all SD Rules associated with the IP-CAN session.
5-7.
 IP-CAN Session Termination as specified in TS 23.203 [3] clause 7.3.1 and 7.3.2.

8.
If the TDF is standalone steps 8 to 10 takes place. The TDF detects stop of IP-CAN session (e.g. traffic inspection function detects a Radius Accounting Stop message).

9.
The TDF requests the PCRF to terminate the TDF session.
10. 
The PCRF acknowledges the requests from the TDF.
11.
IP-CAN Session Termination concluding steps as specified in TS 23.203 [3] clause 7.3.1 and 7.3.2.
* * * End of 2nd Change  * * *
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