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Abstract of the contribution:

During the past 79# SA2 meeting, two alternative architecture models were approved in the TR for the case of H(e)NB access. 

It is agreed to use the 3GPP-based access authentication EAP for the S9* session initiation and PCRF discovery from BPCF to PCRF in WLAN access scenario. There is still no conclusion if the same S9* session initiation procedure could be used for H(e)NB access scenario. This document tries to give some analysis on the H(e)NB access authentication procedure, and also for the UE access authentication when H(e)NB is being used. 
Discussion
H(e)NB access authentication

In WLAN access, the general agreements is that the EAP-AKA/EAP- AKA’ based access authentication will be done before UE get the local IP address. During the access authentication, BBF network element BRAS/BNG could get the UE IMSI information. This information help the BPCF to discover the right PCRF based on the NAI realm part.  
However for the H(e)NB access, the authentication is different. The fact is that not all the H(e)NB will be inserted with a UICC, the H(e)NB could be UICC inserted or Non-UICC inserted . Only certificate based H(e)NB access authentication is mandatory, and the followed EAP-AKA based hosting party authentication is only for the H(e)NB with UISM application. Both authentication scenarios for H(e)NB are supported by 3GPP.

For the H(e)NB without UICC inserted, the H(e)NB doesn’t has IMSI/NAI like identifier information. And IDi parameter carried in the authentication message can not reflect the topology information. Thus, the certificate associated H(e)NB identifier IDi does not help BPCF to find the right H(e)NB policy function or (h/v)PCRF. 
For the H(e)NB with UICC inserted, there’s the combination method of the certificate based device authentication and the EAP-AKA based hosting party authentication. The H(e)NB USIM identifier IDi is carried in the IKE message but this IDi is also ciphered and could only be deciphered by the SeGW. Since the SeGW-BRAS interface is only used to carry the user plan IP traffic between SeGW and BRAS, it is not feasible for the SeGW transferring the H(e)NB IMSI like information to BRAS and further to BPCF for the BPCF to find the right H(e)NB policy function or (h/v)PCRF dynamically and initiate the S9* session setup. This should be considered especially when the H(e)NB architecture alternative 1 is used since its S9* session is most probably in a H(e)NB granularity.
Conclusion:
For the H(e)NB accessing, since not all the H(e)NB will be identified with a IMSI like identifier. It is not feasible for the BBF element BPCF to dynamically find the right H(e)NB policy function or (h/v)PCRF (by H(e)NB NAI information) and initiate the H(e)NB specific S9* session setup. 
UE accessing when H(e)NB is used

When UE accesses the network, the IPSec tunnel has already been established between H(e)NB and SeGW. So during the UE (UMTS UE or LTE UE) access authentication, all the NAS messages are transparent to the fix network elements. It’s not feasible for the BBF elements to get the UE specific information (IMSI/S-TMSI), and use the reflected NAI realm part to find the H(e)NB policy function or (h/v)PCRF for S9* session initiation. This should be considered especially when the H(e)NB architecture alternative 2 is used since its S9* session is most probably in a UE granularity. In this case, it is more proper to initiate the S9* session towards BPCF. This for example can be done based on the H(e)NB public IP address.
Conclusion: 
For the UE accessing, it’s not feasible to initiate the S9* session from BPCF to H(e)NB policy function or (h/v)PCRF. 
Proposal

It is proposed to add the related conclusions on S9* session initiation above for the current H(e)NB architecture model alternatives.
* * * Begin First Change * * * *

5.1.2 
 Architectures for WLAN interworking
The Figure 5.1.2.-1, 5.1.2-2 and 5.1.2-3 show the reference architecture for the non-roaming scenario and with the traffic routed to the mobile core network. The figure 5.1.2-4. 5.1.2-5 and 5.1.2-6 show the reference architecture for the roaming scenario with the traffic routed to the home network. The figure 5.1.2-7, 5.1.2-8 and 5.1.2-9 show the reference architecture for the roaming scenario with the local breakout in Visited PLMN.
Editor’s Note: The reference architecture for LIPA and SIPTO for local network is FFS. For more detail refer to 3GPP TR 23.829.

The following considerations apply to interfaces and reference points where they occur in figures in this clause:

-
S5 and S8 can be GTP-based or PMIP-based.

-
Gxc is used only in the case of PMIP variant of S5 or S8.

-
S9 is used between the H-PCRF and V-PCRF in roaming scenario 

-
S9* (used between 3GPP and BBF domains) is used between the PCRF and BPCF* in scenarios where both 3GPP and BBF access networks belong to the same operator or to different operators.
- 
the reference points internal to the BBF access network are defined or are under definition by Broadband Forum and are out of the scope of this Technical Report.

NOTE 1:
SWu shown in Figure 5.1.2-1 also applies to architectural reference for untrusted scenario in Figures  5.1.2-3, 5.1.2-4, 5.1.2-6, 5.1.2-7 and 5.1.2-9,  for the untrusted scenario with s2c but is not shown for simplicity.
Editor’s Note:  The Gxb reference point is not defined in Rel-8 and Rel-9. The usage of Gxb within the scope of BBF access interworking  is FFS.

The ANDSF is not shown in any of the following figures, but it may be used in all architectural variants, according to the principles defined in 3GPP TS 23.402.
* * * Begin Second Change * * * *

5.1.3
Architectures for H(e)NB interworking

5.1.3.1
Architecture Alternative 1 – H(e)NB specific policies

5.1.3.1.1
General Principles

Since H(e)NB traffic is encapsulated within IPSec whilst traversing the BBF access, the BRAS/BNG is not able to recognise UE specific traffic when using the H(e)NB. The policies in this alternative are defined to be H(e)NB specific and therefore an entity within the H(e)NB subsystem is responsible for the policy interactions.

The normal PCC architecture, servicing UEs, has no direct interaction with the 3GPP-BBF interworking solution. 

The architecture highlights the S9* interface between a H(e)NB policy function and the BBF PCF (BPCF) for H(e)NB access. The H(e)NB policy function performs control based on bearers (EPS bearers or PDP contexts) made visible to it.

Editor's Note: The node which the H(e)NB PCRF connects into within the H(e)NB subsystem is FFS along with the reference point that uses i.e. either Rx or Gx.

The function of the S9* interface is to convey sufficient information to the BPCF to enable it to identify the BNG the H(e)NB connects to, and perform admission control based on the bandwidth requirements and QoS attributes of the bearers or aggregate of bearers with similar QoS characteristics being established.
The reference architecture focuses on the policy management aspects of the 3GPP-BBF interworking for the packet domain only.

NOTE 1:
For HeNB, a HeNB GW may be required to enable BBF interworking

NOTE 2:
UE policies applied at the PCRF and the P-GW are independent of H(e)NB policy function operations

NOTE 3:
There may be 2 S9* sessions for a single UE if the UE is simultaneously connected via H(e)NB and some other access means connected to the same BBF connection e.g. WLAN. 

NOTE 4:
An assumption is made that a mapping between IP address used by the H(e)NB connection (outer IPSec header) and the H(e)NB is made available to policy architecture.
NOTE 5:  It is not feasible for the BBF element BPCF to dynamically find the right H(e)NB policy function (e.g. by H(e)NB NAI information). Thus, S9* session should be initiated by H(e)NB policy function in this alternative. H(e)NB policy function obtains H(e)NB IP address from H(e)NB subsystem, and according to it, finds the relevant BPCF.
5.1.3.1.2 Non-Roaming


[image: image1]
Figure 5.1.3.1.2-1 Non-Roaming

NOTE 1:
Not all the 3GPP reference points are shown or labelled in Figure 5.1.3.1.2-1.

NOTE 2:
The CS domain is not applicable for the HeNB.

5.1.3.1.3
Roaming – Home Routed Traffic

[image: image2]
Figure 5.1.3.1.3-1 Roaming – Home Routed Traffic 
NOTE 1:
Not all the 3GPP reference points are shown or labelled in Figure 5.1.3.1.3-1.

NOTE 2:
The CS domain is not applicable for the HeNB.

5.3.1.3.4
Roaming – Visited Access/LBO
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Figure 5.1.3.1.4-1 Roaming – Local breakout 
NOTE 1:
Not all the 3GPP reference points are shown or labelled in Figure 5.1.3.1.4-1.

NOTE 2:
The CS domain is not applicable for the HeNB.

5.1.3.2  Architecture Alternative 2 – Femto Architecture Diagrams

5.1.3.2.1 
General

The architecture diagrams highlight the S9* interface between the PCRF and the BBF PCF (BPCF) for Femto accessto support use cases and requirements per WT-203 [6], 3GPP TS 22.220 [14] and 3GPP TS 22.278 [5]. 

The function of the S9* interface is to convey sufficient information to the BPCF to enable it to identify the BBF network elements the 3GPP Femto connects to, and perform admission control based on the BW requirements and QoS attributes of a new/modified UE service data flow/s (via the 3GPP Femto).

The reference architecture focuses on the policy management aspects of the 3GPP-BBF interworking for the packet domain only.

Editor’s note: The change to the reference architecture required to support 3GPP Femto location verification requirements per 3GPP TS 33.320 [15] is FFS 

The following notes apply to all diagrams in the subsections below.

NOTE 1: The assumption is that the BBF BNG may be enhanced to support new functionality such as provisioning of policies from the BPCF.

NOTE 2: For simplicity, the connection between the HNG GW and the SGSN over the Iu-PS interface is not shown

NOTE 3: The diagrams are based on the architecture diagrams agreed at the 3GPP-BBF workshop

NOTE 4: The connection between the BRAS/BNG and the SecGW is IP transport connection

NOTE 5: When the 3GPP and BBF access networks belong to different Service Providers security arrangement are analogous to those between the H-PCRF and the V-PCRF, and can be based on 3GPP TS 33.210 [16] or 3GPP TS 33.310 [17]
NOTE 6:  It’s not feasible for BBF element to get the UE IMSI/S-TMSI information, and use the reflected NAI realm part to find the right PCRF for S9* session initiation. Thus, for this alternative, S9* session should be initiated by PCRF towards BPCF. This can be done based on the H(e)NB IP address. There are two solutions for PCRF on how to obtain the H(e)NB IP address. Either H(e)NB or SeGW insert H(e)NB IP address into onpath signaling, or PCRF queries H(e)NB IP address from some database according to H(e)NB ID, the datebase can be AAA, HMS or SeGW. The 1st solution needs to define new IE for H(e)NB IP address in S1-AP message, GTP and diameter signaling. 
5.1.3.2.2 
Non-Roaming 
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Figure 5.1.3.2.2-1 Non-Roaming

NOTE 5: The reference architecture is applicable when both 3GPP and BBF network belong to the same network operator or to different network operators
5.1.3.2.3 
Roaming – Home Routed Traffic
The GTP version of the architecture for the macro network does not require vPCRF in the connection because the HPLN does not provision QoS rules in the VPLMN. Since there is no vPCRF in VPLMN the solution relies on the hPCRF to initiate the S9 session to a selected vPCRF that, in turn, initiates the S9* session with the BPCF. The HPLMN may provision policies in the VPLMN that take into account the fact that the UE connects to a 3GPP Femto.

Editor’s note: It is FFS whether an alternative would not require the S9 interface
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Figure 5.1.3.2.3-2 Roaming – Home Routed Traffic 
NOTE 6: The reference architecture is applicable when both 3GPP VPLMN and BBF network belong to the same network operator or to different network operators

Editor’s note: It is FFS how the H-PCRF discovers the V-PCRF for the GTP version of the Architecture
Editor’s note: It is FFS to determine the S9 enhancements to trigger the H-PCRF – V-PCRF interface for the GTP version of the Architecture

5.1.3.2.4 
Roaming – Visited Access/LBO

The H-PCRF need not aware the UE is connected via the 3GPP Femto in the VPLMN unless SPs require provisioning of HPLN policies in the VPLMN. 
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Figure 5.1.3.2.4-1 Roaming – Visited Access/LBO

NOTE 7: The reference architecture is applicable when both 3GPP VPLMN and BBF network belong to the same network operator or to different network operators

* * * Begin Third Change * * * *

5.2.2.1.2 
Procedures on S9* 
General

Even though S9* is based on S9, all the S9 procedures and Information Elements may not be applicable to BBF accesses. For example, many of the Information Elements used on S9 applies primarily to 3GPP accesses and other wireless accesses. On the other hand, new procedures and IEs may need to be added to S9 in order to support BBF accesses. As part of this paper, we will identify the parts of S9 that do not apply for BBF accesses and those aspects that are currently missing on S9. 

In Building Block 1, policy interworking is considered only for scenarios were traffic is routed back via EPC. In this case charging will be performed in the PDN GW and it is reasonable to assume that sending QoS-rule type of information over S9* is sufficient. Therefore the Gxx variant of S9 is applicable for Building Block 1. The Rx and Gx parts of the S9 reference point are not applicable for S9* in the scope of Building Block 1. Below we discuss the different procedures defined for S9 in TS 23.203 when the Gxx-variant applies. Note that in TS 23.402 and 23.203, for the home routed case, the same stage 2 procedures are used over Gxx and S9 reference points. On stage 3 however, they are implemented with different Diameter applications (Gxx Diameter application and S9 Diameter application. In the following parts we use stage 2 language and thus keep the same name also for the procedures on S9*. Note however that there is no assumption that BBERF functionality such as bearer binding is supported by the fixed access. How S9* is implemented on stage 3 level is out of scope for this document.  
Editor’s note: In case of H(e)NB access, whether the Gxx variant of S9 and its procedures can fulfil the requirements imposed on S9* is FFS.
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