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1. Overall Description:

SA3 would like to thank TISPAN WG5 on their Liaison Statement regarding Remote Access to CPNs (S3-100582 / TISPAN(10)0050r1). In their LS TISPAN WG5 asked 3GPP SA3 for guidance regarding question 1 and any additional information SA3 could provide.

SA3 has discussed question 1 and would like to provide the following answer.

In SA3’s view IPsec is a suitable protocol for VPN usage and so is IKE for the IPsec VPN session negotiation in general. IPsec is today used by UEs for example to protect IMS signaling, but key management for IPsec in this context is performed by other means than IKE.

TISPAN WG5 has noted that IMS media plane security (3GPP TR 33.828 and 3GPP TS 33.328) has so far been focused on RTP based media. SA3 would like to inform TISPAN WG5 that SA3 has recently agreed to start a study on IMS media plane security that will cover also use cases for non-RTP media (see S3-100626), SA3 thinks that it could be beneficial to re-use the same key management infrastructure (i.e. the key management infrastructure defined for IMS media plane security) for different use cases and protected medias to reduce terminal complexity and to avoid requiring multiple credentials in the terminal (i.e. one for each used media security protocol).

SA3 can see potential in taking the Remote Access case, especially the key management aspects, into account in the started study. One way of achieving this could be to have a KMS/key management profile for the Remote Access case, so that dedicated credentials for Remote Access would not be needed.

2. Actions:

To TISPAN WG5 group.

ACTION: 
SA3 kindly asks TISPAN WG5 to take the above information into account and would welcome feedback on the progress of the Remote Access case. 

3. Date of Next SA3 Meetings:

	Date
	Meeting
	Location

	28 Jun - 2 Jul
	SA3#60
	Montreal, Canada


