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Abstract of the contribution: This paper discusses how to configure the HSS with regards to LIPA, considering the usage of LIPA by legacy UEs and specific use cases for LIPA in the enterprise. It studies solutions like specific LIPA-APNs, “normal” APNs with LIPA indication, or "normal" APNs with additional configuration, and proposes a way forward. 
1 Discussion
1) Specific LIPA-APNs, or “normal” APNs with LIPA indication

At last meeting and offline, it was discussed whether APNs used for LIPA should be specific LIPA-APNs, or “normal” APNs with a LIPA indication that would be set by the UE. 
This paper shows on one hand that an APN can be used as LIPA APN under some circumstances as well as non-LIPA APN in other circumstances i.e. it cannot be LIPA-specific in all the use cases, and on the other hand that using “normal” APNs with LIPA indication would compromise the use of legacy terminals. Another alternative is proposed in 3) below.

2) Enterprise use cases to consider
The configuration in the HSS related to LIPA should be future safe. Even if the enterprise scenario with standalone L-GW is not part of Rel-10, it is important to define a subscription record that allows this scenario to be supported w/o additional HSS changes in Rel-11. 

At least two use cases should be considered in the enterprise scenario with standalone L-GW:

a) Multiple L-GWs for multiple usage

In an enterprise, there can be separate networks or subnetworks for different usages. For example, a network A that can be accessed only by administrative or security people, and a network B that can be accessed by all the other employees. 

It has been proposed in the TR to use a LIPA indication in 4.3 (“ability for the UE to request a LIPA PDN using: a well-defined APN; or a specific indication independent of the APN.”) and in 5.2.3.1.2 (“UE initiates PDN connectivity request to establish PDN connection. A well defined APN or a special LIPA indication is included to indicate the desire of LIPA”), but this would not satisfy the above requirement for the enterprise in the future.

The above requirement can be satisfied by using several CSGs in the enterprise would not be efficient because CSG is unique per cell, and having a different CSG for A-network users than for B-network users would require to double the cells if these users require the full enterprise coverage. A set of cells with the same CSG rather represents a coverage under which seamless continuity is provided; it should not be mixed with the services it can access.
Instead, the above requirement can be satisfied by configuring several LIPA-enabled APNs, one for each network (APN-A and APN-B). Furthermore, the use of LIPA-enabled APNs makes useless the inclusion of a LIPA indication by the UE : 
a) the user can request the connectivity with the desired network by providing the corresponding APN;
b) the network can check if the user is authorized for the requested APN (the APN should be LIPA-allowed in the HSS for that user);
c) legacy pre-Rel10 UEs can also benefit from this multiple usage LIPA feature;

b) APN used for non-LIPA traffic when under macro coverage and for LIPA traffic when under H(e)NB CSG coverage
During SA2#79 meeting a scenario with the use of an APN for both non-LIPA traffic and LIPA traffic but in different circumstances has been discussed. The scenario consists in using an APN for accessing a specific service via VPN when the UE is in macro coverage as today, and the same APN being also used for accessing the same service w/o going to the mobile operator network when the UE is under the enterprise H(e)NB coverage. 
Access to the specific service from the macro coverage would also be possible via Remote Access, but the difference is that it would use the “last mile” interface which is costly and restrictive. 

As one can see, this APN cannot be considered as "LIPA-specific" or “LIPA-only”.

Moreover, there is no "user interaction" in this use case: when the UE moves from macro coverage to the enterprise H(e)NB coverage, the non-LIPA connection to this APN must be released by the network with a request to the UE to re-establish it (as what is done with SIPTO when the UE moves far from its initial location): the APN is requested again by the UE, and the connection is established as a LIPA connection by the network because being requested from the appropriate CSG.
Note: TS 22.201 [1] specifies that in SIPTO "It shall be possible to perform Selected IP Traffic Offload without any user interaction.", but there is no requirement in TS 22.220 [2] related to the obligation for the user to interact in LIPA.

Furtheremore, the UE does not know that the APN requested by the user is a LIPA-APN under some circumstances and a non-LIPA APN under other ciscumstances, so it cannot signal it. 

However, it is possible to satisfy this scenario if the APN can be configured in the HSS as “LIPA APN in CSG x, y,z” and “non-LIPA APN in macro and in CSGs others than x, y, z”.  

3) HSS configuration
In the HSS, an APN is already configured for SIPTO with a SIPTO Permissions IE which “Indicates whether the traffic associated with this APN is allowed or prohibited for SIPTO”.

It is proposed to add a “LIPA Permissions” IE to an APN which will be associated with a list of CSGs if LIPA-related. The values of this parameter should permit to distinguish LIPA specific APNs i.e. LIPA-only, non-LIPA APNs and APNs which are LIPA in a list of CSGs and non-LIPA outside.

The proposed values proposed to satisfy this are:
- LIPA-prohibited APN: Not allowed for LIPA;
- LIPA-only APN: Allowed in the listed CSGs for LIPA only; SIPTO permission IE not significant; 
- LIPA-conditional APN: Allowed in the listed CSGs for LIPA only and in other cells for non-LIPA only.
2 Proposal

It is proposed:
· to agree on the above use cases;

· to agree to request a LIPA connection only by providing an APN e.g. not to use a "LIPA indication" from the UE to indicate LIPA; this will allow pre-Rel10 UEs to use the feature;
· to agree to add a LIPA Permissions IE in the HSS with the above values, as well as to enhance CSG subscription data with APNs that can be used for LIPA (refer to CRs in S2-103340 and S2-103516 for 23.401 and 23.060, respectively);
· to modify TR clauses 4.3 and 5.2.3.1.2 as follows:

***** FIRST CHANGE *****
4.3
Architectural requirements

The solutions for local IP access and selected IP traffic offload for Home (e)NodeB Subsystem shall fulfil the service requirements described in TS 22.220 [3] in addition to the following requirements:

a)
ability for the UE to request a specific LIPA PDN using 
a corresponding well-defined APN
.

The solutions for selected IP traffic offload for the macro network shall fulfil the service requirements described in TS 22.101 [2].

The solutions for Selected IP Traffic Offload for macro (3G and LTE) shall fulfil the following architectural requirements:

-
It shall be possible to perform traffic offload without user interaction.

-
For UTRAN, the traffic offload shall be performed on or above the RNC node.

-
The impact on the existing network entities and procedures by introducing traffic offload shall be minimized.

The H(e)NBs supporting LIPA shall be able to provide Intranet type access to the home based network.

NOTE:
If the home based network provides a route to other private networks or to the public internet, then these networks may be accessible via LIPA.

The H(e)NBs supporting LIPA shall be able to provide access to the multicast groups that are active on the home based network:

-
A H(e)NB supporting LIPA shall allow UEs to join multicast groups active on the home based network.

-
It shall be possible for a H(e)NB supporting LIPA to forward multicast traffic from the home based network to the UE and from the UE to the home based network.

***** NEXT CHANGE *****
5.2.3.1.2
LIPA PDN connection establishment
The following procedure illustrates the setup of LIPA PDN connection via the UE requested PDN connectivity request procedure. Similar changes would also apply to setup of LIPA PDN connection in the attach procedure.


[image: image1.emf] 

5 . Create Session Response  

3. Create Session Request  

4 . Create Session Response  

First Downlink Data  

First Downlink Data  

1 1 . PDN Connectivity  Complete  

   

   

       

   

1. PDN Connectivity Request  ( Well defined   APN )  

MME  

Serving GW  

   

L - GW   H eNB  

UE  

2. Creat e Session Request  

6 . Bearer Setup Request  ( S5   PGW  TE I D )  / PDN Connectivity  Accept  

First  Uplink Data  

8 . RRC Connection Reconfiguration Complete  

7 . RRC Connection Reconfiguration  

9 . Bearer Setup Respons e  

1 3 . Modify Bearer Response  

1 2 . Modify Bearer Request  

1 0 .  Direct Transfer  



Figure 5.2.3.1.2.1: UE requested PDN connectivity to LIPA

In comparison with the existing call flow for UE requested PDN connection, the following steps are worth additional explanation:

1.
UE initiates PDN connectivity request to establish PDN connection. A well defined APN is included to indicate the desire of the corresponding LIPA access.


The S1-AP message that carries the PDN connectivity request includes the following additional parameters:

-
L-GW IP address assigned during establishment of the IPsec tunnel(s);

-
H(e)NB capability to support LIPA.


MME performs LIPA authorisation of the UE to decide whether the UE is allowed to use LIPA function or not according to the UE subscription data and the LIPA capability of the HeNB. The LIPA subscription data may be per APN, per CSG or both. The MME rejects the PDN connectivity request if the LIPA authorisation fails.

After successful LIPA authorisation, the MME uses the L-GW address provided in S1-AP signalling to select the L-GW collocated with HeNB.
2.
If there is a requirement to avoid IMSI storage in the L-GW (FFS), the MME omits the IMSI from the Create Session Request. The current condition in TS 29.274 [9] for not sending the IMSI ("If the UE is emergency attached and the UE is UICC-less") may need to be extended to cover LIPA.
6.
The S1-AP message includes the S5 PGW TEID parameter assigned by the L-GW in step 5 for each E-RAB in the E-RAB to be Setup List.
***** END OF CHANGES *****
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1. PDN Connectivity Request (Well defined  APN or LIPA indication)







 







 







 







 







 
































