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Abstract of the contribution: Discusses how UPnP / DLNA services can be enabled with LIPA solution 1.
1. Introduction
This document compliments document S2-102406, “LIPA, Multicast and Service Discovery”. Its intention is to highlight that many UPnP/DLNA applications perform service discovery by multicasting traffic with TTL=1. This traffic should not be dropped by the L-GW and special functionality should be supported to make sure that even multicast traffic with TTL=1 is forwarded to UEs.
2. Discussion
A simplified LIPA architecture based on solution 1 is shown in Figure 1 below. To enable the UE access UPnP/DLNA based services in the home/enterprise network the multicast traffic created by the Simple Service Discovery Protocol (SSDP) should traverse the L-GW. For this purpose, the L-GW should forward all multicast SSDP packets received over an Sxx bearer (from a UE) to the home/enterprise network and, likewise, the L-GW should forward all multicast SSDP packets received from the home/enterprise network side to all UEs that have previously expressed the need to receive such packets (e.g. with an IGMP Join Group request).
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Figure 1: Simplified LIPA solution 1 with access to UPnP/DLNA services.

The above L-GW forwarding behavior is a simple behavior that is supported by most standard (and even low-end) routers today. The problem however is that many UPnP applications and/or devices today transmit SSDP multicast traffic with TTL=1 and when this traffic goes through the L-GW it will be dropped since the L-GW reduces the TTL value by 1 and forwards the traffic only if the resulting TTL is greater than 0.
To support the argument that many UPnP devices today transmit SSDP traffic with TTL=1 the following figure shows some real SSDP packet traces.
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	SSDP Notify from a UPnP/DLNA media server.
TTL = 4

	[image: image3.png]Internet protocol, src: 192.168.1.25 (192.168.1.25), Dst: 239.255.255.250 (239.255.255.250)

version: 4
Header length: 20 byres

pifferentiated services Field: 0x00 (DSCP 0x00: Default; ECN: OXQO!
Total Length: 301

Tdentification: 0xb166 (45414)

Flags: 0x00

Fragnent offset: 0

Time to live: 1

Protocol: UDP (0x11)

Header checksum: Ox559e [correct]

Source: 102.168.1.25 (192.168.1.25)

pestination: 239.255.255.250 (239.255.255.250)

User patagram Protocol, Src Part: ssdp (1900), DSt Port: ssdp (1900
Hypertext Transfer protoca

NOTIFY * HTTR/L.1\r\n

HOST:239.255. 255.250:1900Nr\n





	SSDP Notify from a UPnP/DLNA music player.
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	SSDP Notify from a UPnP/DLNA broadband gateway.
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	SSDP Notify from a UPnP/DLNA network camera.
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Figure 2: Many UPnP devices use TTL=1 in their SSDP packets.
We also developed a small .NET application to check what TTL value is used by the Microsoft’s UPnP Control Point API and we confirmed (as shown in Figure 3 below) that the default TTL value is 1.
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Private Suh UPnPServiceDiscavery()
' This process runs on a separate thread started by InitIo()

hs.UriteLog (IFACE_NANE, "UPnP Device Discovery started...”)

Dim finder s New UPnPDeviceFinder
Dim devices is UPnPDevices

Dim dev, cdev, ccdev is UPnPDevice
Dim ceser is UPnPService

Dim 1 ks Short = 0

DiscoveryTimer.Stop ()
'this call blocks for sbout 10-12 seconds, then returns a collection of discavered d

‘it transmits a set of N-SELRCH requests
devices = finder.FindByType ("urn:schemas-upnp-org:device: InternetGatevaybevice:17, 0

Try
For Each dev In devices
If dev.Type = "urn:schemas-upnp-or nternetGateuaybevice: 17 Then
routerName = dev.FriendlyName
End If
If dev.HasChildren Then
For Each cdev In dev.Children
If cdev.Type = "urn:schemas-upnp-org:device:VMNDevice:1” Then
For Each ceser In cdev.Services
If ceser.ServiceTypeldentifier = "urn:schemas-upnp-org:servi
WiliconIF = ceser
141
End If
Next

End If
If cdev.HasChildren Then
For Each cedev In cdev.Children
If codev.Type = "urn:schemas-upnp-org:device: ANCOnnect ionDe
‘save the object of service UANIPComnection

For Each ceser In cedev.Services

1f ceser.ServiceTypeldentifier = "urn:schemas-upnp-o





	A small part of a .NET application that uses Microsoft’s UPnP Control Point API and performs an UPnP discovery procedure. All SSDP multicast traffic created uses TTL=1.
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	An SSDP service discovery request created by the above application.
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Figure 3: A small .NET application developed to confirm the use of TTL=1.
The use of TTL=1 as the default value is also acknowledged in http://msdn.microsoft.com/en-us/library/ms907987.aspx by the text below.
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3. Proposed Solution

As discussed above, many UPnP/DLNA devices and software clients create SSDP multicast traffic with TTL=1. To make sure that all this multicast traffic is forwarded by L-GW between the UE and the home/enterprise network (and is not dropped due to TTL=1), the following two options could be used: 
1)
The L-GW shall not decrease the TTL value when forwarding IP multicast traffic (this is a violation of the standard IP protocol behavior); or

2) 
The L-GW shall implement a DLNA proxy function. Such DLNA proxy functions have been used to enable UPnP/DLNA services in wide area networks; see for example [1] and [2]. The DLNA proxy is a very simple function: The L-GW receives an SSDP multicast packets from the home/enterprise network and then relays this packet to UEs by using its own address as source and by populating the TTL value with a non-zero value (of course other routine tasks are required such as checksum recalculation, etc). An example SSDP packet relayed by L-GW is shown in Figure 4 (source address manually changed for the sake of the example). Note that even though the UEs receive all SSDP multicast traffic from the L-GW’s IP address, they can still know how to contact the UPnP device that originally sourced this packet (contact address is embedded in the HTTP payload according to the SSDP protocol).
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Figure 4: An example SSDP packet relayed by the DLNA function in the L-GW.
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5. Proposed Changes
The following changes are proposed against Solution 1 (section 5.2) in TR 23.829.

First Change

5.2.2.2
Architectural functions

NOTE:
Although this section is EPC-oriented, the architectural functions respectively handled by P-GW and S-GW can be extended respectively to GGSN and SGSN in the case of GPRS core.

5.2.2.2.1
LIPA

P-GW functions for the support of LIPA services

They are a subset of the functions of the EPC PGW:

-
per UE policy based packet filtering and rate policing/shaping;

-
UE IP Address assignment;

-
Direct Tunnelling between L-GW and RAN in connected mode.

These functions are included in a Local GW (L-GW) that is logically part of the Access Network (E-UTRAN or UTRAN). The L-GW for LIPA shall be located in the H(e)NB subsystem.

SGW functions for the support of LIPA services

It is FFS whether IDLE mode downlink packet buffering and initiation of network triggered service request procedure should be local to the H(e)NB, leading to two SGWs per UE (one in Core Network and one in H(e)NB subsystem or transport backhaul network), which is not in line with current TS 23.401 [6] architecture principles, or whether this function should be in the Core Network.

MME impacts for the support of LIPA services:

It is FFS whether the MME may need adaptations to the EMM and ESM procedures regarding the following functions:

-
Trigger the session management for LIPA services and authorization for using LIPA services;

-
Paging;

-
GW selection procedure for LIPA traffic.

DLNA proxy function for support of UPnP/DLNA services over LIPA

A DLNA proxy function may be included in a Local GW (L-GW) that is located in the H(e)NB subsystem. This function relays UPnP/DLNA multicast traffic from the home/enterprise network to UEs that have declared they wish to receive this traffic (e.g. with an IGMP Join Group request). When the L-GW relays UPnP/DLNA multicast packets received from the home/enterprise network, it uses its own address as the IP source address and populates the TTL in the IP header with a non-zero value.
Indications to UE

If indications are required to the UE on whether the PDN connection for LIPA traffic can be initiated and/or on the APN to request, multiple solutions exist. The choice of the solution can be left as FFS.

-
A list of CSG IDs or cell IDs statically configured in the UE/USIM, e.g. based on provisioning. This method best suits the case for residential LIPA access but may not be well suited for a corporate network for example if some of the H(e)NBs support LIPA and others do not. It also does not work for the hybrid cells where the UE is not a member and open cells.

-
Informing the UE via NAS, i.e., the MME includes an indication in the NAS message towards the UE when it establishes a connection whether LIPA is supported at this cell. The UE can decide whether to initiate a LIPA PDN connection based on this indication. For example, the MME may be informed of the cell's capability to support LIPA when the UE establishes a connection in the initial UE message or the relocation request acknowledgement.

-
Including the LIPA capability in RAN layer signalling. An indication of the LIPA support can be included in the SIB broadcasted by the RAN nodes or included in RRC signaling.

