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Abstract of the contribution: This contribution proposes solutions for MTC event detection for MTC monitoring feature and also compares various event detection alternatives.
Discussion

Because MTC devices may be deployed in locations with high risk, e.g. possibility for vandalism or theft of the communication module, the MTC sever/MTC user wants to be notified some events that may result from vandalism or theft. 
For the MTC monitoring feature, we need the solutions for; 

1) Define the MTC events to be detected and the actions when the MTC events are detected 

2) Detect the defined MTC events

3) Report the detected MTC events to MTC server/MTC User

For 2), three alternatives have been proposed: SGSN/MME based detection, HLR/HSS based detection, GGSN/PGW based detection. The current TS 23.888 v0.32 includes the description of the SGSN/MME based detection but does not include the description of HLR/HSS based detection and GGSN/PGW based detection. Hence, this contribution provides the description and evaluates the three solutions. 

- HLR/HSS based detection

For this solution, the HLR/HSS is responsible for detecting the monitoring events. The “6.9: solution –MTC monitoring –general” states that the MTC monitoring events along with the related criteria and default actions are configured in the HLR/HSS as part of the MTC subscription. Hence this solution does not require the additional signalling to obtain the configuration to the entity to detect the events. 

The following table shows the procedures of the HLR/HSS based detection.
Table 6.x.x: HLR/HSS based detection.

	Monitoring Event 
	Procedures 

	Monitoring the association of the MTC Device and UICC 
	1> The SGSN/MME asks for the MTC Device IMEI (e.g. Identity procedure).

2> The SGSN/MME sends the MTC device IMEI in update location request before creating a session for the UE to HLR/HSS. 
3> The HLR/HSS checks whether the received IMEI and the IMSI in the subscription is matched. If not, the HLR/HSS triggers the reporting toward the MTC server.

	Monitoring the alignment of the MTC feature 
	 Note: the HLR/HSS can monitor the alignment of MTC feature combination but cannot monitor the alignment of the MTC device’s behavior for the specific MTC feature.  

1> the HLR/HSS receives the activation/deactivation request from MTC server via MTC server IWKF 
2> the HLR/HSS checks if the request is acceptable for the MTC UE and decides to allow or to reject the request. 
3> the HLR/HSS returns the result to the MTC server in the request response.

	Monitoring change in the point of attachment 
	Note: the HLR/HSS can monitor the change of the SGSN/MME but cannot monitor the smaller unit of location change like cell change without the additional signaling from the SGSN/MME. Also, because the double registration to SGSN and MME is allowed for IRAT mobility, the HSS update during IRAT mobility procedure causes increasing the signaling between the SGSN/MME and the HSS. 

1> When the MME/SGSN changes, the SGSN/MME reports it to the HLR/HSS using the update location message.
2> The HLR/HSS triggers the reporting toward the MTC server


	Monitoring loss of connectivity 
	1> When the detach procedure is initiated by the SGSN/MME or the UE and the UE becomes detached due to any reason, the SGSN/MME notifies it to the HLR/HSS.  
2> The HLR/HSS trigger the reporting. 


- GGSN/PGW based detection
For this solution, the GGSN/PGW is responsible for detecting monitoring event, so the configured MTC monitoring events along with the related criteria and default actions are downloaded from the HLR/HSS to the GGSN/PGW via the SGSN/MME during the attach procedure or via the PCRF during the PDN connection creation procedure.
When the MTC events should be reported to the several MTC servers and the separate PDN connection is established for each MTC server, the GGSN/PGW for the PDN connection takes responsibility of detecting the events for each MTC server. 
The following table shows the procedures of the GGSN/PGW based detection.
Table 6.x.x: GGSN/PGW based detection.

	Monitoring Event 
	Procedures 

	Monitoring the association of the MTC Device and UICC 
	1> The SGSN/MME obtains the IMEI of the MTC Device. (e.g. Identity procedure)
2> The SGSN/MME sends the obtained IMEI to the GGSN/PGW in the create session request during the attach procedure. 
3> The GGSN/PGW checks whether the IMEI and the IMSI is matched. If not, the GGSN/PGW triggers the reporting. 

	Monitoring the alignment of the MTC feature 
	 None

	Monitoring change in the point of attachment 
	1> GGSN/PGW sets the MS Info Change Reporting Action ( Start) in the create session response to the SGSN/MME.
2> the SGSN/MME notifies the change of ECGI to the GGSN/PGW 

3> The GGSN/PGW triggers the reporting.

	Monitoring loss of connectivity 
	1> When the detach procedure is initiated by the UE, the SGSN/MME or the HLR/HSS, the SGSN/MME triggers disconnecting the PDN connection by sending the delete session request.  
2> When the GGSN/PGW receives the delete session request, the GGSN/PGW trigger the reporting. 


For three detection alternatives, we have the following the pros/cons. 
	
	Pros
	Cons

	HLR/HSS based detection
	The configuration of the MTC events and the default actions does not need to be delivered
	Without the assistance of the SGSN/MME, the HLR/HSS cannot monitor the alignment of the MTC device’s behavior for the specific MTC feature and also the loss of the connectivity. 

Also, the HLR/HSS cannot detect the finer granularity of attachment point change than the SGSN/MME. Also although the double registration to the SGSN and the MME is allowed for IRAT mobility, the SGSN/MME shall update HSS and the update increase the signaling toward HSS.         

	GGSN/PGW based detection
	The existing procedure is used for detecting the loss of connectivity, the change in the point of attachment, and the association of the MTC Device and UICC. 
	The alignment of the MTC feature cannot be monitored.
If the wrong association of the MTC Device and UICC is detected and the action for the detection is to detach the MTC device, the GGSN/PGW should ask the SGSN/MME to detach the MTC device. This causes the additional signal. 

	SGSN/MME based detection
	Most of the events can be detected and the signals to obtain the information for detecting the events can be optimized
	Depending on the number of events and actions, the load of the SGSN/MME may increase


Based on the pros/cons from three alternatives, we propose the SGSN/MME based solution, for the SGSN/MME can detect most of the events in the most efficient way.  

Proposal
Update the TR 23.888 based on above discussion and conclusion.

Start of Change

6.10
Solution – SGSN/MME based detection

6.10.1
Problem Solved / Gains Provided

See clause 5.10 “Key Issue – MTC Monitoring” and 6.9 “Solution – MTC Monitoring – General.”

6.10.2
General

For this solution, the SGSN/MME is responsible for detecting monitoring event, so the configured MTC monitoring events along with the related criteria and default action are downloaded from the HLR/HSS to the SGSN/MME during the Insert Subscription procedure along with the MTC subscription e.g. during Attach procedure.
Basically, the SGSN/MME monitors the MTC Device behavior according to the MTC monitoring event trigger and performs corresponding action. The following table shows the procedures of the SGSN/MME.

Table 6.10.2-1: SGSN/MME based detection

	Monitoring Event
	Procedures

	Monitoring the association of the MTC Device and UICC
	1> The SGSN/MME asks for the MTC Device IMEI (e.g. Identity procedure).

2> The SGSN/MME checks whether the IMEI provided by the device is the same as the configured IMEI.

3> If not, the SGSN/MME shall trigger the reporting.

	Monitoring the alignment of the MTC feature
	1> The SGSN/MME checks whether the MTC Device behavior is aligned with the activated MTC features for the device.

2> If not (e.g. the MTC Device with low mobility feature performs RAU/TAU or handover procedure frequently), the SGSN/MME shall trigger the reporting.

	Monitoring change in the point of attachment
	1> The SGSN/MME checks whether there is change in point of attachment.

2> If yes, the SGSN/MME shall trigger the reporting.

	Monitoring loss of connectivity
	1> The SGSN/MME checks whether the MTC Device is offline.

2> If yes, the SGSN/MME shall trigger the reporting.


6.10.3
Impacts on existing nodes or functionality

The SGSN/MME needs to support the detecting behavior.

6.10.4
Evaluation
(+) Pros : all events can be detected and the signals to obtain the information for detecting the events can be optimized

(-) Cons : Depending on the number of events and actions, the load of the SGSN/MME may increase. 

6.11
Solution - HLR/HSS based detection
6.11.1
Problem Solved / Gains Provided

See clause 5.10 “Key Issue – MTC Monitoring” and 6.9 “Solution – MTC Monitoring – General.”

6.11.2
General

For this solution, the HLR/HSS is responsible for detecting monitoring event with the assistance of other nodes.
For this solution, the HLR/HSS is responsible for detecting the monitoring events. The “6.9: solution –MTC monitoring –general” states that the MTC monitoring events along with the related criteria and default actions are configured in the HLR/HSS as part of the MTC subscription. Hence this solution does not require the additional signalling to obtain the configuration to the entity to detect the events. 

The following table shows the procedures of the HLR/HSS based detection.
Table 6.x.x: HLR/HSS based detection.

	Monitoring Event 
	Procedures 

	Monitoring the association of the MTC Device and UICC 
	1> The SGSN/MME asks for the MTC Device IMEI (e.g. Identity procedure).

2> The SGSN/MME sends the MTC device IMEI in update location request before creating a session for the UE to HLR/HSS. 

3> The HLR/HSS checks whether the received IMEI and the IMSI in the subscription is matched. If not, the HLR/HSS triggers the reporting toward the MTC server.

	Monitoring the alignment of the MTC feature 
	 Note: the HLR/HSS can monitor the alignment of MTC feature combination but cannot monitor the alignment of the MTC device’s behavior for the specific MTC feature.  

1> the HLR/HSS receives the activation/deactivation request from MTC server via MTC server IWKF 

2> the HLR/HSS checks if the request is acceptable for the MTC UE and decides to allow or to reject the request. 

3> the HLR/HSS returns the result to the MTC server in the request response.

	Monitoring change in the point of attachment 
	Note: the HLR/HSS can monitor the change of the SGSN/MME but cannot monitor the smaller unit of location change like cell change without the additional signaling from the SGSN/MME. Also, because the double registration to SGSN and MME is allowed for IRAT mobility, the HSS update during IRAT mobility procedure causes increasing the signaling between the SGSN/MME and the HSS. 

1> When the MME/SGSN changes, the SGSN/MME reports it to the HLR/HSS using the update location message.
2> The HLR/HSS triggers the reporting toward the MTC server



	Monitoring loss of connectivity 
	1> When the detach procedure is initiated by the SGSN/MME or the UE and the UE becomes detached due to any reason, the SGSN/MME notifies it to the HLR/HSS.  
2> The HLR/HSS trigger the reporting. 



6.11.3
Impacts on existing nodes or functionality
The SGSN/MME shall provide the change of point information and loss of the connectivity information to the HSS.
6.11.4
Evaluation
(+) Pros : the configuration of the MTC events and the default actions does not need to be delivered.

(-) Cons : Without the assistance of the SGSN/MME, the HLR/HSS cannot monitor the alignment of the MTC device’s behavior for the specific MTC feature and also the loss of the connectivity. 

Also, the HLR/HSS cannot detect the finer granularity of attachment point change than the SGSN/MME. Also, although the double registration to the SGSN and the MME is allowed for IRAT mobility, the SGSN/MME shall update HSS and the update increase the signaling toward HSS.
6.12
Solution - GGSN/P-GW based detection
6.12.1
Problem Solved / Gains Provided

See clause 5.10 “Key Issue – MTC Monitoring” and 6.9 “Solution – MTC Monitoring – General.”

6.12.2
General

For this solution, the GGSN/P-GW is responsible for detecting monitoring event with the assistance of other nodes.
For this solution, the GGSN/PGW is responsible for detecting monitoring event, so the configured MTC monitoring events along with the related criteria and default actions are downloaded from the HLR/HSS to the GGSN/PGW via the SGSN/MME during the attach procedure or via the PCRF during the PDN connection creation procedure.

When the MTC events should be reported to the several MTC servers and the separate PDN connection is established for each MTC server, the GGSN/PGW for the PDN connection takes responsibility of detecting the events for each MTC server. 

The following table shows the procedures of the GGSN/PGW based detection.
Table 6.x.x: GGSN/PGW based detection.

	Monitoring Event 
	Procedures 

	Monitoring the association of the MTC Device and UICC 
	1> The SGSN/MME obtains the IMEI of the MTC Device. (e.g. Identity procedure)

2> The SGSN/MME sends the obtained IMEI to the GGSN/PGW in the create session request during the attach procedure. 

3> The GGSN/PGW checks whether the IMEI and the IMSI is matched. If not, the GGSN/PGW triggers the reporting. 

	Monitoring the alignment of the MTC feature 
	 None

	Monitoring change in the point of attachment 
	1> GGSN/PGW sets the MS Info Change Reporting Action ( Start) in the create session response to the SGSN/MME.
2> the SGSN/MME notifies the change of ECGI to the GGSN/PGW 

3> The GGSN/PGW triggers the reporting.

	Monitoring loss of connectivity 
	1> When the detach procedure is initiated by the UE, the SGSN/MME or the HLR/HSS, the SGSN/MME triggers disconnecting the PDN connection by sending the delete session request.  

2> When the GGSN/PGW receives the delete session request, the GGSN/PGW trigger the reporting. 


Editor 
6.12.3
Impacts on existing nodes or functionality
The SGSN/MME shall perform the detach procedure initiated by the GGSN/PGW.
6.12.4
Evaluation

(+) Pros: the existing procedure is used for detecting the loss of connectivity, the change in the point of attachment, and the association of the MTC Device and UICC.
(-) Cons: The alignment of the MTC feature cannot be monitored.
If the wrong association of the MTC Device and UICC is detected and the action for the detection is to detach the MTC device, the GGSN/PGW should ask the SGSN/MME to detach the MTC device. This causes the additional signal.
End of Change
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