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Abstract of the contribution: This contribution proposes to add solutions for the MTC monitoring key issue.
Discussion

TS 23.888 section 5.10.3 describes the MTC Monitoring key issue with the intention to provide functionality for the network to detect and report events that may result from theft or vandalism, like wrong association of the MTC Device and UICC, misalignment of the MTC feature, change in the point of attachment. 

The parameters required for the detection of an event, e.g. point of attachment (cell ID in connected state or TAI list in idle state), association between UE and UICC are already available at the MME, in addition, the MME is in charge of bearer management and can trigger a reduction of resources, therefore, the MME should perform the monitoring function. For the configuration and reporting of the MTC Monitoring events the MME may either provide a direct interface to the MTC Server or the MME may communicate indirectly via the P-GW with the MTC Server.
In case the MTC Device is in active mode and service reduction is requested due to a change of point of attachment, in order to avoid impact to other UEs connected to the target access, the MME should ensure reduction of resources in the target access before the handover of the MTC Device is triggered.

In case the MTC Device is in IDLE mode, the existing mobility mechanism does not allow the network to monitor the events by itself, e.g. change of point of attachment within the same TA/RA. Therefore, some additional monitoring reporting triggered by the MTC Device is necessary.
In case the MME is involved during the handover, i.e. S1-based, the MME can modify the requested bearers in the target access, otherwise the MME can notify the source access in advance to reserve reduced resources in case of handover.
In case service reduction is requested due to a MTC Monitoring event different from active mode handover, the MME can triggers bearer QoS modification.
Proposal
It is proposed to insert the following text to the clause 5.10.3 of the TR23.888:
Start of Change

5.10
Key Issue – MTC Monitoring
5.10.1
Use case description
MTC Devices may be deployed in locations with high risk, e.g. possibility of vandalism or theft of the communication module.For those MTC Devices, it is desirable that the network detects and reports events (including location) caused by those devices that may result, for example, from vandalism or theft of the communication module. If such an event is detected, the network might be configured to perform special actions, e.g. limit the access or reduce the allocated resource.
5.10.2
Required Functionality
The following functionalities are required for MTC monitoring:

-
It shall be possible for the MTC User to configure the monitoring events, e.g. monitoring the association of the MTC Device and UICC, misalignment of the MTC feature, change in the point of attachment.
-
It shall be possible for the network to detect monitoring events.
-
It shall be possible for the network to configure the MTC Device to assist in detecting monitoring events.
-
It shall be possible for the network to report the detected events to the MTC User or the appropriate MTC Server and optionally to perform action to reduce services provided to the MTC Device.
5.10.3
Solution Description 

5.10.3.x
Solution 1 for MME controlled MTC Monitoring

5.10.3.x.1 General Principles
The MME performs the MTC Monitoring functionality, because the parameters regarding point of attachment (cell ID in connected state or TAI list in idle state), association between UE and UICC are already available at the MME. In addition, the MME is in charge of bearer management and can trigger a reduction of resources.

In case the MME detects a discrepancy of the actual parameters of the MTC Device as compared with the provided validity information, based on MTC User requirements, the MME triggers a notification to the MTC Server/User and reduces allocated resources in the network.

For the configuration and reporting of the MTC Monitoring events the MME provides an interface to the MTC Server. The procedures on this interface can be similar to the existing UE reachability procedures (e.g. between MME and HSS). 

In case the MTC Device is in active mode and service reduction is requested due to a change of point of attachment, in order to avoid impact to other UEs connected to the target access, the MME ensures reduction of resources in the target access before the handover of the MTC Device is triggered. In case the MME is involved during the handover, i.e. S1-based, the MME modifies the requested bearers in the target access, otherwise the MME notifies the source access in advance to reserve reduced resources in case of handover.

In case service reduction is requested due to a MTC Monitoring event different from active mode handover, the MME triggers bearer QoS modification.

In case the MTC monitoring event cannot be achieved by the MME alone, the MME can configure the MTC Device to assist in reporting of certain events using NAS signalling, e.g. triggering additional TAU/RAU. 

5.10.3.x.2
Impacts on Existing Nodes
MME needs to provide an interface to the MTC Server for the configuration and reporting of MTC monitoring events. This could be done similar to the existing UE reachability procedures.

5.10.3.y
Solution 2 for MME controlled MTC Monitoring

5.10.3.y.1 General Principles

The MME performs the MTC Monitoring functionality, because the parameters regarding point of attachment (cell ID in connected state or TAI list in idle state), association between UE and UICC are already available at the MME. In addition, the MME is in charge of bearer management and can trigger a reduction of resources.

In case the MME detects a discrepancy of the actual parameters of the MTC Device as compared with the provided validity information, based on MTC User requirements, the MME triggers a notification to the MTC Server/User and reduces allocated resources in the network.

The Notification from the MME to the MTC Server or MTC User is sent via an MTC capable P-GW. MME reuses the Bearer Management procedures to communicate with the P-GW, and in turn the P-GW sends necessary notification towards the MTC Server/User. Candidate message that can be enhanced for this purpose are: Modify Bearer Request, Modify Bearer Command, etc.

The configuration of the monitoring can be sent to the MME via the MTC capable P-GW as well. For example, the MTC Server or User sends the configuration towards the MTC Device’s address with a special port defined for MTC services. The P-GW will intercept such message, and process it if necessary. The P-GW will forward the configuration towards the MME using the bearer management procedures. The candidate messages that can be enhanced for this purpose are: Update Bearer Request, Create Bearer Request, etc. 

In case the MTC Device is in active mode and service reduction is requested due to a change of point of attachment, in order to avoid impact to other UEs connected to the target access, the MME ensures reduction of resources in the target access before the handover of the MTC Device is triggered. In case the MME is involved during the handover, i.e. S1-based, the MME modifies the requested bearers in the target access, otherwise the MME notifies the source access in advance to reserve reduced resources in case of handover.
In case service reduction is requested due to a MTC Monitoring event different from active mode handover, the MME triggers bearer QoS modification.

In case the MTC Device’s assistance is needed in detecting MTC monitoring events, the P-GW can configure the MTC Device via the PCO, and MTC Device can report via bearer management signalling that would reach the P-GW via MME.  

5.10.3.y.2
Impacts on Existing Nodes

The P-GW needs to be enhanced to process the MTC related messages. For example, it needs to understand the enhanced Bearer Management messages from MME and map them to the corresponding MTC Server and User, and forwards the message to the corresponding MTC Server and User.

At the same time, the P-GW needs to be enhanced to intercept special MTC configuration messages from the MTC Server or User, and encapsulates the configuration in the enhanced Bearer Management message towards the MME, or further to the MTC Device.
The MME needs to be able to process the enhanced Bearer Management messages, and perform the corresponding monitoring and notification. 
5.10.4
Evaluation
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