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Abstract of the contribution: This paper discusses an approach for MTC Group Based Policing implementation based on the existing APN concept

Introduction

The MTC Group Based  service requirements described in TS 22.368 are explored showing that a Group Based Policing solution using the existing APN concept is possible with minimal standards impact.

Discussion

The group based service requirements listed in TS 22.368 can be fulfilled using existing APN mechanisms with a policy extension to support bandwidth restriction on an APN basis.

It is proposed that fundamentally the APN concept can be used to support the Group Based Policing optimisation. The APN logical name representing an MTC Group can correspond to the Packet Data Network and the MTC service to which the MTC device connects.

As illustrated below this can be used to address:

· MTC Server located in the operator domain.

· MTC Server located outside the operator domain.
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Figure 1 MTC Groups addressed via APN concept
The APN concept maps closely to allowing an operator to manage a set of MTC devices belonging to the same MTC Group. A given APN would define a “MTC Group” to which communication from a group of MTC devices towards the private network owned by MTC Subscribers (e.g. APN2 and APN3) or hosted by the operator (e.g. APN1) is permitted

For example an APN could be used to define a set of MTC devices (e.g. Smart meters), perhaps having the same features attributes (e.g. Policing) to be associated to an operator hosted or MTC Subscriber (e.g. Utility Company) managed MTC service.

In the case of inter working with the MTC Server as described in 29.061 two methods can be used to interwork with private IP networks:

1.
the PLMN operator manages internally the subnetwork IPv4 addresses and/ or IPv6 prefixes as applicable. Each private network is assigned a unique subnetwork IPv4 addresses and/ or IPv6 prefixes. Normal routing functions are used to route packets to the appropriate private network;

2.
each private network manages its own addressing. In general this will result in different private networks having overlapping address ranges. A logically separate connection (e.g. an IP in IP tunnel or layer 2 virtual circuit) is used between the GGSN/P-GW and each private network. In this case the IP address alone is not necessarily unique. The pair of values, Access Point Name (APN) and IPv4 address and/or IPv6 prefixes, is unique.
Given the projections for the multitude of MTC devices the advantage of case 2 allowing overlapping address ranges has clear advantages.  An APN based solution solves an IPv4 address shortage by allowing each M2M service to use its private IPv4 addresses.

Reuse of the APN concept can allow the introduction of MTC Group functionality with the following benefits:

· Reuse GGSN/P-GW selection based on APN and inherent redundancy schemes used by SGSN/MME when selecting GGSN/P-GW

· Reuse flexibility of GGSN/P-GW local configuration data associated with APN e.g.

·  Any servers to be used for address allocation, authentication and/or protocol configuration options

· The protocols i.e. RADIUS, Diameter or DHCP/DHCPv6 to be used with servers for address allocation and authentication and PCO options

· Flexible IP address assignment allowing usage of overlapping private IP addresses across different APNs

· Tunnelling over the Gi/SGi with the MTC Server fulfills 22.368 addressing requirement (ch  7,1,2)  “..an MTC Server in a public address space can successfully send a mobile terminated message to the MTC Device inside a private IP address space”

· Exploits commonly supported traffic separation techniques in GGSN/P-GW allowing a VPN for each defined MTC Group.

· Security enforcement through traffic separation. Traffic from and to MTC devices are tunnelled to private MTC User (i.e. Utility company) network

· QoS control on an APN basis 

· common default bearer control – QCI, ARP and associated DSCP marking

·  Introduce Bandwidth control per entire APN 

· Ability to apply different charging mechanisms for different MTC groups (i.e. different APNs). Potentially simplifying charging issues between operator and MTC Subscriber allowing settlement on aggregate post processing of APN based CDRs

Requirements Analysis

For each of the Group service requirements in 22.368 the table below illustrates APN usage.

	22.368 Group Service Requirement
	APN Support

	The system shall be optimized to handle groups of MTC Devices. One MTC Device shall only be associated with one group.
	Supported by APN concept

MTC device can be associated to one APN (i.e. one group)

	Each Group Based MTC Feature is applicable to the whole group of MTC Devices. 
	Supported by APN concept

Can be controlled by configuration on an APN basis

	NOTE: With Group Based MTC Features each MTC Device is visible from the 3GPP Network perspective.
	Supported by APN concept

Each device is visible from 3GPP network perspective



	NOTE: Also MTC Features that are not Group Based MTC Features can be applied to MTC Devices that are part of a group
	Supported by APN

No inherent restrictions seen

	Group Based Policing

The MTC Feature Group Based Policing is intended for use with a group of MTC Devices belonging to the same MTC Subscriber, for which the network operator wants to enforce a combined QoS policy.
For the Group Based Policing MTC Feature:

-
It shall be possible to enforce a maximum bit rate for the data that is sent/received by a group of MTC Devices affiliated with a single MTC Subscriber.


	Limitation today.

Bandwidth restriction on a total APN basis can be introduced. 



	Group Based Addressing
The MTC Feature Group Based Addressing is intended for use with a large group of MTC Devices belonging to the same MTC Subscriber, for which the network operator wants to optimize the message volume when many MTC devices need to receive the same message.
For the Group Based Addressing MTC Feature:

-
It shall be possible to send a broadcast message to a large group of MTC Devices affiliated with a single MTC Subscriber, e.g., to wake up the MTC devices.

	Not addressed in this contribution.
It is FFS whether solutions for various group optimizations will be independent to each other or not.


Table 1 Service Reqs support via APN concept
In addition an APN based approach fulfills the addressing requirements from ch. 7.1.2  of 22.368 as listed in the following table.

	22.368 Addressing Requirement
	APN Support

	The system shall provide a mechanism, according to operator policy, where an MTC Server in a public address space can successfully send a mobile terminated message to the MTC Device inside a private IP address space


	As per APN concept this is supported through tunneling  over Gi/SGi  any packets addressed to MTC devices assigned private IP addresses

	For MTC communication initiated by the MTC Device, it shall be possible for the network to ignore the destination for the communication provided by the MTC Device and use a network provided destination for the communication instead
	As per APN concept any MTC device generated packets are tunneled to the MTC Server by the GGSN/P-GW regardless of the destination  IP address within the MTC device generated packet


Table 2 Addressing requirements fulfilled by APN
Solution

The solution would be based on:

 - APN concept: A given APN will define a “MTC Group”

-  Introduction of new policy information on an APN basis
· Authorized maximum bit rate for the data that is sent/received over the entire APN.
· Enforcement in the PCEF. 

The solution does not require deployment of the PCRF.

Today in the 3GPP architecture the PCRF provides the Authorized APN-AMBR that applies to all IP‑CAN sessions for the same UE to the same APN to the GGSN/P-GW using the PCC Rule provisioning procedure.

	Attribute
	Description
	Scope

	Authorized APN-AMBR
	Defines the APN-AMBR for the total bandwidth usage of non-GBR QCIs at the APN.
	All IP‑CAN sessions for the same UE within the same APN


It is proposed to that an APN wide bandwidth restriction in the GGSN/P-GW can allow for enforcing a maximum bit rate for the data that is sent/received over the entire APN for all the connected UEs (i.e. MTC Devices). 
The solution does not require deployment of the PCRF.

Proposal

It is proposed to make the following changes to 3GPP TR 23.888 V0.2.1
Begin Change
5.1
Key Issue - Group Based Optimization

5.1.1
Use case description
Editor’s Note: Expand upon the Service Description use case, including technical constraints and interpretations.

MTC Devices can be grouped together for the control, management or charging facilities etc. to meet the need of operators. This optimization may provide easier mode to control/update/charge the MTC devices, in a granularity of group, which may decrease the redundant signalling to avoid congestion. Also the network resource could be saved by using group based optimization when the number of MTC devices is large. The MTC devices within the same group can be in the same area and/or have the same MTC features attributed and/or belong to the same MTC user, which provides the flexibility to allocate a group. Moreover, each of the MTC devices is visible from the network perspective.
Editor’s Note: Group based optimization may include many optimizations. E.g. group based charging, group based signaling saving etc. It is not clear whether the solutions for these optimizations will be independent to each other or not. Whether this key issue will be split for evaluation is FFS.
5.1.2
Required Functionality

Editor’s Note: Capture agreements on requirements for solving the key issue. This subclause may be omitted if deemed unnecessary.
5.1.3
Solutions

5.1.3.1
Solution 1 –APN based approach for Group Based Policing
5.1.3.1.1
General
The solution is based on reusing the APN concept for the MTC Group concept whereby a given APN will define a MTC Group.

The APN logical name representing a MTC Group can correspond to the Packet Data Network and the MTC service to which the MTC devices connect.
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Solution introduces MTC group policy information

· Maximum bit rate for the data that is sent/received over the entire APN

· Enforcement in the PCEF.
As an added benefit this approach also allows MTC group deployments to benefit from properties of an APN based implementation. 
For example:
· Reuse GGSN/P-GW selection based on APN 

· Reuse flexibility of GGSN/P-GW local configuration data associated with APN 
· Flexible IP address assignment allowing usage of overlapping private IP addresses across different APNs

· Tunnelling over the Gi/SGi with the MTC Server fulfills 22.368 addressing requirement (ch  7,1,2)  “..an MTC Server in a public address space can successfully send a mobile terminated message to the MTC Device inside a private IP address space”

· Exploits commonly supported traffic separation techniques in GGSN/P-GW allowing a VPN for each defined MTC Group.

· Security enforcement through traffic separation. Traffic from and to MTC devices are tunnelled to private MTC User (i.e. Utility company) network

· QoS control on an APN basis 

· Ability to apply different charging mechanisms for different MTC groups (i.e. different APNs). Potentially simplifying charging issues between operator and MTC Subscriber allowing settlement on aggregate post processing of APN based CDRs

5.1.3.1.2
Impacts on Existing Nodes
Today in the 3GPP architecture the PCRF provides the Authorized APN-AMBR that applies to all IP‑CAN sessions for the same UE within the same APN to the GGSN/P-GW using the PCC Rule provisioning procedure.

	Attribute
	Description
	Scope

	Authorized APN-AMBR
	Defines the APN-AMBR for the total bandwidth usage of non-GBR QCIs at the APN.
	All IP‑CAN sessions for the same UE within the same APN


The scope of the existing control is limited to all IP –CAN sessions for the same UE within the same APN.  New group policing would apply across all the IP-CAN sessions (for non-GBR bearers) for all MTC devices belong to the same group (i.e. same APN). The existing mechanism for the APN-AMBR and terminal-AMBR would not be impacted by this APN wide group policing. For example an individual MTC device would still be limited by the Authorized APN-AMBR
It is proposed that a new bandwidth restriction on an entire APN basis could be supported by the PCEF. This would allow enforcement of a maximum bit rate for the data that is sent/received by the group of MTC Devices associated with a given APN which is affiliated with a single MTC Subscriber.

Summary of impacts:

· Introduction of configuration in the PCEF on an APN basis that defines the maximum bit rate for the data that is sent/received over that APN for all the connected UEs. 
· The PCEF component of the GGSN/P-GW enforces this new APN based (i.e. MTC group ) policy

The solution does not require deployment of the PCRF.

5.1.3.2.
Solution 2 for Group Based Optimization

5.1.3.2.1
General

5.1.3.2.2
Impacts on Existing Nodes
5.1.4
Evaluation

End of Change
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