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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

The importance of policy based service delivery has been recognized within 3GPP and has resulted in following work in the last few releases:

-
QoS and Charging related policies

-
PCRF

-
Non 3GPP access inter-working

-

ANDSF

-
Mobility protocol selection

In addition there has been work done in IMS that defines policies related to selection of IMS for service delivery vs other mechanisms. 3GPP work in this area reflects efforts to improve service delivery based on operator policy, user preferences etc. However the approach so far has been fragmented and a more comprehensive approach would ensure better policy decisions. Some examples of what is missing are:

-
Deep Packet Inspection coupled with user privacy policies to improve user experience. For example, by intelligently identifying service in use and providing service enhancement via e.g. appropriate QoS for the service, location related info for use with the service etc. 

-
Service based traffic steering e.g. to use different PDNs for different services. For example issues such as source address selection when the UE is connected to multiple PDNs.

-
Standardized and extensible ways to implement service policies that go beyond existing PCC IP flow policies. For example transactional service policies such as a policy to enforce max limit on SMSIP/month based on user profile etc. Other example could be service policy such as redirect and firewall control.

1
Scope

The objective is to study an evolved policy solution through enhancement of 3GPP policy framework. One of the aims of the study is to ensure a policy architecture that provides an extensible framework for easy reuse with new IP based services by identifying areas where improvement of specifications are feasible. The study item will look into solutions for the examples in the section above.
Existing components for consideration in the Policy Study are functions and interfaces to/from

-
PCRF, PCEF and BBERF;

-
SPR, HSS;

-
ANDSF;

-
IMS policy decision making entities.

The study aims to provide a more comprehensive way (e.g. going beyond existing 3GPP PCC framework) to handle operator policies for all IP / service flows (IMS and non-IMS) in a coordinated manner and under varying network conditions while keeping in view aspects such as:

-
user preferences;

-
user subscriptions;

-
service requirements;

-
terminal capabilities (including converged terminals);

-
network capabilities (3GPP and those non 3GPP accesses inter- working with 3GPP);

-
Session transfer and terminating policies;

-
Security policy control, e.g. firewalling and gating.

Roaming scenarios are considered as part of this study. Compatibility with existing system architecture elements are protected and backward compatibility is expected. All types of policies i.e. static/pre-provisioned, dynamic, network based, UE based are considered in the study

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TR 41.001: "GSM Release specifications".

[3]
3GPP TS 23.203: "Numbering, addressing and identification".

[4]
3GPP TS 22.101: "Service aspects; Service principles".

[5]
3GPP TS 23.335: "User Data Convergence (UDC); Technical realization and information flows".

3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

3.2
Symbols

For the purposes of the present document, the following symbols apply:

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

4
Key issues

4.1
Key Issue 1: Policy enhancement for sponsored data connectivity

4.1.1
Introduction

The target of this key issue is to study policy enhancement needed for sponsored data connectivity. With sponsored data connectivity, the service provider has a business relationship with the operator and pays the operator for user’s connectivity in order to allow the user access to the service provider’s services. Alternatively the user pays for the connectivity with a transaction which is separate from the subscriber's online charging. In particular, the following areas will be studied:

· Capability for 3rd party or operator's non IMS application functions to on demand define specific IP flows that are allowed for a subscriber.

· Capability to enforce the policies related to the sponsored IP flows within the 3GPP system

· Capability for dynamic policy and charging control to exclude the sponsored IP flows from the user’s volume cap or pre-paid credits

· Capability to create accounting and/or usage data records associated with the sponsored IP flows 

4.1.2
Alternative solutions

4.1.2.1
Alternative 1

A possible architecture for sponsored data connectivity is shown illustrated in Figure 4.1.x.1-1 in the non roaming case. In the roaming case a S9 reference point is present between the H-PCRF and the V-PCRF.

Based on this alternative the PCRF needs to be configured properly in order to filter which AF can establish a Rx session with the PCRF itself, e.g. based on business relationships. 

A one to one mapping between the Non-SIP ASP and the AF is not needed as a single AF can be used to serve multiple Non-SIP ASPs.
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NOTE:
The interface between the AF and Non-SIP ASP which requires sponsored data connectivity is out of scope of this specification. It is assumed that the ASP provides information about the type of sponsored data connectivity needed such as flow information and the duration and volume needed for the flow.

Figure 4.1.2.1: Architecture for sponsored data connectivity

Editor's Note:
The charging aspects of sponsored connectivity are FFS.

4.1.2.1.1
Reference points enhancements

4.1.2.1.1.1
AF - PCRF reference point (Rx)

The Rx reference point between the AF and the PCRF is described in TS 23.203 [xx]. The Rx reference point is further enhanced to provide service information related to sponsored data connectivity, such as the volume of the connectivity and any limits on the connectivity as described in sub clause 4.1.x.1.2.

4.1.2.1.2
Call flows

4.1.2.1.2.1
General

This clause contains call flows to demonstrate the PCC interaction for sponsored data connectivity under various scenarios, including rule installation when sponsored data connectivity is activated, rule modification when sponsored data connectivity is extended, usage reporting for sponsored data connectivity, and rule remove when sponsored data connectivity is terminated.

4.1.2.1.2.2
Call flow for sponsored data connectivity rule installation
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Figure 4.1.x.1.b.1-1: Call flow for sponsored data connectivity rule installation

1.
The UE attaches to the IP-CAN following the normal procedures specific to the IP-CAN.

2.
The PCEF and/or the BBERF establish IP-CAN session and/or gateway control session toward the PCRF following the procedures described in TS 23.203 [3]. The UE's IP connection may have a limited amount of data usage.

3.
The UE connects to the 3rd party ASP server and requests services from the ASP.

4.
The ASP server decides to sponsor the data connection used to access the ASP service for the user and provide dynamic sponsoring information to the AF within the operator’s network. The dynamic sponsoring information includes the user identity to be sponsored (e.g. the IP address), the IP flow information to be sponsored, the usage amount to be sponsored and the threshold request related to the sponsored data connectivity.

5.
For each sponsored data connectivity, the AF establishes an Rx session toward the PCRF as described in TS 23.203 [3] and provide the identity of the AF, the user identity and the service information including volume allowance and specific-actions related to the service.

Editor's Note:
It is FFS how to take retransmissions into account in the volume allowance

6.
The PCRF authorizes and acknowledges the service information received from the AF.

7.
The PCRF derives PCC/QoS rules related to the sponsored data connectivity.

8.
The PCRF provision the rules and event triggers for the sponsored data connectivity to the PCEF/BBERF within the IP-CAN.

Editor's Note:
It is FFS if any new functionality is needed for Gx reference point

9.
The PCEF/BBERF installs the provisioned rules and event triggers.

10.
The PCEF/BBERF sends acknowledgement to the PCRF.

11.
The UE uses the sponsored connectivity to receive the desired service from the ASP.

4.1.2.1.2.2.
Call flow for sponsored data connectivity usage report

4.1.2.1.2.3.
Call flow for sponsored data connectivity extension

4.2.1.1.2.4
Call flow for sponsored data connectivity release

4.2
Key issue 2: Coherent access to Policy related databases
4.2.1

Description

To enable operator policies, currently a number of logical databases have to be accessed. These include HSS, SPR and possible databases tied to ANDSF functionality. While implementation of many of these databases will continue to be deployment specific it is possible to consolidate them logically by providing a single logical interface to access them.

4.2.2
Alternative solutions

4.2.2.1
SPR as an Application Front-End of the UDC Architecture

In order to provide coherent accesses to operator policy databases, the SPR shall be part of the 3GPP UDC architecture. According to TS 22.101 [4], the UDC concept supports a layered architecture, separating the data from the application logic in the 3GPP system. In that way user data is stored in a logically unique repository allowing access from core and service layer entities, named application front-ends

For such purpose, the SPR shall be an Application Front-End according to TS 23.335 [5]. The SPR shall then provide support to the Ud reference point for querying, creating, updating or deleting data from the UDR. The SPR shall make use also the Ud reference point for subscribing and receiving notifications from the UDR.

The SPR Application Front-End shall interact with the PCRF via Sp reference point.

Editor’s Note:
It is FFS whether or not Sp must be standardized as a consequence of this.
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Figure 4.3.1: SPR as Application Front-End within the User Data Convergence architecture

In order to fulfil the requirements that UDC architecture sets into the Application Front-Ends (clause 4.1 of TS 22.101 [4]), the SPR shall be a subscriber dataless entity.

4.2.2.2
PCRF as an Application Front-End of the UDC Architecture

An alternative solution is that the PCRF becomes the Application Front-End of the 3GPP UDC architecture. Sp reference point and SPR entity would disappear, due to the UDC architecture assumes the subscriber- related data management part of PCC architecture.


[image: image6.emf] 

   Diameter based ref.  points (Gx, Gxx, S9, Rx)  

Ud  

UDR  

UDC  

   

PCRF  

Core Network, Service Layer  

Appl - FE  

Appl - FE  


Figure 4.2.1: PCRF as Application Front-End within the User Data Convergence architecture

This alternative does not fulfil properly 3GPP UDC requirements as they are specified in TS 22.101 [4], clause 4.11. The PCRF is not a subscriber dataless entity, due to it’s managing the user context for the IP-CAN session. Due to that, this alternative should imply modifications in the 3GPP UDC architecture requirements as they are today. 

4.3
Key issue 3: QoS and gating control based on spending limits
4.3.1

Description

The following use case has been identified, which requires the PCRF to perform QoS and gating control decisions based on information only available in the OCS:

· QoS control based on spending limits – ability to change the QoS level based on spending limits. Example scenario: the subscriber plan allows for high QoS up to $2 per day and a lower QoS beyond that.

4.3.2

Alternative solutions

4.3.2.1
Alternative solution 1 - configuration based solution

A QoS control based on spending limits can be realized based on existing PCC and online charging functionality. This requires however, that the OCS and the PCRF are configured in the following way:

-
A service specific Charging Key has to be used for the service for the time the service has not reached its spending limits. This service specific Charging Key cannot be shared with any other service of the UE in this PDN connection.

-
A second Charging Key has to be available for the service after reaching the spending limit (i.e. the "out of credit" event). This Charging Key can be shared with other services.

-
The PCRF needs to apply a second QoS authorization after it gets informed about the "out of credit" event.

-
The OCS needs to store the spending limits for the service specific Charging Key when the credit management interaction for the service is terminated.

-
The OCS needs to reset the spending limit for the service specific Charging Key after the corresponding time interval has been passed. 

Editor’s note:
Configuration efforts (e.g. increased number of Charging Keys) and potential functionality enhancements (e.g. accounting of packets when applying the termination action) needs to be further analyzed.

If the PCRF and the OCS are configured appropriately, the QoS control based on spending limits proceeds in the following way:

-
The PCRF applies a service specific Charging Key A for the service (that is not shared with any other service of the UE in this PDN connection) together with the QoS that is intended to be used before the spending limit is reached. In addition, the PCRF sets the "out of credit" event trigger.

-
The OCS receives the Charging Key A during the credit management interaction and starts (or continues) to measure the parameter that is subject to the spending limit control (i.e. time, volume and/or event) in addition to the normal charging functionality.

-
Once the OCS detects that the spending limit is reached, it denies any further credit to the PCEF. In addition, the OCS may set the Termination Action to "Allowing the packets to pass through" to enable the continuation of the service.

-
The PCEF reports the "out of credit" event to the PCRF together with the corresponding PCC rule.

-
The PCRF can now react and modify the PCC rule according to the operator configuration. The PCRF would select a different Charging Key B and the QoS that has to be applied after reaching the spending limit.

-
The PCEF enforces the modifications for the PCC rule and may need to modify the bearer or even bind the PCC rule to a different bearer. In addition, the new Charging Key B is used for the credit management.

-
The OCS receives the new Charging Key B and continues to grant credits for this service.

4.3.2.2
New reference point (Sy) between PCRF and OCS

4.3.2.2.1
General

A solution is to define a new reference point Sy between the PCRF and the OCS to enable transport of indications about charging related events from the OCS to the PCRF.
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Figure 4.3.1: Overall PCC architecture (non-roaming) including the Sy reference point


[image: image8.emf] 

   

   

AF  

   

   

Rx  

   

 Repository  

Subscription Profile  

   

(SPR)  

Sp  

VPLMN   HPLMN  

S9  

   

Policy and Charging Rules Function     

(V  -  PCRF)  

   

Policy and     

Charging Rules Function     

(H  -  PCRF)  

   

Rx  

   

AF  

Gx  

   

Gx  x  

PCEF  

Gateway  

     Online Charging System (OCS)  

   

   

Service D  ata Flow   

Based   

Credit Control  

   

   

G y  

Gz  

Offline   

Charging   

System   

(OFCS)  

BBERF  

Sy  


Figure 4.3.2: Overall PCC architecture including the Sy reference point roaming with PCEF in visited network (local breakout)

4.3.2.2.2
PCRF contacting the OCS (PCRF-Centric approach) 
4.3.2.2.2.1
Session scope
For efficient communication and to be able to support multiple PDN-connections of a user the scope of the Sy connection should be organised on a per subscriber ID and PDN identifier basis, i.e. (at least) all PDN-connections of a UE to the same APN are bound to the same Sy session. This is possible since multiple PDN-connections to the same APN are always controlled by the same PCRF since PCC Rel-8.

4.3.2.2.2.2
Session initiation
At IP-CAN session establishment, according to TS 23.203 [3], Gx interactions take places prior to Gy interactions. For the PCRF to be able to provide correct policies at IP-CAN session establishment it is necessary for the PCRF to interact with the OCS prior to sending acknowledge of IP-CAN session establishment to the PCEF. Additionally it is the PCRF that is aware of if the policies of an IP-CAN session are dependent on charging related information. Sy Session Establishment should therefore be initiated by the PCRF.

The Sy reference point allows the PCRF to request and subscribe to indications about charging related events that affect session and service policies of PDN connections for different users and PDNs.

The OCS shall support to bind a Sy session with associated Gy sessions and shall notify the PCRF over the Sy interface whenever there is charging related event occurring that the PCRF has subscribed to.

4.3.2.2.2.3
Information exchange

The Sy reference point shall support to provide the following indications:

-
Provisioning of indication based on credit balance (e.g. when OCS decides that a prepaid subscriber has reached a balance limit)

-
Provisioning of indication per rating group or per IP-CAN session based on previously consumed volume or spending limits (e.g. when OCS decides that a previously consumed volume or spending limit per period has reached a certain value).

4.3.2.2.2.4
Roaming
The Sy reference point should support scenarios where a UE is located in a HPLMN (4.2.1), roaming with home routed or roaming with visited access (Figure 4.3.2). For roaming with visited access the Sy reference point is defined between the H-PCRF and the OCS in the HPLMN. With this approach Sy will be a PLMN internal reference point regardless of if the user is roaming or accessing via the HPLMN.

4.3.2.2.3
OCS contacting the PCRF (OCS-Centric approach) 
4.3.3

Comparison of alternatives

4.3.4

Conclusion

4.4
Key issue 4: Service Awareness and Privacy Policies

4.4.1

Description

The network may have policies related to specific services but currently it may not always become aware of usage of these services. The service unawareness can occur when there is no explicit service level signalling and hence no interaction between the Application Function and PCRF or when filters related to a service have not been installed in the PCEF. The user experience can be enhanced if the network becomes service aware and the network is able to apply service specific policies. Service traffic detection mechanisms helps achieve service awareness. Use of service traffic detection mechanism however may require user consent and for this purpose PCC architecture would have to be extended to include user privacy policies.

Examples of actions that may be a result of service detection include:

-
Bearer modification

-
Charging rules modification

-
Gating of the detected service traffic

4.4.2

Alternative solutions

4.4.2.1
Alternative 1

At the time of IP-CAN session establishment, the PCEF contacts the PCRF as per existing procedures. User privacy policy settings are received from the SPR together with the other subscriber related information (the management of the user privacy policy settings is out of scope) The PCRF checks the user privacy policy settings to see if  usage of service traffic detection mechanism is allowed and for  what services. If it is allowed the PCRF in its response to PCEF, can instruct the  Traffic Detection Function (TDF) on what services it should detect.  . After detecting a service with a service traffic detection mechanism, the TDF informs the PCRF about the detected service. The PCRF can then react in the desired way with regard to the policy and charging control information for the detected traffic.
A new mechanism for instructing the TDF on what service traffic to detect (e.g. a new type of PCC rule) needs to be defined. While the actual mechanism for the service traffic detection should not be standardized, it has to be able to detect the start and the end of the respective service.

4.4.2.2
Alternative 1a - Rx based service detection reporting

After detecting a service with a service traffic detection mechanism, the TDF informs the PCRF via an Rx based interface. The TDF provides an AF application identifier corresponding to the detected service (which could be the PCC rule name) and the detected filter information. The PCRF may then create/modify the PCC rule by adding the received filter information as well as the operator configured policy and charging control information which is to be used for this service. When the TDF detects the end of the service, the Rx session to the PCRF is terminated. This triggers the PCRF to remove/modify the PCC rule back to the initial settings. 

Editor’s note:
Whether the PCRF can always modify the PCC rule back needs to be further analyzed (e.g. ongoing monitoring/charging). It should be possible as the same problem occurs during a PCC rule removal.
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Figure 4.4.2.1-1: Architecture for Rx-based solution
NOTE:
This architecture option can be applied for a stand-alone TDF and a TDF that is collocated with the PCEF in the same gateway.

Editor’s note:
The details of a stand-alone TDF scenario need to be further analyzed.

4.4.2.3
Alternative 1b - Gx based service detection reporting

To trigger the interaction with the PCRF, the start and the end of a detected service have to be added as new event triggers. After detecting a service with a service traffic detection mechanism, the PCEF/TDF informs the PCRF via the Gx by sending the PCC rule name of the detected service and the event trigger. Detected filter information could be provided to the PCRF as well to simplify the IP packet handling after the service detection (existing Gx parameters can be used together with the new event trigger to minimize the Gx protocol impacts). The PCRF can then modify the PCC rule in the desired way with regard to the policy and charging control information (e.g. the charging key or the QoS can be modified). When the PCEF/TDF detects the end of the service, the PCRF is informed again and the PCRF modifies the PCC rule back to the initial setting. 

Editor’s note:
Whether the PCRF can always modify the PCC rule back needs to be further analyzed (e.g. ongoing monitoring/charging). It should be possible as the same problem occurs during a PCC rule removal.
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Figure 4.4.2.2-1: Architecture for Gx-based solution
NOTE:
The interface between PCEF and the TDF is out of scope of this specification. This architecture option considers them as collocated within the same gateway.

Editor’s note:
Whether this solution can be applied for the roaming scenario with PGW in the visited PLMN needs to be further analyzed.
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