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Abstract of the contribution:

This contribution proposes a NAT64/DNS64 based solution for IPv6 only UE to visit IPv4 only servers.
1. Proposal
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B.x
Solution x – NAT64/DNS64 
B.x.1
Solution Description
This solution is NAT64/DNS64 based solution, which is used to address the scenario that an UE with IPv6 only connection wants to visit IPv4 only servers. 

The architecture of NAT64 is illustrated as the Figure B.x.1.1. Two types of functionality elements are introduced: NAT64 and DNS64. NAT64 translates IPv6 packets to IPv4 packets, and vice versa, when the UE initiates communication to IPv4 only destination, providing connectivity between IP address families. DNS64 is used to synthesize the AAAA record from the A record.

If multiple NAT64 gateways are used, the DNS64 is responsible for load sharing of the multiple NAT64 gateways, and shall be able to decide the right Prefix Pref64. 


[image: image1]
Figure B.x.1.1 The architecture of NAT64/DNS64

In this solution, the NAT64 gateway may be collocated with PDN GW/GGSN. This solution has no impacts on elements of EPS if the NAT64 is a standalone entity. The DNS64 may be located in a place near the NAT64 gateway, and belongs to the same operator as the NAT64 gateway does.
B.x.2
Server Flow Example
Suppose an IPv6 only UE’s IPv6 address is Y, the IPv4 only Server’s IPv4 address is X, the DNS64 selects NAT64A as the NAT64 gateway for this service. The main procedures for the UE visiting an IPv4 only server with IPv4 address X is illustrated in Figure x.1.1. More details can be found in draft-ietf-behave-v6v4-xlate-stateful-07 [x].
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Figure B.x.1.2 The message flow of NAT64
B.x.3
Evaluation



Known benefits of the solutions

· No change to the UE and IPv4-only server is required.

· The NAT64 gateway can be placed on the service provider’s IPv6 network edge and is not required to be strictly collocated with PDN GW/GGSN.

· .This Solution works regardless whether the UE is a roaming user.
· 
Known Issues of the solutions

· As all stateful NAT based solution may encounter, the PCC may be impacted if the NAT64 gateway is located within the mobile operator’s network. Whether PCC is impacted or not is dependent on NAT transversal solution.
· The impact of this solution on PCC because of use of NAT is FFS.
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6. Reply with IPv6 packet





Translate Ipv4 header to v6 header. Set source (Pref64 :X, x), dest. (Y, y)





5. Reply, source (X, x), dest. (T, t)
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4. Send a packet, source (T, t), dest. (X, x)





Select a IPv4 address T, map (Y, y)<-->(T, t). Translate IPv6 header to v4 header





3. A packet is sent: source (Y, y), destination (Pref64 A:X, x). y and x are ports chosen by H1
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2. Response with synthetic address Pref64 A:X
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