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1. Introduction

In 3GPP access, APN Restriction mechanism has been introduced because a security loophole has been identified when multiple PDN connection are active and the loophole may cause the UE to become a router for packets between the different connections created by the UE. The introduction of APN Restriction mechanism can reduce the impact of this loophole by removing the ability to have connections to public access and certain private APNs.
However, in non-3GPP access, there is no corresponding APN Restriction mechanism and the similar loophole also exists.
2. Discussion
During handover procedure from non-3GPP to 3GPP, the re-establishment in 3GPP of some PDN connections existing in non-3GPP may  fail due to the APN Restriction applied in 3GPP side. In fact When the UE establishes multiple PDN connections over 3GPP, the P-GW accepts or rejects the UE request taking into consideration the APN Restriction and Maximum APN Restriction parameters. When the handover from Non-3GPP to 3GPP is performed, the PDN connections existing in Non-3GPP are re-established in 3GPP by executing the UE initiated PDN connectivity procedure specified in TS 23.401. In such scenario, some of the PDN connections may be rejected in 3GPP due to APN Restriction, which has not been applied in Non-3GPP. So, if APN restriction is not introduced in Non-3GPP access, the user experience will be different in 3GPP and Non-3GPP access.
Furthermore, when the UE connects to multiple PDN connections via 3GPP and non-3GPP simultaneously, the same problem also exists. The PDN connection may be not established in 3GPP because of APN Restriction, while it may be established in non-3GPP access since there is no APN Restriction mechanism in non-3GPP access. This may result in security loophole in the PDN the UE connected to in 3GPP.
3. Proposal
In order to reduce the impact of the loophole and the different user experience in 3GPP and Non-3GPP, it is proposed that the APN Restriction mechanism shall be introduced into non-3GPP access. 
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