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1. Overall Description:

SA3 is developing solutions for encrypting and integrity protecting user traffic on the IMS media plane. These solutions are captured in Draft TS 33.328 with supporting material provided in Draft TR 33.828. At SA#44 in June 2009, SA plenary granted an exception to continue stage 2 specification work on this feature for Rel-9. 

Good progress was made on this work item at SA3#56, and SA3 agreed to send TS 33.328 to SA plenary #45 (September 2009) for information. SA3 believes that TS 33.328 will be ready to send to SA plenary #46 (December 2009) for approval. 

There are three solutions specified in Draft TS 33.328:

· End-to-middle security based on SDES

· End-to-end security based on SDES

· End-to-end security based on KMS

The solutions have an impact on CT1 and CT4 specifications. In particular, parameters for media security will need to be included in IMS registration procedures and IMS call flows. In addition, for the end-to-middle solution, the Iq interface protocol will need to be updated to support the transfer of media security parameters between the P-CSCF and the IMS access gateway.

SA3 intends to standardise all three solutions, since each solution addresses particular use cases. SA3 believes that the draft TS is stable enough to allow CT1 and CT4 to start considering the impact of this feature on their stage 3 specifications. However, given the challenging time frame, SA3 would like to ask CT1 and CT4 for feedback on the feasibility of the following options:

· Specify all three solutions as part of Rel-9 

· Specify the end-to-middle security solution including hooks for end-to-end security as part of Rel-9

· Delay introduction of all three solutions until Rel-10 (possibly in an early release)

2. Actions:

To CT1 and CT4.

ACTION: 
SA3 asks CT1 and CT4 to provide feedback on the feasibility of the options listed above
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