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Abstract of the contribution:

This contribution discuss deployment scenario of H(e)NB which may affect the solution development for LIPA/SIPTO. 
1. Introduction
There are mainly two categories of solutions appear in the contributions for LIPA/SIPTO of H(e)NB: using a local PDN connection for breakout or employing a NAT function. For the local PDN connection type of solutions, there are local GGSN/PGW, and possibly local SGSN/SGW, located within/near H(e)NB. In view that H(e)NB is one type of user side device, the deployment scenario are variant across user’s home or corporation. This contribution presents scenarios where the H(e)NB and the local GGSN/PGW may be deployed behind NAT enabled residential gateway. The effects of the scenario are analyzed and it is proposed to consider to the scenario during solution development process. 

It is very common that the H(e)NB is connected to a residential gateway in the corporation or in a user’s home. The residential gateway may have NAT capability. A public IPv4 address is assigned to the gateway by the PDN/fix network operator and the gateway assign private IPv4 addresses to the H(e)NB and other IP devices in the user’s home. The scenario is depicted in the Figure 1.
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Figure 1. A local-PGW is connected to the backhaul through a NAT enabled gateway

2. Analysis
This section only takes HeNB for example and HNB can be similarly analyzed accordingly. 
If NAT exists, the communication initiated from the IP device inside of the NAT works since the NAT will build a mapping between the IP addresses and the ports. However, it is difficult to initiate a communication from the IP device outside of the NAT.
Suppose that the solution employs a local PGW in HeNB and a SGW in the core network. When a local PDN connection for LIPA or SIPTO is established (e.g., in the initial attach), the MME shall inform SGW about L-PGW’s address based on a PGW selection algorithm. Here, the IPSec tunnel is established between HeNB and SeGW. The normal signalling between HeNB and CN nodes is okay since HeNB initiate the setup of the IPSec tunnel. However, if LIPA/SIPTO exists and there is local PGW located near but not within HeNB. Then SGW must employ another IPSec tunnel to local PGW and must be already established initiated from the SGW.
Therefore, the PGW selection method may be modified and the way that MME indicating PGW to the SGW address may also be updated.

If a local SGW is located within H(e)NB, there are still some signalling initiated from the core network such as the MME. Therefore the problems analyzed still exist.
3. Conclusions
In view that there may not be reached from the CN nodes when H(e)NB is connected to a NAT enabled gateway, modifying some signalling procedures or adding some information elements are necessary to support local PDN connection solutions for LIPA or SIPTO. 
The scenario raised in this contribution is common and may have significant effects to the feasibility of local PDN connection solutions. It shall be considered when developing LIPA and SIPTO solutions and the following changed as proposed to be added in the TR 23.8xy:

* * * First Change * * * *
4
Architectural aspects
4.1
Scenarios

Local IP access and Selected IP traffic offload for the Home (e)NodeB Subsystem to the Internet shall support the following two scenarios:

-
Scenario 1: Home (e)NodeB Subsystem and backhaul are provided by the same operator;
-
Scenario 2: Home (e)NodeB Subsystem and backhaul are provided by different operators.
The H(e)NB may be connected to a NAT enabled gateway in a user’s home or in a corporation. The gateway is connected to a PDN/fixed line network. A public IPv4 address is assigned to the gateway by the PDN/fix network operator and the gateway assign private IPv4 addresses to the H(e)NB. A HeNB case of such scenario is depicted in the Figure 1.
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Figure 1. A local-PGW is connected to the backhaul through a NAT enabled gateway

* * * End of First Change * * * *
* * * Second Change * * * *
4.2.1
Legal interception

Editor's note: this needs to be checked with SA3.
-
Whether the Home (e)NodeB Subsystem provides Legal Intercept (LI) functionality for Local IP Access to the Home;
-
Location of Legal Intercept (LI) functionality for Local IP Access to the Internet for the Home (e)NodeB Subsystem;

-
Whether the Mobile Operator is in charge of legal interception or whether and how to assist the Backhaul Operator to perform legal intercept (e.g., by making the Mobile Operator's Core Network aware of the IP address assigned to the LIPA PDN connection).
4.2.2
QoS

-
Whether QoS for LIPA traffic is based on static policies (no Gx to Home (e)NodeB).

4.2.3
Single/multiple PDN support

Multiple PDN support is not available in all UEs. The solutions have to consider the following cases:
-
Single PDN support: Only one PDN connection is used;
-
Multiple PDN support: Multiple PDN connections are used simultaneously.
4.2.4
NAT Traversal

-
The solution shall support NAT traversal of LIPA/SIPTO traffic if the H(e)NB is deployed behind a NAT enabled gateway. The CN nodes shall know how to reach the local PDN that may through IPSec tunnel.
* * * End of Second Change * * * *
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