Page 1



3GPP TSG-SA2 Meeting #75 
(
S2-095033
31 August – 4 September, 2009, Kyoto, Japan
	CR-Form-v9.6

	CHANGE REQUEST

	

	(

	23.327
	CR
	0015
	(

rev
	1
	(

Current version:
	8.3.0
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	X
	Radio Access Network
	
	Core Network
	X


	

	Title:
(

	Reference correction for S2c

	
	

	Source to WG:
(

	Qualcom Europe

	Source to TSG:
(

	SA2 

	
	

	Work item code:
(

	SAES
	
	Date: (

	08/08/2008

	
	
	
	
	

	Category:
(

	F
	
	Release: (

	Rel-8

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)

	
	

	Reason for change:
(

	DSMIPv6 is now an RFC (RFC 5555) and the reference needs to be updated.


	
	

	Summary of change:
(

	Changed the reference for DSMIPv6. Some editorial changes are also performed.



	
	

	Consequences if 
(

not approved:
	Incorrect references

	
	

	Clauses affected:
(

	2, 6.2.1, 6.3.1, 6.3.2.1

	
	

	
	Y
	N
	
	

	Other specs
(

	
	X
	 Other core specifications
(

	

	affected:
	
	X
	 Test specifications
	

	
	
	X
	 O&M Specifications
	

	
	

	Other comments:
(

	


* * * First Change * * * *

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 23.234: "3GPP Systems to Wireless Local Area Network (WLAN) Interworking; System Description".

[3]
3GPP TS 23.060: "General Packet Radio Service (GPRS); Service Description; Stage 2".

[4]
3GPP TS 23.203: "Policy and Charging Control Architecture".

[5]
3GPP TS 33.234: "3G security; Wireless Local Area Network (WLAN) interworking security".

[6]
3GPP TS23.402: "Architecture Enhancements for non-3GPP accesses".

[7]
IETF RFC 5555.: "Mobile IPv6 support for dual stack Hosts and Routers (DSMIPv6)".

[8]
IETF RFC 3775: "Mobility Support in IPv6".

[9]
IETF RFC 4306, "Internet Key Exchange Protocol Version 2".

[10]
IETF RFC 3748: "Extensible Authentication Protocol (EAP)".

[11]
IETF RFC 4877: "Mobile IPv6 Operation with IKEv2 and the Revised IPsec Architecture".

[12]
IETF RFC 4739: "Multiple Authentication Exchanges in the Internet Key Exchange (IKEv2) Protocol".

[13]
3GPP TS 29.061: "Interworking between the Public Land Mobile Network (PLMN) supporting Packet Based Services and Packet Data Networks (PDN)".

* * * Next Change * * * *

6
Functional Description and Information Flows

6.1
H1 PDN Attach

H1 PDN Attach is triggered by the UE to initialize the I‑WLAN Mobility service towards a specific PDN. For each PDN connection, the H1 PDN Attach has to be performed separately.

NOTE 1:
The H1 PDN Attach is creating a PDN specific H1 instance between a UE and a HA.

NOTE 2:
To execute H1 PDN Attach via GPRS, the UE shall have Primary PDP context to GGSN from which the discovered HA can be reached via H3.

When connected over the UE home link (e.g. 3GPP access), the UE may be configured not to trigger the establishment of IKEv2 SA. In this case, H1 PDN Attach is triggered when the UE moves to I‑WLAN. During the Handover the UE keeps using the source 2G/3G) access (i.e. make‑before‑break).

. 
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Figure 6.1: H1 PDN Attach

1.
The UE discovers the Home Agent as defined in the clause 5.3.2, Home Agent Discovery.

2.
A security association is established between UE and HA to secure the DSMIPv6 messages related to this PDN connection between the UE and the HA. The UE initiates the establishment of the security association using IKEv2 [9]; EAP [10] is used over IKEv2 for authentication purposes. The HA communicates with the AAA infrastructure in order to complete the authentication.


During this step an IPv6 home network prefix is assigned by the HA to the UE as defined in RFC 4877 [11] and RFC 4306 [9]. During this step the UE may include the APN of the PDN it wants to access (in the IKE AUTH message using the IDr payload in similar manner as specified for I‑WLAN in TS 23.234 [2]) and it can also request a specific IPv6 home network prefix as defined in RFC 4877 [11] in order to influence the IP network prefix assignment procedure. After the IPv6 home network prefix is assigned, UE constructs a home address from it via auto-configuration.


In this step, the HA may be either in the HPLMN or in the VPLMN. When the HA is in the VPLMN, the interaction between the HA in the VPLMN with the AAA/HSS in the HPLMN may involve a 3GPP AAA Proxy in the VPLMN as specified in TS 23.234 [2].


If the PDN requires an additional authentication and authorization with an external AAA Server additional authentication is executed in this step. Details on these multiple authentications are specified in RFC 4739 [12] and in TS 23.234 [2] for I‑WLAN (Private Network Access (PNA)).
3.
In case a Binding Update is required to establish the desired PDN connectivity (e.g. UE is not at it's home link), the UE sends the DSMIPv6 Binding Update message to the HA as specified in RFC 5555 [7]. The UE shall inform the HA that IP address preservation shall be maintained for the whole home network prefix.


The HA processes the Binding Update. During the processing the HA performs local authentication and authorization of the message using the IPsec security association established in step 2. If the UE does not have an IPv4 HoA already, it may request for the IPv4 home address from the HA as defined in RFC 5555 [7] in this step. This request for the IPv4 home address may alternatively be done in any subsequent Binding Update.

4.
The HA sends the DSMIPv6 Binding Ack to the UE. In this step the HA may include an IPv4 home address as specified in RFC 5555 [7] if requested by the UE in step 3. In case GPRS is configured to act as the home link for the PDN connection, the HA should also include an APN through which it is possible for the UE to gain GPRS home link connectivity.

5.
The HA may additionally trigger the creation of a child IPsec Security Association for protecting the traffic sent via the H1 reference point. The child SA is created as specified in RFC 4877 [22]. Child SA can be used for H1 IP flow integrity protection and may be used also for H1 IP flow encryption.

NOTE 1:
The child SA can be established and/or released by HA at any time after the IKEv2 bootstrap and not only just after step 4.

NOTE 2:
In a roaming scenario, the usage of the child SA for H1 IP flow encryption by HPLMN HA may be restricted by the policies in the roaming agreement between the VPLMN and the HPLMN.

6.2
H1 PDN Detach

The H1 PDN Detach is clearing the PDN specific H1 instance between a UE and a HA. This H1 PDN detach has no impact to the status of possibly existing other H1 based PDN connections nor to the underlying IP access connectivity state e.g. within GPRS system.

6.2.1
UE Initiated Detach

The Detach procedure when initiated by the UE is illustrated below.
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Figure 6.2-1: UE Initiated Detach Procedure

1.
If a Binding exists, the UE sends the DSMIPv6 Binding Update message to the HA as specified in RFC 5555 [7]. UE indicates Binding Lifetime as 0. The HA processes the Binding Update. During the processing the HA performs local authentication and authorization of the message using the existing IPsec security association.

2.
The HA sends the DSMIPv6 Binding Ack to the UE.

3.
UE triggers the tear down of the security association between UE and HA using IKEv2 [9]. The HA acknowledges the security association removal.

4.
The HA communicates with the AAA infrastructure in order to tear down the H2 session (unless needed to be maintained for other purposes).


In this step, the HA may be either in the HPLMN or in the VPLMN. When the HA is in the VPLMN, the interaction between the HA in the VPLMN with the AAA/HSS in the HPLMN may involve a 3GPP AAA Proxy in the VPLMN as specified in TS 23.234 [2].

6.2.2
HA Initiated Detach

The detach procedure when initiated by the HA is illustrated below.
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Figure 6.2-2: HA Initiated Detach Procedure
1.
In the explicit detach procedure the HA shall send a detach request message as specified. In the implicit detach procedure this step is omitted.

2.
In the explicit detach procedure, the UE shall acknowledge the detach request. In the implicit detach procedure this step is omitted.

NOTE:
How the detach request and acknowledge messages are implemented is a stage 3 detail.

3.
UE triggers the tear down of the security association between UE and HA using IKEv2 [9]. The HA acknowledges the security association removal.

4.
The HA communicates with the AAA infrastructure in order to tear down the H2 session (unless needed to be maintained for other purposes).


In this step, the HA may be either in the HPLMN or in the VPLMN. When the HA is in the VPLMN, the interaction between the HA in the VPLMN with the AAA/HSS in the HPLMN may involve a 3GPP AAA Proxy in the VPLMN as specified in TS 23.234 [2].

6.2.3
AAA Initiated Detach

The Detach procedure when initiated by the AAA is illustrated below.
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Figure 6.2-3: AAA Initiated Detach Procedure

1.
If the AAA wants to request the immediate termination of an H1 session for a given UE, it shall send a Session Termination message to the HA. In the roaming case signalling may be routed via a 3GPP AAA Proxy in the VPLMN.

2.
The HA initiated detach procedure is performed as defined in clause 6.2.2, Figure 6.2-2.
6.3
Handover

6.3.1
H1 Reference Point Procedure
This procedure is used to bind access specific Care-of Address with the Home Address. This procedure is performed to either refresh an existing binding or to change the binding from one Care-of Address to another when the Care-of Address changes e.g., due to movement between GPRS and I‑WLAN. When this procedure is triggered it is assumed that the UE already has an IP address from the underlying IP access system.

In this procedure it is assumed that the UE is already H1 PDN Attached.
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Figure 6.3.1-1: Binding Update Procedure

1.
The UE sends the DSMIPv6 Binding Update message to the HA as specified in RFC 5555 [7]. HA performs local authentication and authorization of the Binding Update message using the existing IPsec security association. The UE shall inform the HA that IP address preservation shall be maintained for the whole home network prefix.

2.
The HA sends the DSMIPv6 Binding Ack to the UE as specified in RFC 5555 [7].

6.3.2
Handover Signalling Flows

6.3.2.1
Handover from 3GPP I-WLAN to 3GPP access

The information flow represents a handover scenario from 3GPP I‑WLAN access to 3GPP access for both the home mobility service and the visited mobility service cases (HSS and 3GPP AAA server are left out for simplicity).
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Figure 6.3.2.1-1: Handover from 3GPP I‑WLAN access to 3GPP access
1.
While connected over I-WLAN, the UE discovers the 3GPP GPRS coverage and determines to transfer its current sessions from the currently used 3GPP I‑WLAN access to the discovered 3GPP access system.

2.
The GPRS attach procedure including GGSN selection, IP address assignment to the UE, etc., is involved as specified in TS 23.060 [3]. The GTP tunnel between UE and GGSN is finally established and the UE can transfer data via 3GPP access.

3.
The UE sends the DSMIPv6 Binding Update message to the HA as specified in RFC 5555 [7].
A.
If the UE is on the home link, the UE sends a BU with LIFETIME==0. The UE shall inform the HA that IP address preservation shall be maintained for the whole home network prefix.
B.
If the UE is not on the home link, the UE sends a regular BU. The UE shall inform the HA that IP address preservation shall be maintained for the whole home network prefix.
4.
The HA sends the DSMIPv6 Binding Ack to the UE as specified in RFC 5555 [7]. The DSMIPv6 tunnelling is modified accordingly.
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