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Abstract of the contribution:

Input to section 6 "Architectural issues and solutions" concerning CN nodes obtaining authorization information.

Discussion

The SGSN and MME need to obtain the Allowed CSG List associated with a UE in order to perform access control authorization of UEs attempting to camp on a 3G HNB or LTE HeNB. 

The Allowed CSG list may change over time. If it changes, requirements from SA1 state that the revised value shall be deployed to the CN immediately.

It is open how the Allowed CSG List is deployed to the release 8 SGSN for support of the 3G HNB and MME in support of the LTE HeNB. Options include:

· An implementation-specific database

Description: The Allowed CSG List provisioning is not standardized.

Advantages: None.

Disadvantages: Complicates deployment of HNBs in a heterogeneous environment.

· O&M procedures

Description: Employs a standard O&M interface to the MME or SGSN to deploy the Allowed CSG List.

Advantages: There exist some parameters that are configured in this manner, so adding more parameters would not be too onerous.

Disadvantages: The Allowed CSG List is a per subscriber information element. It would be inconsistent with other O&M procedures and control plane element configuration to supply such detailed information in this manner.
· Including the “Allowed CSG List” with subscription data to be provisioned over S6a (to the MME) or S6d (to the SGSN)

Description: Include the Allowed CSG List in the subscription profile. When the subscription profile associated with a UE is fetched by the SGSN or MME from the HSS at attach, this will include the Allowed CSG List. When this information is changed, the HSS may update the SGSN or MME by means of an Insert Subscriber Data procedure.

Advantages: The Allowed CSG List is ‘per UE’ and can easily be associated with the subscription profile. There is an established means to update subscription data dynamically.

Disadvantages: None.

It is proposed to endorse the third option. 

The third option is consistent with CT4's  24.008 CR 0233R3. This CR describes how "Closed Subscriber Group Information" is included in the HSS and sent to the  VLR, SGSN and MME. This information  includes both the CSG IDs the UE is allowed to access as well as an expiration time. The expiration time would simplify the operations involved to deploy changes in CSG membership over time. This CR was approved in CT4 conditional upon agreement in SA2.
It is further noted that it a related open issue – how to provision the UE with the Allowed CSG List – could be solved by inclusion of this information in NAS messages. The MME or SGSN would need to have the Allowed CSG List to support this provisioning option. An additional option has been discussed in CT1 – use of O&M procedures. Since this issue has already been considered in CT1, the issue is not added to the EHNB TR. It is worth noting that the suggested solution above would enable certain options for CT1.
Proposal

It is proposed to 

· endorse the third option above 

· add the following subclause to clause 6 of TR 23.xxx, " Architecture aspects of Home NodeB and Home eNodeB (Release 9)"
· modify release 8 23.060 and 23.401 to include the Allowed CSG List in the subscription profile
Start of Change #1

6.x Architectural Issue X: Acquisition of the Allowed CSG List by the SGSN and MME

6.x.1 Description of Issue X
The SGSN and MME need to obtain the Allowed CSG List associated with a UE in order to perform access control authorization of UEs attempting to camp on a 3G HNB or LTE HeNB. 

The Allowed CSG list may change over time. If it changes, requirements from SA1 state that the revised value shall be deployed to the CN immediately.

It is open how the Allowed CSG List is deployed to the release 8 SGSN for support of the 3G HNB and MME in support of the LTE HeNB.
6.x.2 Solution(s) for Issue X
· Option 1: An implementation-specific database

Description: The Allowed CSG List provisioning is not standardized.

Advantages: None.

Disadvantages: Complicates deployment of HNBs in a heterogeneous environment.

· Option 2: O&M procedures

Description: Employs a standard O&M interface to the MME or SGSN to deploy the Allowed CSG List.

Advantages: There exist some parameters that are configured in this manner, so adding more parameters would not be too onerous.

Disadvantages: The Allowed CSG List is a per subscriber information element. It would be inconsistent with other O&M procedures and control plane element configuration to supply such detailed information in this manner.
· Option 3: Including the “CSG Information” with subscription data to be provisioned over S6a (to the MME) or S6d (to the SGSN)

Description: Include the Allowed CSG List in the subscription profile, with an Expiration Date optionally presnet for each CSG ID in the list. If the Expiration Date is present, the CSG ID in the Allowed CSG List is not valid after this date. If the Expiration Date is absent, there is no restriction. When the subscription profile associated with a UE is fetched by the SGSN or MME from the HSS at attach, this will include the Allowed CSG List. When this information is changed, the HSS may update the SGSN or MME by means of an Insert Subscriber Data procedure.

Advantages: The Allowed CSG List is ‘per UE’ and can easily be associated with the subscription profile. There is an established means to update subscription data dynamically. The Expiration Date optionally coupled with the CSG Ids in the CSG List to reduce the need for additional HSS signalling while still supporting dynamic retirement of CSG membership from subscriptions.
Disadvantages: None.
6.x.3 Evaluation

Option 3 provides the necessary information to the SGSN and MME using existing mechanisms, meets SA1 requirements and coincides with the established approach to storing and applying policies associated with subscriptions. For this reason, option 3 is selected as the solution to issue X.
End of Change #1
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