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1. Overall Description:

CT4 thanks SA3 for its LS on SAE interworking with Pre-Rel-8 system.

As requested by SA3, CT4 has evaluated the different alternatives for interworking with a pre-rel-8 system, trying to find the best solution in terms of security and overall complexity/impact on the different network elements.

The solutions under consideration are briefly summarized below:

Solution 1b: 
Dynamic setting of AMF bit in Authentication Centre and K_ASME derivation in HLR and MAP/DIAMETER protocol conversion in IWF in HPLMN. This solution is identical to the full Rel-8 solution from a security point of view.

Solution 4:
Static setting of AMF bit in Authentication Centre. K_ASME derivation and MAP/DIAMETER protocol conversion in IWF in HPLMN or VPLMN.

Solution 6b:
Static setting of AMF bit in Authentication Centre.  K_ASME derivation and MAP/DIAMETER protocol conversion in IWF in HPLMN or VPLMN. The functionality needed in addition to solution 4 is the following:  handling of the HI bit in the ME and blocking of authentication vectors with AMF separation bit equal to 1 in the IWF. 

Solution 1b offers full EPS security level during the migration period, while solution 4 and 6b both offer UMTS security level.

Considerations

CT4 agreed that minimizing complexity of the Rel-8 User Equipment and keeping the level of functionality in the Rel-8 IWF as minimal were key factors in order to select the best solution. Impacts on existing pre-Rel-8 HSS/HLR, however, were not considered critical.

CT4 acknowledges that all solutions had an impact on the system, and agreed that the impacts on the pre-rel-8 HLR/HSS required by solution 1b (i.e. upgrade to Rel-8 security and partial support of Rel-8 MAP) are acceptable in order to achieve full EPS security, and also CT4 believes that this impact is considered as limited when compared with the migration towards a full rel-8 HSS.

It should be noted that during the evaluation of the different alternatives in CT4, it was actively requested feedback from operators, as primary interested parties in this interworking scenario, and it was unanimously agreed that, if there is a need to deploy any of the migration scenarios, then solution 1b would be the preferred choice due to the EPS security achieved, limited impact on the network, and the fact that it imposes no impacts in addition to what is already described in TS 33.401 on the Rel-8 User Equipment.

Conclusion

CT4 agreed that solution 1b shall be chosen. 

2. Actions:

To SA3, CT1

CT4 would like to ask SA3 and CT1 groups to take the above conclusion into consideration.

Specifically, CT4 kindly asks SA3 to take into account that CRs (S3-080883 and S3-080884), where solutions 6b and 4 are respectively specified, are no longer needed for TS 33.401.
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