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Dear SA2 and SA1 colleagues,

SA3 thanks SA2 for LS S2-084452 (SA3 reference S3-080654) to which this LS replies.

SA2’s questions were:

“1.
The SA1 specification includes the following requirement “DRM issues should be covered in order to make sure that copyrights are not infringed”. SA2 would like to get the opinion from SA3 on the feasibility to provide DRM type of protection for the CAT service.

2.
For alternate 3 (see "Content indirection” in TR 23.872), concerns were raised that security and mutual authentication mechanisms to secure the download of CAT information using HTTP may not already be in place for IMS. SA2 would like to get feedback from SA3 on this matter.

3.
Are there any other security related aspects that may require SA3 attention?”

SA3 would like to reply to each question in turn:

1. In summary, SA3 do not think that its practical to place DRM protection on CAT contents for reasons given below in 1(a).  However, there are still issues related to content copyright and protection and the issues we foresee are given below in 1(b) and 1(c).

a. SA3 think that it is not practical to place DRM protection on CAT content for the following reasons:

· Guaranteed interoperability with respect to DRM would require stipulation of the DRM schemes that clients and servers would have to support.  As DRM as an ecosystem has been plagued by issues of IPR and proprietary mechanisms, it's very doubtful that 3GPP could agree upon the stipulation of a particular DRM scheme or even a number of schemes.

· As CAT is part of call set up, it must work very smoothly.  However, many DRM schemes require a Rights Object (RO) to be delivered in addition to the encrypted content and it is not seen how an RO for protected CAT content could be delivered to the client whilst guaranteeing a good user experience. Addition of ROs to SIP call set up would require changes to the SIP specifications which may complicate and/or slow down call set up.  Delivery of the RO by out of band mechanisms will certainly complicate call set up and may again slow it down.  Further, the actual processing of the DRM scheme within the client (parsing and verification of RO, extraction of content key from RO, decryption of content) may also slow down call set up.

b. SA3 notes that the CAT specification allows for uploading of customized CAT content by users.  This CAT content will be played to calling parties when the user in question is called.  CAT Service Providers (SPs) must therefore ensure that the uploaded content is not covered by any copyright restrictions and that the CAT SP has the rights to play the uploaded content.  The situation here seems to be similar to the issue of copyright material being uploaded to users’ home pages of the web site Myspace and the resulting action that Myspace had to take not to be in breach of copyright in allowing this upload to happen.

· SA2 and SA1 should note that SA3 think that a DRM solution could NOT be used to prevent users from uploading copyrighted material.

c. Further, as a general point, CAT SPs must ensure that they do not breach copyright with respect to any content (either uploaded by users or supplied by the CAT SP themselves).  We do not think there are any standardized mechanisms which could help here.  Audio fingerprinting technology may help but this is not in the scope of SA3.

2. With respect to alternative 3 (“content indirection”), SA2 raised concerns that security and mutual authentication mechanisms to secure the download of CAT information using HTTP may not already be in place.  SA3 believe it is correct to raise these concerns and indeed that such mechanisms may not be in place.  We note that there are two points at which an attacker might try to alter the content that a user finally receives.  First, the attacker could attempt to change the URI as it is transmitted between the CAT AS and the called party – this attack is dealt with in point (a) below.  Secondly, the attacker could attempt to alter the content that the calling party receives after the calling party has requested this content with the received URI – this attack is dealt with in point (b) below.  Finally, SA3 have general security concerns with alternative 3, which are dealt with in point (3)(a) below.

a. The path between the CAT AS and the calling party comprises a core network section and an access link section.  The content URI can be protected within the core network by hop-by-hop protection, e.g. with IPSec.  However, we note hop-by-hop protection in the core network is not mandatory to use.  With respect to the access link, integrity protection is mandatory if IPsec or TLS are used for IMS access security. However, if either NASS bundled authentication or GPRS bundled authentication are used for IMS access security, then integrity protection on the access link relies on the security of the underlying access network, which in some cases is not sufficient to rule out the possibility of attack.  SA3 think that the likelihood of attack on the content URI via a core network hop that is not protected or on a NASS or GPRS bundled authentication access link is very low and would not justify mandating measures to remove these two attack methods but we do think SA2 should be aware of these possibilities and state them in their specifications.  )
.
b. The attacker could attempt to alter the content that the calling party receives after the calling party has requested the content by redirecting the calling party’s http request to an alternative URI.  If the content is to be progressively downloaded to the calling party, then this redirection could be prevented if the http request were made over TLS (and where the TLS server’s certificate can be verified using a trusted root certificate that is already on the calling party’s device).  However, we note the “should” in 3GPP TS 23.872 (V1.0.0) section 5.3.1.4.2 item 11 - "The CAT information should be retrieved using progressive download of the information" which we take to mean that the content could also be streamed to the calling party.  If the content were streamed, the content might not be delivered via http, and it might therefore not be possible to protect the delivery of the content using TLS.  If streaming of CAT content is possible, SA3 believe that SA2 must also specify mechanisms to protect against redirection attacks.
3. SA2 asked SA3 to state any other security related aspects to the CAT service.  We do this below.

a. Alternative 3, content indirection, raises security issues, whether the service is protected from content indirection or not, in that it forces the calling party device to automatically navigate to an arbitrary URI.  This is always dangerous as the arbitrary URI might point to offensive content, phishing sites, content containing viruses or other malicious content types.  If alternative 3 is standardized, SA3 believe that SA2 must specify mechanisms to minimize the dangers resulting from automatic redirection of devices to arbitary URIs.  Further CAT SPs must be cautioned to ensure that all URIs that they send out as part of a CAT service point to content that they have assurances about and that they do not accept URIs (e.g. user-uploaded URIs) without vetting what these URIs point to.

b. All alternatives of the CAT service allow content to be uploaded by users.  User-customised CATs allow users to impose arbitrary noise (spam, advertisements, inappropriate or offensive sounds) on calling parties.  SA3 believe this is an issue that should be addressed and that CAT Service Providers (SPs) will want to address.  At this stage however, SA3 does not see any way to address this issue aside from a requirement that CAT SPs must vet all user-customised CATs before playing them, and ultimately be responsible for ensuring they are not offensive or otherwise inappropriate.  SA1 and SA2 should also note that audio and video content can be used to cause malfunctioning of client devices via encoding of specially crafted data that is not within the specified parameter values of MPEG, JPEG or other codecs.  Again, CAT SPs should be required to ensure that user-generated CATs cannot be used in this way to deliver damaging content to calling parties.  We note that the calling party may have the option to reject the CAT content but calling parties might not take this opportunity.

c. Lawful interception (LI) issues must be studied as a CAT subscriber could use a personalised CAT to give information, which might need to be intercepted, to calling parties.  CAT has indeed been identified by the SA3 LI group as requiring study and will be studied in forthcoming SA3 LI meetings.
2. Actions:

To SA2

ACTION: 
SA3 kindly ask SA2 to consider the above points when further specifying the CAT service and to contact SA3 if they have any further questions.

To SA1

ACTION: 
SA3 kindly ask SA1 to note the point about use of DRM and consider modifying their comment mentioning DRM in 3GPP TS 22.182.  SA3 also ask SA1 to note the security impacts of the SA1 service requirement that users be able to upload their own content and consider if this remains a service requirement that they wish to maintain.

3. Date of Next TSG-SA3 Meetings:




SA3 LI Meeting #30-LI
26th August 2008-08-07
Sophia Antipolis, France

SA3 Meeting #52bis

23 - 26 September 2008
Sophia Antipolis, France

SA3 Meeting  #53

10-14 November 2008
Kyoto, Japan

SA3 LI Meeting #31

11-13 November 2008
Washington, USA

�Deleting following discussion with Peter Howard.
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