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Start of 1st modified section
4.4.1
List of Reference Points

The description of the reference points:

S1-MME, S1-U, S3, S4, S10, S11:
these are defined in TS 23.401 [4].

S2a
It provides the user plane with related control and mobility support between trusted non 3GPP IP access and the Gateway.

S2b
It provides the user plane with related control and mobility support between ePDG and the Gateway.

S2c

It provides the user plane with related control and mobility support between UE and the Gateway. This reference point is implemented over trusted and/or untrusted non-3GPP Access and/or 3GPP access.

S5
It provides user plane tunneling and tunnel management between Serving GW and PDN GW. It is used for Serving GW relocation due to UE mobility and in case the Serving GW needs to connect to a non collocated PDN GW for the required PDN connectivity.
S6a
This interface is defined between MME and HSS for authentication and authorization. It is defined in TS 23.401 [4].

S6b
It is the reference point between PDN Gateway and 3GPP AAA server/proxy for mobility related authentication if needed. This reference point may also be used to retrieve and request storage of mobility parameters. This reference point may also be used to retrieve static QoS profile for a UE for non-3GPP access in case dynamic PCC is not supported.

S6c
It is the reference point between Serving Gateway in VPLMN and 3GPP AAA Proxy for mobility related authentication if needed. This reference point may also be used to retrieve and request storage of mobility parameters.

S7
It provides transfer of (QoS) policy and charging rules from PCRF to Policy and Charging Enforcement Point (PCEF) ) in the PDN GW.
Gxa
It provides transfer of (QoS) policy information from PCRF to the Trusted Non-3GPP accesses.

Gxb
This interface is not specified within this release of the specification.

Gxc
It provides transfer of (QoS) policy information from PCRF to the Serving Gateway

PMIP-based S8
It is the roaming interface in case of roaming with home routed traffic. It provides the user plane with related control between Gateways in the VPLMN and HPLMN.

S9
It provides transfer of (QoS) policy and charging control information between the Home PCRF and the Visited PCRF in order to support local breakout function. In all other roaming scenarios, S9 has functionality to provide dynamic QoS control policies from the HPLMN.
SGi
It is the reference point between the PDN Gateway and the packet data network. Packet data network may be an operator external public or private packet data network or an intra operator packet data network, e.g. for provision of IMS services. This reference point corresponds to Gi and Wi functionalities and supports any 3GPP and non-3GPP access systems.
SWa
It connects the Untrusted non-3GPP IP Access with the 3GPP AAA Server/Proxy and transports access authentication, authorization and charging-related information in a secure manner.

STa
It connects the Trusted non-3GPP IP Access with the 3GPP AAA Server/Proxy and transports access authentication, authorization, mobility parameters and charging-related information in a secure manner.

SWd
It connects the 3GPP AAA Proxy, possibly via intermediate networks, to the 3GPP AAA Server.

SWm
This reference point is located between 3GPP AAA Server/Proxy and ePDG and is used for AAA signaling (transport of mobility parameters, tunnel authentication and authorization data). This reference point also includes the MAG-AAA interface functionality, IETF Internet-Draft, draft-korhonen-dime-pmip6 [43] and Mobile IPv6 NAS-AAA interface functionality, IETF Internet-Draft, draft-ietf-dime-mip6-integrated [44].

SWn
This is the reference point between the Untrusted Non-3GPP IP Access and the ePDG. Traffic on this interface for a UE-initiated tunnel has to be forced towards ePDG. This reference point has the same functionality as Wn which is defined in TS 23.234 [5].

SWu
This is the reference point between the UE and the ePDG and supports handling of IPSec tunnels. The functionality of SWu includes UE-initiated tunnel establishment, user data packet transmission within the IPSec tunnel and tear down of the tunnel and support for fast update of IPSec tunnels during handover between two untrusted non-3GPP IP accesses.

SWx
This reference point is located between 3GPP AAA Server and HSS and is used for transport of authentication data.

S1 interface for E-UTRAN is the same for both the architectures.

Protocol assumption:

-
S2a interface and S2b interface are based on current or future IETF RFCs. S2a is based on Proxy Mobile IP. To enable access via Trusted Non 3GPP IP accesses that do not support PMIP, S2a also supports Client Mobile IPv4 FA mode. S2b is based on Proxy Mobile IP.

-
S2c is based on DSMIPv6 [10].

-
The PMIP-based S5, PMIP-based S8 and S2a/S2b interfaces are based on the same protocols and differences shall be minimized. The S5 interface is based on current or future IETF RFCs. The GTP variant of S5 interface is described in TS 23.401 [4].

-
PMIP-based S8 interface is based on current or future IETF RFCs. The GTP variant interface is described in TS 23.401 [4].

-
The PMIP-based interfaces (S5, S8, S2a, and S2b) shall support Generic Routing Encapsulation (GRE) RFC 2784 [23] including the Key field extension RFC 2890 [24]. The Key field value of each GRE packet header should enable the unique identification of the UE PDN connection that the GRE packet payload is associated with. These keys are exchanged using GRE Options extension to PMIP Proxy Binding Update and Proxy Binding Ack messages on PMIP-based interfaces, draft-muhanna-netlmm-grekey-option [36].

-
In case of CN node relocation, the GRE key for uplink traffic is forwarded to the target S-GW over S10/S11 reference point.

-
SWu interface is based on IKEv2 [9] and MOBIKE [18].

The EPS shall allow the operator to configure a type of access (3GPP or non-3GPP) as the "home link" for Client Mobile IP purposes.

NOTE:
Redundancy support on reference points PMIP-based S5 and PMIP-based S8 should be taken into account.
End of 1st modified section
Start of 2nd modified section
2
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The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
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[14]
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[15]
IETF RFC 4282, "The Network Access Identifier".

[16]
3GPP TS 23.003: "Numbering, addressing and identification".

[17]
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[18]
IETF RFC 4555, "IKEv2 Mobility and Multihoming Protocol (MOBIKE)"
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3GPP TS 23.203: "Policy and Charging Control Architecture".
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3GPP TS 22.278: "Service requirements for evolution of the system architecture".

[21]
3GPP TS 23.060: "GPRS Tunnelling Protocol (GTP) across the Gn and Gp interface".

[22]
IETF RFC 4877, "Mobile IPv6 Operation with IKEv2 and the Revised IPsec Architecture".

[23]
IETF RFC 2784, "Generic Routing Encapsulation (GRE)".

[24]
IETF RFC 2890, "Key and Sequence Number Extensions to GRE".

[25]
IETF RFC 3543, "Registration Revocation in Mobile IPv4".

[26]
3GPP TS 29.212: "Policy and charging control over Gx reference point".

[27]
3GPP TS 29.214: "Policy and charging control over Rx reference point".

[28]
IETF RFC 2131: "Dynamic Host Configuration Protocol".

[29]
IETF RFC 4039: "Rapid Commit Option for the Dynamic Host Configuration Protocol version 4 (DHCPv4)".

[30]
IETF RFC 3736: "Stateless Dynamic Host Configuration Protocol (DHCP) Service for IPv6".

[31]
IETF RFC 3633: "IPv6 Prefix Options for Dynamic Host Configuration Protocol (DHCP) version 6".

[32]
3GPP2 C.S0024-A v2.0: "cdma2000 High Rate Packet Data Air Interface Specification".

[33]
Void.

[34]
IETF RFC 2794: "Mobile IP Network Access Identifier Extension for IPv4".

[35]
IETF Internet-Draft, draft-muhanna-mip6-binding-revocation-01, "Binding Revocation for IPv6 Mobility", work in progress.

[36]
IETF Internet-Draft, draft-muhanna-netlmm-grekey-option-01.txt, "GRE Key Option for Proxy Mobile IPv6" work in progress.

[37]
Void.
[38]
IETF RFC 4861: "Neighbor Discovery for IP Version 6 (IPv6)".

[39]
IETF Internet-Draft, draft-korhonen-mip4-service-02.txt, "Service Selection for Mobile IPv4", work in progress.

[40]
IETF RFC 5026: "Mobile IPv6 bootstrapping in split scenario".

[41]
IETF Internet-Draft, draft-ietf-mip6-bootstrapping-integrated-dhc-05: "MIP6-bootstrapping for the Integrated Scenario", work in Progress.

[42]
IETF Internet-Draft, draft-ietf-mip6-ha-switch-06: "Mobility Header Home Agent Switch Message", work in progress.

[43]
IETF Internet-Draft, draft-korhonen-dime-pmip6-02.txt: "Diameter Proxy Mobile IPv6: Support for Mobility Access Gateway and Local Mobility Anchor to Diameter Server Interaction", work in progress.

[44]
IETF Internet-Draft, draft-ietf-dime-mip6-integrated-07.txt: "Diameter Mobile IPv6: Support for Network Access Server to Diameter Server Interaction", work in progress.

[45]
3GPP TS 33.402: "3GPP System Architecture Evolution: Security aspects of non-3GPP accesses".

[46]
3GPP TS 31.102: "Characteristics of the Universal Subscriber Identity Module (USIM) application".

[47]
3GPP TS 22.011: "Service accessibility".

[48]
IETF RFC 3948: "UDP Encapsulation of IPsec ESP Packets".

[49]
3GPP2 C.S0087‑0: "E‑UTRAN - HRPD and CDMA2000 1x Connectivity and Interworking: Air Interface Aspects".

[50]
IETF RFC 4739: "Multiple Authentication Exchanges in the Internet Key Exchange (IKEv2) Protocol".

[51]
3GPP2 X.P0057‑0 v0.6.0: "E‑UTRAN - HRPD Connectivity and Interworking: Core Network Aspects", work in progress.

End of 2nd modified section
Start of 3rd modified section
6.10
PDN GW reallocation upon initial attach on S2c

The PDN GW reallocation procedure depicted in figure 6.10-1 can be used by the HSS/AAA to force the assignment of a new PDN GW to the UE upon initial attach with DSMIPv6 in a trusted or untrusted non-3GPP IP access. The decision on whether to trigger PDN GW reallocation is taken by the HSS/AAA according to the principles described in clause 4.5.2.
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Figure 6.10-1: PDN GW reallocation upon initial attach on S2c

The following is a detailed description of the involved steps:

1)
The UE authenticates in the trusted non-3GPP access, or establishes the IPsec tunnel with the ePDG, and obtains a local IP address to be used as care-of address for DSMIPv6.

2)
The UE establishes the DSMIPv6 SA with the initially discovered PDN GW. This implies a AAA exchange with the HSS/AAA. The HSS/AAA triggers the PDN GW and the APN associated with the UE's PDN Connection reallocation piggybacking a reallocation indication and the address of the target PDN GW in the AAA exchange. This information is registered in the HSS as described in clause 12.

3)
The UE delivers the BU to the initially discovered PDN GW.

4)
The PDN GW replies to the BU with a HA Switch message (draft-ietf-mip6-ha-switch [42]), including the address of the target PDN GW received from the HSS/AAA in step 2.

5)
The UE acknowledges the HA Switch message with the deregistration BU, that is a Binding Update with lifetime set to zero.

6)
After having deregistered from the initially discovered PDN GW, the UE establishes the DSMIPv6 SA with the target PDN GW provided by the network in the HA Switch message.

7)
The UE performs the DSMIPv6 registration with the target PDN GW.
End of 3rd modified section
Start of 4th modified section
7.5.3
HSS-initiated Detach Procedure

The Detach procedure when initiated by the HSS/AAA is illustrated in Figure 7.5.3-1. The Detach procedure defined in this section must be repeated for each PDN.

In the implicit detach, steps 2, 3 and 6 of Figure 7.5.3-1, are omitted.
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Figure 7.5.3-1: AAA/HSS-initiated S2c detach procedure in Untrusted Non-3GPP Access Network

Non-roaming (Figure 4.2.2-2), home routed roaming (figure 4.2.3-4) and Local Breakout (figure 4.2.3-5) cases are supported by this procedure. The AAA proxy and vPCRF are only used in the case of home routed roaming and Local Breakout. In non-roaming scenarios, the AAA proxy and vPCRF are not involved.

If dynamic policy provisioning is not deployed, the optional step 4 does not occur. Instead, the PDN GW may employ static configured policies.

1.
If the HSS/AAA wants to request the immediate termination of a S2c session for a given UE and a given PDN, it shall send a Session Termination message to the PDN GW.

2.
In the explicit detach procedure the PDN GW sends a detach request message as specified. In the implicit detach procedure this step is omitted.

3.
In the explicit detach procedure, the UE shall acknowledge the detach request. In the implicit detach procedure this step is omitted.

NOTE:
Whether messages 2 and 3 are needed and if they are needed how the detach request and acknowledge messages are implemented is a stage 3 issue.

4.
If there is an active PCC session for the UE, the PDN GW executes a PCEF-Initiated IP‑CAN Session Termination Procedure with the PCRF as specified in TS 23.203 [19].

5.
The PDN GW shall acknowledge the termination of the S2c session to the 3GPP AAA Server/HSS. As part of this interaction with the 3GPP AAA Server/HSS, the PDN GW indicates that the AAA Server should remove the PDN GW address and APN associated with the the UE's PDN Connection. As this is an HSS-initiated procedure, the mechanism described in clause 12.1.2  is not necessary.

6.
In the explicit detach the PDN GW or the UE terminates the IKEv2 security association for the given PDN as defined in RFC 4306 [9]. In the implicit detach procedure this step is omitted.

7. If after step 6 the UE has no other PDN sessions, the UE should terminate the IPSEC tunnel to the ePDG according to RFC 4306 [9].

8.
After IPsec tunnel termination, non-3GPP specific resource release procedure may be executed.
End of 4th modified section
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8. Non-3GPP specific resource release procedure
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