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13.2
SGSN

SGSN maintains MM context and PDP/EPS bearer context information for MSs in the STANDBY, READY, PMM‑IDLE, and PMM‑CONNECTED states. Table 6 shows the context fields for one MS.

During the Intersystem Change, when new Authentication and Key Agreement is not performed, the KSI in the new 3G-SGSN shall be assigned the value of the CKSN, which has been sent by the MS. Similarly, in the new 2G-SGSN, when AKA does not take place, the CKSN shall be assigned the value of the KSI, which has been sent by the MS.

Table 6: SGSN MM and PDP/EPS Bearer Contexts

	Field
	Description
	A/Gb mode
	Iu mode

	IMSI
	IMSI is the main reference key.
	X
	X

	MM State
	Mobility management state, IDLE, STANDBY, READY, PMM‑DETACHED, PMM‑IDLE, or PMM‑CONNECTED.
	X
	X

	P‑TMSI
	Packet Temporary Mobile Subscriber Identity.
	X
	X

	P‑TMSI Signature
	A signature used for identification checking purposes.
	X
	X

	IMEI
	International Mobile Equipment Identity
	X
	X

	SVN
	Software Version Number (stored by SGSNs supporting the "Provision of UE Specific Behaviour Information to Network Entities" feature as defined in TS 23.195 [76].) or the "Automatic Device Detection" feature, see clause 15.5.
	3)
	X

	MSISDN
	The basic MSISDN of the MS.
	X
	X

	Routeing Area
	Current routeing area.
	X
	X

	Cell Identity
	Current cell in READY state, last known cell in STANDBY or IDLE state.
	X
	

	Cell Identity Age
	Time elapsed since the last LLC PDU was received from the MS at the SGSN.
	X
	

	Service Area Code
	Last known SAC when initial UE message was received or Location Reporting procedure was executed.
	
	X

	Service Area Code Age
	Time elapsed since the last SAC was received at the 3G‑SGSN.
	
	X

	VLR Number
	The VLR number of the MSC/VLR currently serving this MS.
	X
	X

	New SGSN Address
	The IP address of the new SGSN where buffered and not sent N‑PDUs should be forwarded to.
	X
	X

	Authentication Vectors
	Authentication and ciphering parameters (authentication triplets or quintets).
	X
	X

	Kc
	Currently used A/Gb mode ciphering key.
	X
	2)

	CKSN
	Ciphering key sequence number of Kc.
	X
	2)

	Ciphering algorithm
	Selected ciphering algorithm.
	X
	X

	CK 
	Currently used Iu mode ciphering key.
	1)
	X

	IK 
	Currently used Iu mode integrity key.
	1)
	X

	KSI
	Key Set Identifier.
	1)
	X

	MS Radio Access Capability
	MS radio access capabilities.
	X
	

	MS Network Capability
	MS network capabilities.
	X
	X

	DRX Parameters
	Discontinuous reception parameters.
	X
	X

	MNRG
	Indicates whether activity from the MS shall be reported to the HLR.
	X
	X

	NGAF
	Indicates whether activity from the MS shall be reported to the MSC/VLR.
	X
	X

	PPF
	Indicates whether paging for PS and CS services can be initiated.
	X
	X

	Subscribed Charging Characteristics
	The charging characteristics for the MS, e.g. normal, prepaid, flat-rate, and/or hot billing subscription.
	X
	X

	Selected CN operator id
	Selected core network operator identity (to support network sharing as defined in TS 23.251 [83]). 
	
	4)

	Trace Reference
	Identifies a record or a collection of records for a particular trace.
	X
	X

	Trace Type
	Indicates the type of trace.
	X
	X

	Trigger Id
	Identifies the entity that initiated the trace.
	X
	X

	OMC Identity
	Identifies the OMC that shall receive the trace record(s).
	X
	X

	SMS Parameters
	SMS-related parameters, e.g. operator-determined barring.
	X
	X

	Recovery
	Indicates if HLR/HSS or VLR is performing database recovery.
	X
	X

	Radio Priority SMS
	The RLC/MAC radio priority level for uplink SMS transmission.
	X
	

	Access Restriction
	The access restriction subscription information.
	X
	X

	GPRS‑CSI
	Optional GPRS CAMEL subscription information, see TS 23.016 [5b]
	X
	X

	MG-CSI
	Optional Mobility Management for GPRS CAMEL subscription information, see TS 23.016 [5b].
	X
	X

	ODB for PS parameters
	Indicates that the status of the operator determined barring for packet oriented services.
	X
	X

	APN-OI Replacement
	Indicates the domain name to replace the APN-OI when constructing the GGSN FQDN upon which to perform a DNS resolution.
	X
	X

	APN Subscribed
	The APN received from the HLR/HSS.
	X
	X

	If ISR is activated for the MS:

	MME IP Address
	IP address of the MME for the MS when connected via E-UTRAN
	
	X

	> For each active PDN connection with GGSN (using Gn/Gp) or with S-GW (using S4):

	APN in Use
	The APN currently used. This APN shall be composed of the APN Network Identifier and the APN Operator Identifier.
	X
	X

	APN Restriction
	Denotes the restriction on the combination of types of APN for the APN associated with this PDP Context. (See Note)
	X
	X

	VPLMN Address Allowed
	Specifies whether the MS is allowed to use the APN in the domain of the HPLMN only, or additionally the APN in the domain of the VPLMN.
	X
	X

	TEID for Gn/Gp or S4 (control plane)
	Tunnel Endpoint Identifier for the Gn/Gp or S4 interfaces for control plane signalling
	X
	X

	GGSN or S-GW IP Address in Use (control plane)
	The IP address of the GGSN (using Gn/Gp) or S-GW (using S4) currently used for control plane signalling
	X
	X

	SGSN IP address for Gn/Gp or S4 (control plane)
	SGSN IP address for the Gn/Gp (used by GGSN) or S4 (used by S-GW) for control plane signalling
	X
	X

	SGSN TEID for Gn/Gp or S4 (control plane)
	SGSN Tunnel Endpoint Identifier for the Gn/Gp used by GGSN) or S4 (used by S-GW) for control plane signalling.
	X
	X

	Each MM context contains zero or more of the following PDP/EPS bearer contexts within the PDN connection::

	PDP/EPS bearer Context Identifier
	Index of the PDP/EPS bearer context.
	X
	X

	PDP State
	Packet data protocol state, INACTIVE or ACTIVE.
	X
	X

	PDP/PDN Type
	PDP type (e.g., PPP) or PDN type (e.g.,  IPv4, IPv6, or IPv4v6)  
	X
	X

	PDP/PDN Address
	PDP/PDN address, e.g., an IP address.
	X
	X

	NSAPI/EPS bearer ID
	Network layer Service Access Point Identifier. There is a 1:1 mapping between the NSAPI and the EPS bearer ID.
	X
	X

	TI
	Transaction Identifier.
	X
	X

	TEID for Iu
	Tunnel Endpoint Identifier for the Iu interface.
	
	X

	GGSN or S-GW TEID (user plane)
	Tunnel Endpoint Identifier of the GGSN or S-GW (used by SGSN) for user-plane traffic.
	X
	X

	GGSN or S-GW IP address (user plane)
	The IP address of the GGSN or S4 (used by SGSN) for user-plane traffic.
	X
	X

	SGSN IP address (user plane)
	SGSN IP address used by GGSN for Gn/Gp or by S-GW for S4 for user plane downlink traffic.
	X
	X

	SGSN TEID (user plane)
	SGSN Tunnel Endpoint Identifier used by GGSN for Gn/Gp or by S-GW for S4 for user plane downlink traffic.
	X
	X

	QoS Profile Subscribed
	The quality of service profile subscribed.
	X
	X

	QoS Profile Requested
	The quality of service profile requested.
	X
	X

	QoS Profile Negotiated
	The quality of service profile negotiated. This also represents the EPS QoS parameters QCI and ARP and optionally GBR and MBR in case of GBR bearer
	X
	X

	Radio Priority
	The RLC/MAC radio priority level for uplink user data transmission.
	X
	

	Packet Flow Id
	Packet flow identifier.
	X
	

	Aggregate BSS QoS Profile Negotiated
	The aggregate BSS quality of service profile negotiated for the packet flow that this PDP context belongs to.
	X
	

	Send N‑PDU Number
	SNDCP sequence number of the next downlink N‑PDU to be sent to the MS.
	X
	

	Receive N‑PDU Number
	SNDCP sequence number of the next uplink N‑PDU expected from the MS.
	X
	

	GTP‑SND
	GTP‑U sequence number of the next downlink N‑PDU to be sent to the MS.
	X
	X

	GTP‑SNU
	GTP‑U sequence number of the next uplink N‑PDU to be sent to the GGSN.
	X
	X

	PDCP‑SND
	Sequence number of the next downlink in-sequence PDCP‑PDU to be sent to the MS.
	
	X

	PDCP‑SNU
	Sequence number of the next uplink in-sequence PDCP‑PDU expected from the MS.
	
	X

	Charging Id
	Charging identifier, identifies charging records generated by SGSN, S-GW and P-GW/GGSN
	X
	X

	PDP/EPS bearer Context Charging Characteristics
	The charging characteristics of this PDP/EPS bearer context, e.g. normal, prepaid, flat-rate, and/or hot billing.
	X
	X

	RNC Address in Use
	The IP address of the RNC/BSC currently used.
	
	X

	Prohibit Payload Compression
	Indicates that the SGSN should negotiate no data compression for this PDP context.
	X
	

	DTI
	Indicates whether SGSN has established direct user plane tunnel between RNC and GGSN (using Gn/Gp) or between RNC and S-GW (using S12) for this PDP context.
	
	X

	CGI/SAI/RAI Change Report Required
	Denotes the need to send changes in CGI/SAI or RAI to the GGSN (using Gn/Gp) or S-GW (using S4) associated with this PDP Context. (See Note)
	X
	X

	BCM
	The negotiated BCM.
	X
	X

	NOTE:
APN Restriction and CGI/SAI/RAI Change Report Required shall not be transferred between SGSNs during mobility management.


The information marked with a "1)" in table 6 may be maintained if authentication is performed by the UMTS authentication procedure.

The information marked with a "2)" in table 6 may be maintained if authentication is performed by the GSM authentication procedure.

The information marked with a "3)" in table 6 is optional. It can be sent to a new SGSN at RA update.

The information marked with a "4)" in table 6 is used in networks that support network sharing as defined in TS 23.251 [83].

13.3
GGSN

GGSN maintains activated PDP contexts. Table 7 shows the PDP context fields for one PDP Address.

Table 7: GGSN PDP Context

	Field
	Description

	IMSI
	International Mobile Subscriber Identity.

	NSAPI
	Network layer Service Access Point Identifier.

	MSISDN
	The basic MSISDN of the MS.

	PDP Type
	PDP type; e.g. PPP or IP.

	PDP Address
	PDP address; e.g. an IP address.

	Dynamic Address
	Indicates whether PDP Address is static or dynamic.

	APN in Use
	The APN Network Identifier currently used.

	TEID
	Tunnel Endpoint Identifier.

	TFT
	Traffic flow template.

	QoS Profile Negotiated
	The quality of service profile negotiated.

	SGSN Address
	The IP address of the SGSN currently serving this MS.

	MNRG
	Indicates whether the MS is marked as not reachable for PS at the HLR.

	Recovery
	Indicates if the SGSN is performing database recovery.

	GTP‑SND
	GTP‑U sequence number of the next downlink N‑PDU to be sent to the SGSN.

	GTP‑SNU
	GTP‑U sequence number of the next uplink N‑PDU to be received from the SGSN.

	Charging Id
	Charging identifier, identifies charging records generated by SGSN and GGSN.

	Charging Characteristics
	The charging characteristics for this PDP context, e.g. normal, prepaid, flat-rate, and/or hot billing.

	Trace Reference
	Identifies a record or a collection of records for a particular trace.

	Trace Type
	Indicates the type of trace.

	Trigger Id
	Identifies the entity that initiated the trace.

	OMC Identity
	Identifies the OMC that shall receive the trace record(s).

	Prohibit Payload Compression
	Indicates that the SGSN should negotiate no data compression for this PDP context.

	SGSN support for CGI/SAI/RAI change reporting
	Indicated that the SGSN serving the MS supports procedures for reporting CGI/SAI/RAI changes according to clause 15.1.1a.

	CGI/SAI/RAI Change Report Required
	Denotes whether the SGSN is requested to send changes in CGI/SAI or RAI to the GGSN (using Gn/Gp) or S‑GW (using S4) associated with this PDP Context.

	BCM
	The negotiated Bearer Control Mode.

	DTI
	Indicates whether SGSN has established direct user plane tunnel between RNC and GGSN for this PDP Context.


If a PDP context is enabled for network-requested PDP context activation, then IMSI, PDP Type, PDP Address, SGSN Address and MNRG contain valid information also when the PDP context is inactive and when the MS is GPRS-detached.
13.3a
Serving GW

The information storage for the Serving GW to support MS access to the EPC via UTRAN or GERAN is described in TS 23.401 [89].

13.3b
PDN GW

The information storage for the PDN GW to support MS access to the EPC via UTRAN or GERAN is described in TS 23.401 [89].

13.4
MS

Each MS supporting GPRS maintains MM and PDP context information in IDLE, STANDBY, READY, PMM‑DETACHED, PMM‑IDLE, and PMM‑CONNECTED states. The information may be contained in the MS and the TE. Table 8 shows the MS context fields.

Table 8: MS MM and PDP Contexts

	Field
	SIM
	Description
	A/Gb mode
	Iu mode

	IMSI
	G, U
	International Mobile Subscriber Identity.
	X
	X

	MM State
	
	Mobility management state, IDLE, STANDBY, READY, PMM‑DETACHED, PMM‑IDLE, or PMM‑CONNECTED.
	X
	X

	P‑TMSI
	G, U
	Packet Temporary Mobile Subscriber Identity.
	X
	X

	P‑TMSI Signature
	G, U
	A signature used for identification checking purposes.
	X
	X

	Routeing Area
	G, U
	Current routeing area.
	X
	X

	Cell Identity
	
	Current cell.
	X
	

	Kc
	G
	Current A/Gb mode ciphering key.
	X
	2)

	KSI / CKSN
	G, U
	Key Set Identifier for IK Next, CK Next / key sequence number of Kc.
	X
	X

	Ciphering algorithm
	
	Selected ciphering algorithm.
	X
	X

	CK
	
	Currently used Iu mode ciphering key.
	1)
	X

	CK Next
	U
	Iu mode ciphering key to be used after the next security mode command.
	1)
	X

	IK
	
	Currently used Iu mode integrity key.
	1)
	X

	IK Next
	U
	Integrity key to be used after the next security mode command.
	1)
	X

	MS Radio Access Capability
	
	MS radio access capabilities.
	X
	X

	UE Capability
	
	UE radio capabilities.
	
	X

	MS Network Capability
	
	MS network capabilities.
	X
	X

	DRX Parameters
	
	Discontinuous reception parameters.
	X
	X

	Radio Priority SMS
	
	The RLC/MAC radio priority level for uplink SMS transmission.
	X
	

	Each MM context contains zero or more of the following PDP contexts:

	PDP Type
	PDP type, e.g. PPP or IP.
	X
	X

	PDP Address
	PDP address; e.g. an IP address.
	X
	X

	PDP State
	Packet data protocol state, INACTIVE or ACTIVE.
	X
	X

	Dynamic Address Allowed
	Specifies whether the MS is allowed to use a dynamic address.
	X
	X

	APN Requested
	The APN requested.
	X
	X

	NSAPI
	Network layer Service Access Point Identifier.
	X
	X

	TI
	Transaction Identifier.
	X
	X

	QoS Profile Requested
	The quality of service profile requested.
	X
	X

	QoS Profile Negotiated
	The quality of service profile negotiated.
	X
	X

	TFT
	Traffic flow template.
	X
	X

	Radio Priority
	The RLC/MAC radio priority level for uplink user data transmission.
	X
	

	Packet Flow Id
	Packet flow identifier.
	X
	

	Send N‑PDU Number
	SNDCP sequence number of the next uplink N‑PDU to be sent to the SGSN.
	X
	X

	Receive N‑PDU Number
	SNDCP sequence number of the next downlink N‑PDU expected from the SGSN.
	X
	X

	PDCP‑SND
	Sequence number of the next downlink in-sequence PDCP‑PDU expected from the RNC.
	
	X

	PDCP‑SNU
	Sequence number of the next uplink in-sequence PDCP‑PDU to be sent to the RNC.
	
	X

	BCM
	The negotiated Bearer Control Mode
	X
	X


The information marked with a "1)" in table 8 may be maintained if authentication is performed by the UMTS authentication procedure.

The information marked with a "2)" in table 8 may be maintained if authentication is performed by the GSM authentication procedure.

The information marked with a "U" in table 8 shall be stored in the USIM.

The information marked with a "G" in table 8:

-
shall be stored in the GSIM if the connected SIM is GPRS-aware; and

-
may be stored in the ME after GPRS detach if the connected GSIM is not GPRS-aware.

If the GSIM is GPRS service-aware, then the IMSI, P‑TMSI, P‑TMSI Signature, Routeing Area, Kc, and CKSN stored in the GSIM shall be used for GPRS services.

If the GSIM is not GPRS service-aware, the P‑TMSI, P‑TMSI Signature, Routeing Area, Kc, and CKSN stored in the ME shall be used if and only if the IMSI stored in the GSIM is identical to the IMSI image maintained in the ME. If the IMSI stored in the GSIM is different from the IMSI image in the ME, the IMSI image in the ME shall not be used, and the MS shall identify itself with the IMSI stored in the SIM when performing a GPRS attach. IMSI, P‑TMSI, P‑TMSI Signature, Routeing Area, Kc, and CKSN may be stored in the ME after the GPRS attach has been successfully performed.

When using a USIM, the IMSI, P‑TMSI, P‑TMSI Signature, Routeing Area, Kc, CK Next, IK Next, and CKSN / KSI stored in the USIM, and the CK and IK stored in the ME, shall be used for GPRS services.

13.5
MSC/VLR

The MSC/VLR may store the SGSN number of GPRS-attached MSs that are also IMSI-attached. Table 9 shows the MSC/VLR association for one MS.

Table 9: MSC/VLR Association

	Field
	Description

	IMSI
	IMSI is the main reference key.

	SGSN Number
	The SGSN number of the SGSN currently serving this MS.


13.6
BSS in A/Gb mode

Table 10 shows the BSS context fields for one MS.

Table 10: BSS Context

	Field
	Description

	IMSI
	IMSI is the main reference key.

	TLLI
	Temporary Logical Link Identity.

	Trace Reference
	Identifies a record or a collection of records for a particular trace.

	Trace Type
	Indicates the type of trace.

	Trigger Id
	Identifies the entity that initiated the trace.

	OMC Identity
	Identifies the OMC that shall receive the trace record(s).

	Each BSS context contains one or more BSS Packet Flow contexts:

	Packet Flow Id
	Packet flow identifier.

	Aggregate BSS QoS Profile Negotiated
	The aggregate BSS quality of service profile negotiated for this packet flow.

	BSS Packet Flow Timer
	BSS packet flow context inactivity timer.


13.7
RNC/BSC for Iu mode

RNC/BSC maintains RNC/BSC Context for CN-related information in PMM‑CONNECTED state. RNC/BSC also contains RAB contexts for activated RABs. Table 11 shows the context fields for one MS.

Table 11: RNC/BSC Context

	Field
	Description

	IMSI
	IMSI is the main reference key.

	UE Capability
	UE radio capabilities.

	UESBI-Iu
	Stored by an RNC which supports the "Provision of UE Specific Behaviour Information to Network Entities" feature defined in TS 23.195 [76].

	UESBI-Uu
	Stored by an RNC which supports the "Provision of UE Specific Behaviour Information to Network Entities" feature defined in TS 23.195 [76].

	SAI
	Current or last known SAI

	SAI age
	Time elapsed since the RNC last established the UE's last known SAI

	Trace Reference
	Identifies a record or a collection of records for a particular trace.

	Trace Type
	Indicates the type of trace.

	Trigger Id
	Identifies the entity that initiated the trace.

	OMC Identity
	Identifies the OMC that shall receive the trace record(s).

	Each RNC context contains zero or more RNC RAB contexts:

	RAB ID
	Radio Access Bearer Identifier.

	PDP Type
	PDP type, e.g. PPP or IP.

	TEID
	Tunnel Endpoint Identifier.

	SGSN (or GGSN) Address in Use
	The IP address of the SGSN currently used if Direct Tunnel is not established (or GGSN in case of Direct Tunnel).

	QoS Profile Negotiated
	The quality of service profile negotiated for this RAB.

	GTP‑SND
	GTP‑U sequence number of the next downlink in-sequence N‑PDU to be sent to the MS.

	GTP‑SNU
	GTP‑U sequence number of the next uplink in-sequence N‑PDU to be sent to the GGSN.

	PDCP‑SND
	Sequence number of the next downlink in-sequence PDCP‑PDU to be sent to the MS.

	PDCP‑SNU
	Sequence Number of the next uplink in-sequence PDCP‑PDU expected from the MS.


13.8
Recovery and Restoration Procedures

The recovery and restoration procedures are intended to maintain service if inconsistencies in databases occur and at lost or invalid database information. "Invalid" in this context means that the database entry cannot be regarded as reliable.

13.8.1
HLR Failure

When an HLR restarts, it sends to each SGSN where one or more of its MSs are registered a Reset message. This causes the SGSN to mark the relevant MM contexts as invalid, and to set NGAF if an SGSN – MSC/VLR association exists. After receipt of the first valid LLC frame (for A/Gb mode) or after receipt of the first valid GTP‑U packet or uplink signalling message (for Iu mode) from a marked MS, the SGSN performs an update location to the HLR as in the attach or inter-SGSN RA update procedures, and, if NGAF is set, the procedure in clause "Non-GPRS Alert" is followed. The update location procedure and the procedure towards the MSC/VLR may be delayed by the SGSN for a maximum operator configuration-depending on the utilisation of resources during given time period to avoid high signalling load. The periodic backup of HLR data to non-volatile storage is mandatory as described in TS 23.007 [5].

13.8.2
SGSN Failure

When an SGSN fails, it deletes all MM and PDP contexts affected by the failure. SGSN storage of subscriber data is volatile. Based on configuration data, the SGSN shall send a Reset message to each of its associated VLRs. The VLR shall mark all associations containing the restarted SGSN as unreliable. See TS 23.007 [5]. In the case of optional CAMEL interaction the failing SGSN shall invoke the CAMEL-GPRS-Exception procedure towards the GSM‑SCFs.

If data or signalling, except GPRS attach and RA update, is received in an SGSN from an MS for which no MM context exists in the SGSN, the SGSN shall discard the data or signalling.

If an RA update request is received in an SGSN from an MS for which no MM context exists in the SGSN, or in the old SGSN for the inter-SGSN RA update case, the SGSN shall reject the RA update with an appropriate cause. In order to remain GPRS-attached, the MS shall then perform a new GPRS attach and should (re‑)activate PDP contexts.

If a service request is received in a 3G‑SGSN from an MS for which no MM context exists in the 3G‑SGSN, the 3G‑SGSN shall reject the service request with an appropriate cause. In order to remain GPRS-attached, the MS shall then perform a new GPRS attach and should (re‑) activate PDP contexts.

NOTE:
In some cases, user interaction may be required, and then the MS cannot (re‑)activate the PDP contexts automatically.

When the SGSN receives a PDU Notification Request message for which no MM context exists, the SGSN returns a PDU Notification Response message to the GGSN with an appropriate cause (see clause "Unsuccessful Network-Requested PDP Context Activation Procedure"), and the SGSN may search the MS by paging with the IMSI in the SGSN area. An MS that is paged for PS services with IMSI as the identifier shall perform a new GPRS attach and should (re‑)activate PDP contexts.

When the SGSN receives a GTP‑U PDU from the GGSN for which no PDP context exists, it shall discard the GTP‑U PDU and send a GTP error indication to the originating GGSN. The GGSN shall mark the related PDP context as invalid.

When the SGSN receives a GTP‑U PDU from the RNC for which no PDP context exists, the SGSN shall discard the GTP‑U PDU and send a GTP error indication to the originating RNC. The RNC shall initiate the RAB Release procedure with the error cause 'GTP Resources Unavailable' and shall immediately locally release the RAB (i.e. without waiting for a response from the SGSN).

When the SGSN receives a mobile-terminated SM from the SMS‑GMSC for an IMSI unknown in the SGSN, it rejects the request.

When the SGSN receives a paging request over the Gs interface for an IMSI unknown in the SGSN and the SGSN has not completed recovery, the SGSN may page the MS for packet services with IMSI as identifier in the area specified by the location information provided by the MSC/VLR. If no such location information is provided, the SGSN may page the MS in the routeing areas corresponding to that MSC/VLR. After the MS performs a combined GPRS attach, the SGSN may continue serving the Gs interface paging request.

13.8.2a
SGSN Failure using S4

When the SGSN receives a Downlink Data Notification Request message for which no MM context exists, the SGSN returns a Downlink Data Notification Response message to the Serving GW with an appropriate cause. The Serving GW shall delete the related Bearer context towards SGSN; and if there is no ISR associated MME recorded on the related Bearer context the Serving GW shall also notify the PDN GW to delete the Bearer context.

When the SGSN receives a GTP‑U PDU from the Serving GW for which no Bearer context exists, it shall discard the GTP‑U PDU and send a GTP error indication to the originating Serving GW. The Serving GW shall mark the related Bearer context towards SGSN as invalid; and if there is no ISR associated MME recorded on the related Bearer context the Serving GW shall also notify the PDN GW to delete the Bearer context.

13.8.3
GGSN Failure

When a GGSN fails, all its PDP contexts affected by the failure become invalid and may be deleted. GGSN storage of subscriber data is volatile.

When the GGSN receives a GTP‑U PDU for which no PDP context exists, it shall discard the GTP‑U PDU and return a a GTP error indication to the originating node (the SGSN or, if Direct Tunnel is established, the RNC).

If the RNC receives a GTP error indication, it shall initiate the RAB Release procedure with the error cause 'GTP Resources Unavailable' and immediately locally release the RAB (i.e. without waiting for a response from the SGSN).

If the SGSN receives a GTP error indication from a GGSN or a RAB Release Request from the RNC with the error cause 'GTP Resources Unavailable' (indicating that the PDP context does not exist on GGSN) it shall mark the related PDP context as invalid and send a Deactivate PDP Context Request message to the MS with cause 're-activation required'.

The GGSN should ensure as far as possible that previously used TEID values are not immediately reused after a GGSN restart, in order to avoid inconsistent TEID allocation throughout the network.

13.8.4
VLR Failure

When a VLR fails, all its associations with SGSNs affected by the failure become invalid and may be deleted. Based on configuration data, the MSC/VLR sends a BSSAP+ Reset message to each of its associated SGSNs. The SGSNs mark all associations containing the restarted VLR as invalid. After receipt of the first valid LLC frame (for A/Gb mode) or after receipt of the first valid GTP‑U packet or uplink signalling message (for Iu mode) from an MS that is both GPRS-attached and IMSI-attached, the SGSN shall return a Detach Request (Detach Type) message in order to request the MS to perform a combined RA / LA update. Detach Type shall be set to IMSI Detach. The detach procedure may be delayed by the SGSN for a maximum operator-configuration depending on resource utilisation during given time period to avoid high signalling load.

13.8.5
BSS Failure (A/Gb mode)

When a BSS fails, all its BSS contexts affected by the failure become invalid and shall be deleted. BSS storage of data is volatile.

13.8.6
RNC/BSC Failure (Iu mode)

When an RNC/BSC fails, all its RNC/BSC contexts affected by the failure become invalid and shall be deleted. RNC/BSC storage of data is volatile. An SGSN that recognises unavailability of an RNC/BSC or receives a Reset from an RNC/BSC, shall locally release the RABs for all affected PDP contexts. Any affected PDP contexts that use Direct Tunnel and have an invalid tunnel in GGSN will be recovered when the SGSN receives an Iu connection establishment request from the MS as specified in clause 6.1.2.4.1 or when the GGSN informed the SGSN that the GGSN has received a GTP error indication from RNC.

When the RNC/BSC receives a GTP‑U PDU for which no RAB context exists, the RNC/BSC shall discard the GTP‑U PDU and return a GTP error indication to the originating node that may be SGSN or GGSN if Direct Tunnel is established.

If the SGSN receives a GTP error indication from the RNC it shall locally release the RAB. The SGSN should preserve the associated PDP context. The SGSN may initiate the RAB Assignment procedure in order to re-establish the RAB.

If the GGSN receives a GTP error indication for a PDP context that has the DTI flag set (i.e. from an RNC), the GGSN should not delete the associated PDP context but mark it as invalid. Any subsequent packets arriving for an invalid PDP context should be discarded. The GGSN shall inform the SGSN that the GGSN received a GTP error indication from RNC. The SGSN shall re-establish the tunnel between the SGSN and GGSN as specified in TS 29.060 [26], which sets the related PDP context as valid again in the GGSN. The GGSN then forwards any subsequent downlink packets to the SGSN.

The RNC should ensure as far as possible that previously used TEID values are not immediately reused after an RNC restart, in order to avoid inconsistent TEID allocation throughout the network.

13.8.6a
RNC/BSC Failure (Iu mode) using S4

When an RNC/BSC fails, all its RNC/BSC contexts affected by the failure become invalid and shall be deleted. RNC/BSC storage of data is volatile. An SGSN that recognises unavailability of an RNC/BSC or receives a Reset from an RNC/BSC, shall locally release the RABs for all affected PDP contexts. Any affected PDP contexts that use Direct Tunnel and have an invalid tunnel in Serving GW will be recovered when the SGSN receives an Iu connection establishment request from the MS as specified in clause 6.1.2.4.1 or when the Serving GW informed the SGSN that the Serving GW has received a GTP error indication from RNC.

When the RNC/BSC receives a GTP‑U PDU for which no RAB context exists, the RNC/BSC shall discard the GTP‑U PDU and return a GTP error indication to the originating node that may be SGSN or Serving GW if Direct Tunnel is established.

If ISR is not activated on the network or UE is camped on UTRAN for ISR activated UE, when the Serving GW receives a GTP error indication for a Bearer context that has the DTI flag set (i.e. from an RNC), the Serving GW should not delete the associated Bearer context but mark it as invalid. Any subsequent packets arriving for an invalid Bearer context should be discarded. The Serving GW shall inform the SGSN that the Serving GW received a GTP error indication from RNC. The SGSN shall re-establish the tunnel between the SGSN and Serving GW as specified in TS 29.274 [92], which sets the related Bearer context as valid again in the Serving GW. The Serving GW then forwards any subsequent downlink packets to the SGSN.

13.8.7
Serving GW Failure

When a Serving GW fails, all its Bearer contexts affected by the failure become invalid and may be deleted. Serving GW storage of subscriber data is volatile.

When the Serving GW receives a GTP‑U PDU from the PDN GW for which no Bearer context exists, it shall discard the GTP‑U PDU and return a GTP error indication to the PDN GW. The PDN GW shall delete the related Bearer context.

If the RNC receives a GTP error indication, it shall initiate the RAB Release procedure with the error cause 'GTP Resources Unavailable' and immediately locally release the RAB (i.e. without waiting for a response from the SGSN).

When the Serving GW receives a GTP‑U PDU from the originating node (the SGSN or, if Direct Tunnel is established, the RNC) for which no Bearer context exists, it shall discard the GTP‑U PDU and return a GTP error indication to the originating node.

13.8.8
PDN GW Failure

When a PDN GW fails, all its Bearer contexts affected by the failure become invalid and may be deleted. PDN GW storage of subscriber data is volatile. It is responsibility of Serving GW to do further process. Refer to TS 23.007 [5] for further information.
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