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1. Overall Description:

At last SA3 meeting #51 SA3 sent SA2 a reply LS (S3-080505) on 3GPP CS Security handling for SRVCC received in S3-080471 (SA2-083173).

The reply LS read: “SA3 will analyze the CS security handling and the requirements for SRVCC for GSM/UMTS-CS and inform SA2 of the solution. SA3 would like to study the network domain security with 3GPP2 1xCS IWS and record the solution in an appropriate SA3 specification.”
2. Outcome at SA3

SA3 came to the following conclusions for the two topics addressed.

2.1 CS key derivation in SRVCC

CS key derivation is handled in a CR to TS 33.401 in S3-080913 (see attached document).

2.2 Network Domain Security for Interworking of SRVCC

TS 33.210 and TS 33.310 are written such that the content should be applied to a multitude of interfaces as specified by 3GPP without specific adaptation to the particular interface. Thus no specific text in TS 33.210 and TS33.310 is necessary to cover the above stated requirements for SRVCC. Instead a reference to TS 33.210 with some normative text in TS 23.216 is seen more appropriate. Reference to TS 33.310 is not considered necessary in TS 23.216, as TS 33.210 itself contains all relevant references to TS 33.310.

SA3 recommends that section 7 of TS 23.216 is kept (contrary to the existing editor’s note) and is also extended to cover E-UTRAN and 3GPP UTRAN/GERAN SRVCC. The existing reference [19] to TS 33.310 in section 2 should be deleted. To give some guidance to SA2 which kind of normative text is meant by SA3, the following suggestion for new text for section 7 is given below (underlined text).

7
Security
7.1 Network Domain Security with 3GPP2 1xCS IWS

Network domain security with 3GPP2 1xCS IWS shall be provided by NDS/IP according to TS 33.210 [18] with integrity protection and confidentiality. This shall be applied whenever signaling messages (e.g. containing security context) are transferred on the S102 reference point.

NOTE:
In case control plane interfaces are trusted (e.g. physically protected), there is no need to use protection according to TS 33.210 [18].

7.2 Network Domain Security with 3GPP UTRAN/GERAN MSC

Network domain security with 3GPP UTRAN/GERAN MSC shall be provided by NDS/IP according to TS 33.210 [18] with integrity protection and confidentiality. This shall be applied whenever signaling messages (e.g. containing security context) are transferred on the S3-cs reference point.

NOTE:
In case control plane interfaces are trusted (e.g. physically protected), there is no need to use protection according to TS 33.210 [18].

3. Actions:

SA3 kindly asks SA2 to take action according to the above proposal given in 2.2.

4. Date of Next SA3 Meetings:

TSG-SA WG3 Meeting Ad-hoc
24 - 26 September 2008
Sophia Antipolis, France

TSG-SA WG3 Meeting #53
10 - 14 November 2008
Kyoto, Japan
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