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Overall Description:

The definition in the EPS architecture of a new optional network element named Access Network Discovery and Selection Function (ANDSF) has been recently approved by SA WG2 (see TS 23.402). 
ANDSF might also be misused by possible attackers. For instance, a certain UE could be maliciously “diverted” towards a fake ANDSF (to induce it to a wrong behaviour). 

Based on the this, the need to evaluate/enforce the security of such a new element in the EPS architecture was discussed during SA3#52 meeting and the conclusion was that ANDSF-related security issues need to be investigated and properly addressed/counteracted by SA WG3. 

Moreover, during SA3#52 meeting, beside the above-mentioned conclusion, the following progresses were achieved on the topic in subject: 

· A preliminary list of requirements to secure the UE-ANDSF communication was approved as TD S3-080800, i.e. CR#5 against TS 33.402 v.8.0.0. 

· a first possible solution to fulfill some of the security requirements was approved for inclusion in the Draft TR 33.922  on Security aspects for inter-access mobility between non 3GPP access network

Conclusion:

As ANDSF feature has been defined for the EPS architecture Rel-8 and as SA WG3 believe that the ANDSF security has to be properly addressed, SA WG3 would like to ask 3GPP SA the permission to further progress the activity in subject, as an exception to the the Stage-2 Rel-8 timeframe. 

SA WG3 would like to point out that the above-quoted CR TD S3-080800 is submitted to SA#41 for approval, provided that the above-requested exception to SA WG3 is granted. 

In case such an exception cannot be granted to SA WG3, i.e. the ANDSF security is postponed to Rel-9, SA WG3 ask SA to consider postponing the whole ANSDF feature to the Rel-9, i.e. removing it also from other Technical Specifications (e.g. those under the SA WG2 responsibility) as ANDSF security is not addressed by the 3GPP Rel-8. 

Actions (to 3GPP SA):

· To evaluate if further SA3 works are allowed as an exception to the Stage 2 Rel-8 to allow properly addressing the ANDSF security within the Rel-8 timeframe.

· To consider that the CR TD S3-080800 is submitted for approval to SA#41 under the assumption that the above-mentioned exception is granted to SA WG3. 

· In case the requested exception cannot be granted to SA WG3, to consider the removal of the whole ANDSF feature from the 3GPP Rel-8 as its security is not addressed by the Rel-8 Technical Specification under SA WG3 responsibility. 
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