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Abstract of the contribution: This document discusses the DNS based approach for Home Link Detection
1. Introduction

Document S2-081926 introduced the concept of Home Link Detection function in 23.402.  The main objective of the Home link detection function is to detect on attach to any access network whether the UE is at ‘Home” from DSMIPv6 perspective. A UE is considered to be on Home link from DSMIPv6 perspective when it camps on any access technology and does not have to perform any DSMIPv6 procedures i.e. the IP address allocated to the UE is the Home Address. In the last meeting, there was also a paper that discussed a potential solution for Home link detection by DSMIPv6 bootstrapping and finding out the Home address / prefix and matching it with the allocated IP address during attach, to find out whether UE is at home or not.

This paper proposes another way by which Home Link detection can be performed.

2. Discussion

S2-081926 proposed the introduction of Home Link detection function to detect whether the UE is at home from DSMIPv6 perspective. A potential solution using IKEv2 based approach for Home Link detection function was also discussed offline. However we believe that IKEv2 based approach has potential drawbacks as follows
With the IKEv2 based approach, after the UE obtains the IP address/prefix from the underlying IP access network, the UE discovers the HA, runs IKEv2 with the HA to request the IPv6 home address/prefix and sets up the IPSec SA. The UE can compare the home address/prefix obtained via IKEv2 with the IP address/prefix previously obtained from the access network. If they match, then the UE regards itself attached to its home link. This mechanism works for both integrated and split UEs; however, it requires the UE to start the IKEv2 procedure even if the UE is attached to its home link. Establishing and maintaining the IPSec SA result in overhead over the GPRS link; even worse, if the UE does not perform handover later, such the IPSec SA is unnecessary at all. Moreover, this mechanism cannot be used to detect the IPv4 home link because the IPv4 home address is allocated via the BU/BA procedure.  
Hence in this paper we propose to use a DNS based approach for Home Link detection. The core idea is that once the UE has discovered the HA, the UE retrieves the information of network prefix(es) associated with such HA through a DNS query. After receiving the network prefix(es) in the DNS response message, the UE compares the IP address/prefix obtained during initial attach with the network prefix(es) received from the DNS response message. If the UE finds that at least one network prefix returned in the DNS response message matches with the IP address/prefix obtained during initial attach, the UE considers itself at its home link; otherwise, the UE considers it to be attached to a foreign link.

To perform the DNS query, the UE provides a FQDN corresponding to a home agent in the DNS query message for home link detection. As an example, such FQDN can be constructed by concatenating the APN corresponding to the PDN (e.g. the APN that would be used by the UE to perform HA DNS discovery in case the UE discovered the HA in such way) and the home agent IP address. 
The UE may discover the address of the home agent either by pre-configuration or by one of the mechanisms specified in subclause 4.5.2 for PDN GW selection for S2c, in which case  the UE does not need to run DNS first for Home Agent discovery and then for Home Link detection. If instead DNS was used for HA discovery, then there may be a sub-optimized scenario where DNS may return the address of another HA. Such scenario is described later on in the paper. After the FQDN is constructed, the UE can generate a DNS query to request the network prefixes associated with this home agent. Note that there may be other ways to perform DNS query for home link detection. 

Network operators need to configure and maintain the record of network prefixes in the DNS servers, for example by associating network prefixes with the FQDN constructed as above, for each home agent.The network prefix(es) can be carried in the APL Resource Record (as specified in RFC 3123) back to the UE, after the DNS query has been received and processed.

When an UE performs Home Link Detection based on DNS, such DNS query/response messages are protected against malicious attacks on the first hop by the LTE security mechanism during established during initial attach. Additional security mechanisms, such as DNSSEC, can be used to improve security. 
Note that with the DNS based Home Link Detection mechanism, the UE compares the IP address/prefix obtained from the local access network during initial attach, e.g. a /64 IPv6 prefix, with a shorter or wider network prefix associated with the Home Agent. Such a longer network prefix, e.g. a /48 IPv6 prefix, could be the aggregation of many Home Network Prefixes that may have already been allocated to UEs. By comparing these prefixes, the UE knows whether the IP address/prefix obtained from the local access network during initial attach is allocated from the network prefix associated with the Home Agent. If so, the UE can sufficiently conclude that it already directly connects to the Home Agent and therefore does not need to perform DSMIPv6 specific operations to gain network connectivity. This is the exact purpose of performing Home Link Detection Function and the DNS based solution serves this purpose well.
The DNS based Home Link Detection mechanism has the following advantages:

1) Efficient: Since the DNS query/response is transported by UDP, both the UE and the network do not need to maintain many states and the message overhead is negligible. 


2) Universal: The DNS based home link detection mechanism works for both integrated and split UEs. Furthermore, since the APL RR supports both IPv6 and IPv4 network prefix, the UE can detect both IPv6 and IPv4 home link by using DNS.
2.1 Consideration of potential issues

With this approach, there is one potential sub-optimal case where the UE used DNS to discover the HA address, and the DNS response returns the address of another HA (PDN GW) i.e. not the one the UE has established initial connectivity with. Though this scenario results in sub-optimal solution, the procedure works anyway. As a matter of fact, this suboptimal scenario is not worst then a similar sub-optional scenario present when an IKEv2-based solution is used. 

Let us assume that the DNS query for the Home agent discovery returns a different/incorrect HA. In such case, upon performing HLDF using DNS the Home network prefix the UE discovers is different than the IP prefix that the UE received originally. The UE believes that it is not on Home link, which would trigger establishment of security association using IKEv2 with the discovered HA. However since this is not the correct PDN GW(HA) the UE will be re-directed to the correct HA, thanks to the PDN GW reallocation procedures as defined in section 6.10. The UE may then detect once again whether it is on Home link using DNS. Though sub-optimal, this approach still works. 

If IKEv2 were used for HLDF, upon discovering the wrong HA with DNS, the UE would run IKEv2 with the discovered HA and would be redirected to the correct HA, after which it will run once again IKEv2 to perform Home Link detection function. The cause for this suboptimal case is not due to the use of DNS for HLDF, but to the use of DNS for HA discovery, and in fact it also plagues the IKEv2-based solution. As it is mentioned in the discussion paper and section 4.5.2 of TS 23.402, DNS based solution is the last choice for discovery of home agent. In most cases UE will always have the Home agent address based on one of the first three procedures described in Section 4.5.2 of TS 23.402. 

3. Proposal 
The corresponding CR (#198) is in document S2-082158. 
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