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1. Introduction

In the last SA2 meetings, a new section of ‘security function’ was agreed for TS 23.401. However, it still contains editor’s note about stand-alone or combined AS/NAS SMC procedures.

This paper discusses stand-alone AS and NAS security mode command (SMC) procedures.

2. AS security mode command procedure 

The editor’s note says the following;

Editor's note:
It is FFS whether the AS security mode command procedure represents a stand-alone procedure or whether it can be combined with other signalling messages.

It is not clear what the stand-alone AS SMC procedure means. From MME point of view, MME shall include a UE’s AS security context in the S1-AP message (e.g. INITIAL CONTEXT SETUP REQUEST message) to an eNB, in order to trigger establishment of an AS level security association between the UE and the eNB.
Then the eNB can set up an AS level security association via RRC message exchange. The RRC message for this purpose can be either SECURITY MODE COMMAND which is dedicated to this usage or RRC CONNECTION RECONFIGURATION message which contains the security parameter.

So from S1 protocol point of view, the trigger of the AS SMC procedure from MME is piggybacked to an S1-AP message, but from RRC protocol point of view, AS SMC procedure can be done via either in a stand-alone way or in a piggybacked way.

We do not think there is value to keep an editor’s note for the AS SMC procedure in the EPS stage 2 TS, and propose to delete the editor’s note.

3. NAS security mode command procedure 

The editor’s note says the following;

Editor's note:
It is FFS whether the NAS security mode command procedure represents a stand-alone procedure or whether it can be combined with other signalling messages.

The paragraph below is an excerpt about the NAS SMC procedure from the latest version of the SA3 TS.

7.4.2.2
NAS security mode command procedure

The NAS SMC procedure consists of a roundtrip of messages between MME and UE. The MME sends the NAS security mode command to the UE and the UE replies with the NAS security mode complete message. 

The NAS security mode command message from MME to UE contains the replayed security capabilities of the UE (including the security capabilities with respect to NAS, RRC and UP ciphering as well as NAS, RRC integrity, and other target network security capabilities i.e. UTRAN/GERAN if UE included them in the message to MME), the selected NAS algorithms, and the KSIASME for identifying KASME. This message is integrity protected with NAS integrity key based on KASME indicated by the KSIASME in the message. See figure 7.4.2.2-1. 

The NAS security mode complete message from UE to MME is integrity protected with the selected NAS algorithm indicated in the NAS security mode command message and NAS integrity key based on KASME indicated by the KSIASME in the NAS security mode command message. 

NAS ciphering at the MME starts after receiving the NAS security mode complete message. NAS ciphering at the UE starts after sending the NAS security mode complete message (TS 33.102[4]).
Only after EPS AKA the NAS security mode command message resets NAS uplink and downlink COUNT values. Both the NAS security mode command and NAS security mode complete messages are protected based on reset COUNT values (zero). NAS SMC always changes the NAS keys (i.e. due to EPS AKA with new KASME and KSIASME or due to the algorithms change).

NAS security mode command and NAS security mode complete messages can be sent together or alone with other NAS messages.

As seen in the last sentence, SA3 agreed to allow both standalone or combined NAS SMC procedures.

More importantly, there are cases where a stand-alone NAS SMC procedure shall be used. NAS ciphering at the MME starts ONLY after receiving the NAS security mode complete message. The implication of this is that Attach Accept can not be sent until NAS security mode complete message has been sent by the UE, as Attach Accept requires confidentiality for S-TMSI, PDN address and possible other items in the message. Hence in initial Attach and Attach after being in GERAN/UTRAN it is necessary to run NAS SMC before sending Attach Accept. In such a case, NAS SMC cannot be combined with Attach Accept and Attach Complete messages.
4. Proposal

Based on the analysis in this paper, we propose to delete the editor’s notes in section 5.3.10.4.1 and 5.3.10.4.2 with additional clarifying text. The text descriptions to some related steps of the Attach procedure also require some additional clarifications. The companion CR is in S2-082674.
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