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1.
Introduction

For 2G/3G is PAP or CHAP parameters optionally sent in the PCO field in the encrypted PDP Context Request message sent from the UE. For LTE are the corresponding PCO parameters either sent in the unencrypted Attach message, or in the encrypted PDN Connectivity Request message.
The potential impact of this and the alternative ways forward are discussed in this contribution.
2.
2G/3G Rel7 usage of PAP/CHAP
In 2G/3G today it is possible for the UE to optionally send PAP or CHAP messages in the PCO fields during PDP Context Activation, and these messages are encrypted.
Note that the PCO field is sent from UE to GGSN:
· PCO is transparent for SGSN

· SGSN moves PCO field between NAS and GTP messages, without inspecting the content

The PAP or CHAP messages are containing username and password, and are typically used towards external Radius servers to identify a user:

· PAP contains username and password, both in clear text. 

· CHAP contains username in clear text, and a hashed password.
The Radius server will then return for example IP address, DNS IP address, P-CSCF IP address etc.
A typical use of PAP/CHAP is for corporate access.
3.
Rel8 usage of PAP/CHAP
PCO for LTE is already part of 23.401 and 23.402:
· PCO is sent between UE and PGW, and it is sent transparently through MME and SGW
· A UE in LTE will optionally send PAP/CHAP data in initial Attach, which is unencrypted and therefore the issue
· To transfer PCO over PMIP is assumed in 23.402 to be done as Additional parameters

PCO for 2G/3G is assumed to work as in Rel7 when it comes to PDP Context Activation, PCO and PAP/CHAP usage, so here will PAP/CHAP data continue to be encrypted.
PAP is however not supported anymore by IETF, so it can be discussed if PAP shall continue to be supported in Rel8. One reason might be if operators tend to have old Radius servers, only supporting PAP, but such Radius servers are probably very scarce.

4.
Security aspects
No security threat analysis seems to be available regarding the usage of PAP/CHAP from the UE. The main security issue is assumed to be the risk to reveal the username of a corporate user in conjunction with the corporate name in an APN string.
Another type of risk is that an unauthorised user sends in a faked username/password and gets access to Radius data, but the parameters sent from the Radius server do not seem to require protection. In addition are there other ways to assure that only users with subscription to corporate APNs are allowed access. 
5.
Solution alternatives

The main problem is that Attach is not possible to encrypt, since PCO is sent in the first NAS message before encryption is started.
An inventory of different kinds of solutions is discussed below:

· A - Use of existing procedures:

· Clarify the restrictions for PAP/CHAP usage in LTE: If sent in Attach they will be unencrypted. For encrypted usage they should be sent in "UE Requested PDN Connectivity" and not be used for the default PDN access.
· B - Change the Attach procedure to optionally send PAP/CHAP in a separate message:

· Since PCO may contain more than PAP/CHAP, and since it is transparent to MME and SGW, a new container "PCO PAP/CHAP" is needed
· Some kind of flag needed in Attach to indicate that a two-step Attach is to be performed.
· The second part of the Attach cannot be performed until after the encryption is turned on

· Impacts RAN, UE, 23.401, 23.402 as well as Stage 3 work
· C - Align LTE with 2G/3G and remove the default connectivity from Attach, always requiring "UE Requested PDN Connectivity":
· The new procedure needed is already existing for "UE Requested PDN Connectivity"
· Requires a new state for the UE and network where the UE doesn't have an IP address or assigned PDN GW yet
· Impacts RAN, UE, 23.401, 23.402 as well as Stage 3 work
6.
Proposal

Due to the disruptive nature of alternative B and C, it is proposed to move forward with alternative A.
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