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Abstract of the contribution: This paper discusses and proposes a DNS based Home Link Detection mechanism for IWLAN Mobility
1. Introduction

In TS 23.327, GPRS can be configured as the home link from the perspective of DSMIPv6 for the UE while the HA may be either stand-alone or co-located with the GGSN. As the definition of the home link implies, the UE does not need to perform DSMIPv6 specific operations (especially those requesting and/or enabling mobility services) to obtain network connectivity when camping on its home link. It is important to have the Home Link Detection Function that allows the UE to detect its home link promptly and efficiently, because this could help significantly reduce DSMIPv6 protocol related overheads over the relatively bandwidth-scarce GPRS link.

In this paper, we discuss and analyze different home link detection mechanisms. The analysis results shows that the DNS based approach has more advantages compared with others. Therefore, we propose the corresponding text to describe the DNS based home link detection mechanism in details.

2. Discussion
2.1 Pre-configuration and IKEv2 based approaches
Various home link detection mechanisms have been proposed and discussed before. Given obvious drawbacks of other mechanisms, discussion mainly focuses on the pre-configuration based approach and the IKEv2 based approach. The Pros and Cons of these two approaches are summarized as follows.

a. Network operators can configure certain access network(s) as the UE’s home link. For example, if the GPRS link is configured as the UE’s home link, upon attach to the GPRS link, the UE considers itself at home from the prospective of DSMIPv6; therefore the UE does not need to run DSMIPv6 bootstrapping and binding procedures to gain IP connectivity. However, this mechanism only works for integrated UEs, but not for split UEs.

b. With the IKEv2 based approach, after the UE obtains the IP address/prefix from the underlying IP access network, the UE discovers the HA, runs IKEv2 with the HA to request the IPv6 home address/prefix and sets up the IPSec SA. The UE can compare the home address/prefix obtained via IKEv2 with the IP address/prefix previously obtained from the access network. If they match, then the UE regards itself attached to its home link. This mechanism works for both integrated and split UEs; however, it requires the UE to start the IKEv2 procedure even if the UE is attached to its home link. Establishing and maintaining the IPSec SA result in overhead over the GPRS link; even worse, if the UE does not perform handover later, such the IPSec SA is unnecessary at all. Moreover, this mechanism cannot be used to detect the IPv4 home link because the IPv4 home address is allocated via the BU/BA procedure.  
2.2 DNS based approach
Given the limitations of the two approaches described above, we propose a DNS based home link detection mechanism. The core idea is that the UE retrieves the information of network prefix(es) associated with a home agent through DNS query. After receiving the network prefix(es) in the DNS response message, the UE compares the IP address/prefix obtained during initial attach with the network prefix(es) received from the DNS response message. If the UE finds that at least one network prefix returned in the DNS response message matches with the IP address/prefix obtained during initial attach, the UE considers itself at its home link; otherwise, the UE considers it to be attached to a foreign link.

To do so, the UE provides a FQDN corresponding to a home agent in the DNS query message for home link detection. As an example, such a FQDN can be constructed as follows: if the IP address of the home agent is statically configured in the UE, the FQDN could be the concatenation of the home agent's IP address and the HA-APN; if the IP address of the home agent is not pre-configured in the UE, the UE firstly runs DNS to obtain the IP address of the home agent, and then constructs the FQDN in the same way as described before. After the FQDN is constructed, the UE can generate a DNS query to request the network prefixes associated with this home agent. Note that there may be other ways to perform DNS query for home link detection. 

Network operators need to configure and maintain the record of network prefixes in the DNS server, for example by associating network prefixes with the FQDN constructed as above, for each home agent.The network prefix(es) can be carried in the APL Resource Record (as specified in RFC 3123) back to the UE, after the DNS query has been received and processed.

When a non-integrated UE performs Home Link Detection based on DNS, such DNS query/response messages are protected against malicious attacks on the first hop by the GPRS security mechanism if the UE attaches to GPRS access network and protected by the IPSec security association established between the UE and the PDG if the UE attaches to WLAN access network. Additional security mechanisms, such as DNSSEC, can be used to improve security. 
Note that with the DNS based Home Link Detection mechanism, the UE compares the IP address/prefix obtained from the local access network during initial attach, e.g. a /64 IPv6 prefix, with a shorter or wider network prefix associated with the Home Agent. Such a longer network prefix, e.g. a /48 IPv6 prefix, could be the aggregation of many Home Network Prefixes that may have already been allocated to many UEs. By comparing these two different prefixes, the UE knows whether the IP address/prefix obtained from the local access network during initial attach is allocated from the network prefix associated with the Home Agent. If so, the UE can sufficiently conclude that it already directly connects to the Home Agent and therefore does not need to perform DSMIPv6 specific operations to gain network connectivity. This is the exact purpose of performing Home Link Detection Function and the DNS based solution serves this purpose well.
The DNS based Home Link Detection mechanism has the following advantages:

1) Efficient: Since the DNS query/response is transported by UDP, both the UE and the network do not need to maintain many states and the message overhead is negligible. 

2) Fast: The DNS based home link detection only needs one round trip; while on the other hand, the IKEv2 based mechanism is performed after the Home Agent discovery (if the IP address of Home Agent is not pre-configured) and completed after the last message during the IKE_AUTH exchange.

3) Universal: The DNS based home link detection mechanism works for both integrated and split UEs. Furthermore, since the APL RR supports both IPv6 and IPv4 network prefix, the UE can detect both IPv6 and IPv4 home link by using DNS.

3. Conclusion
We propose to document the DNS based home link detection mechanism into TS 23.327.
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5.3.3
Home Link Detection Function 
The DSMIPv6 Home Link Detection Function is used by the UE to detect if it is attached to the Home Link from the DSMIPv6 perspective. When the UE attaches to its home link, it does not need to perform DSMIPv6 operations to obtain network connectivity.

The UE detects its home link by sending a DNS query to retrieve the information of network prefix(es) associated with the home agent and then comparing such network prefixes with the IP address/prefix obtained from the local access network. If the UE finds at least one network prefix that contains the IP address/prefix obtained from the local access network, the UE considers itself at its home link; otherwise, the UE considers it attaches a foreign link. 
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6.x
DNS based home link detection procedure

This procedure is used for the UE to detect its home link via DNS. 


[image: image1]
Figure 6.x The DNS based Home Link Detection Procedure

1.
The UE performs Home Agent Discovery as specified in 5.3.2.

2.
The UE sends a DNS query to retrieve the information of network prefix(es) associated with the home agent. The FQDN used in such the DNS query could be a concatenation of the IP address of the home agent and HA-APN.  
3.
After the DNS server receives and processes such a DNS query, it shall return the APL Resource Records that contain the network prefix(es) associated with the home agent to the UE. 

4.
After the UE receives the DNS response message, it will compare the IP address/prefix obtained from the local access network with the received network prefix(es). If the UE finds at least one network prefix that contains the IP address/prefix obtained from the local access network, the UE considers itself at its home link; otherwise, the UE considers it attaches a foreign link.
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