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One and the same access network may be considered trusted by one VPLMN and untrusted by another. Also, it is felt that the UE may want to take part in the decision if an IPSec tunnel is needed or not. 

In roaming all three kinds of authentication signaling are carried over the same reference point Wd* to the AAA server. Based purely on information currently available in the EAP request (e.g. step 5 in figure 4 of TS 33.234, EAP response/identity) and its configuration data, the AAA server cannot know how to handle the request. But the AAA server has to apply different procedures, e.g. it must be able to block EAP-SIM use for EPS access, which is allowed for I-WLAN access, in order to minimizing security risks in EPS.
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****** Start of changes ********

4.9

Authentication and Security

Non-3GPP access authentication defines the process that is used for Access Control i.e. to permit or deny a subscriber to attach to and use the resources of a non-3GPP IP access which is interworked with the EPC network. Non-3GPP access authentication signalling is executed between the UE and the 3GPP AAA server/HSS. The authentication signalling may pass through AAA proxies.

If 3GPP based access authentication is required, it is executed across a Wa*/Ta* reference point as depicted in the EPS architecture diagram. Following principles shall apply in this case:
-
Transport of authentication signalling shall be independent of the non-3GPP IP Access technology.

-
Access authentication signalling shall be based on IETF protocols, for e.g., Extensible Authentication Protocol (EAP) as specified in RFC 3748 [11].

-
Access authentication signalling procedures shall be based on the I-WLAN Access Authentication procedures described in TS 33.234 [7].

In addition to the information according to TS 33.234, an indication for the type of selected access is contained in initial AAA messages received at the 3GPP AAA server.
****** End of changes ********
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