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Abstract of the contribution: This contribution discusses possible solution approaches for location privacy support in local breakout scenarios.

1. Introduction

S2-075208 discusses the importance of local breakout for delay-sensitive services and concludes that local breakout as per the current EPS specification cannot fulfil the location privacy requirement stated in TS22.278. This contribution discusses two solution approaches to support simultaneous local breakout and location privacy for media sessions within the EPS (e.g., between two UEs).

2. Discussion

Section 9.3 of TS22.278 lists the privacy requirements for the evolved 3GPP system architecture. One of the requirements says that “It shall be possible to provide no disclosure, at any level of granularity, of location, location-related information, e.g. geographic and routing information, or information from which a user’s location can be determined, to unauthorised parties, including another party on a communication”. 

The requirement to ensure location privacy in the context of IP is to hide from unauthorised parties the relation between an UE IP address that is related to the UE’s location (e.g., an address topologically belonging to the current access network or VPLMN) and any information that identifies the corresponding user. Since eavesdropping of user plane data is typically not possible in 3GPP networks due to secure access links or secure tunnelling to an ePDG, the most important potentially unauthorised party is the communication partner. The identity of the user can in many cases easily be obtained by the communication partner, e.g., from the SIP URI during the call setup or from the conversation or answering machine during a voice call or from the image during a video call. Hence, it is important to hide an UE IP address topologically belonging to the UE’s current access network or VPLMN from an unauthorised communication partner.

One approach to achieve that is to use network address translation (NAT). The network can substitute the IP address in data packets sent by the UE. This approach seems simple and is transparent to the UE, however, such an approach has some issues. First, depending on the application, the NAT gateway may need to be modified, which may be an obstacle for the introduction of new applications. Second, one advantage of IPv6 deployments is to get rid of network address translation, which means that this solution should only be applied to IPv4 sessions. 

A better alternative is to use tunnelling instead of address translation. The media session endpoint address can be the PDN address anchored at the HPLMN, just as in the home routed case. For local breakout, the data traffic can be tunnelled between the PDN-GWs of VPLMNs if both users are roaming or between the PDN-GWs of HPLMN and VPLMN if only one user is roaming (see Figure 1). 

This approach does not require network address translation, works independent of the access network and the used interface (S2a, S2b, S2c, S5), and can support session continuity when the UE moves from its HPLMN to a VPLMN with simultaneous location privacy and local breakout support. The additional overhead introduced by tunnelling between VPLMNs is not considered to be a significant problem, since it is not over-the-air overhead.
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Figure 1: Local breakout with location privacy support 
if a) one of the users is roaming or b) both users are roaming

3. Proposal

For local breakout with location privacy support it is proposed to follow a solution approach that uses HPLMN-anchored PDN addresses for the media session and tunnelling between the PDN-GWs in the VPLMNs of two roaming UEs or between the PDN-GW in one UE’s VPLMN and the PDN-GW in the other UE’s HPLMN if one UE is roaming. How a tunnel between PDN-GWs of VPLMNs or between PDN-GWs of HPLMN and VPLMN can be setup is FFS.












































































































































































3GPP

SA WG2 TD


