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Abstract of the contribution:

This contribution proposes to agree on a way forward on the S2c security model to guarantee timely completion of 3GPP TS 23.402.
1. Introduction

A long e-mail correspondence has developed between SA2 and SA3 over the past 6 months on the topic of S2c security. This paper summarizes this correspondence and proposes that SA2 takes a decision.
2. Background
The following excerpts from the SA2/SA3 LS correspondence are reported for information.


S2-072985 (S2#58 ad hoc, June 2007): From an architecture perspective SA2 has concluded that there would be relevant benefits selecting IPsec as the solution to protect DSMIPv6 signaling in the Evolved Packet System. […] Before adopting this approach, and definitely ruling out RFC4285, SA2 would like to check whether SA3 would have any concerns with this choice […]
S2-073174/S3-070623 (SA3 #48, July 2007): During the discussions, some security concerns were raised against the RFC4285, but the discussion could not be concluded at this meeting. SA3 did not identify any security concerns specifically with the IPSec based solution, but concerns about the complexity were raised […] 


S2-073947 (S2#59, August 2007): SA2 would like to encourage SA3 to take a decision on the security model to be used with DSMIPv6 over the S2c reference point, as a number of procedures in TS 23.402 are depending on that and further delays might negatively impact the scheduling of SA2 work on the Evolved Packet System (EPS). […] No issues of complexity of the IPsec based solution have been raised so far in SA2

S2-074xxx/S3-070845 (SA3 #49, October 2007): SA3 does not have any security concerns with the use of IPsec and IKEv2 to secure Dual-Stack Mobile IPv6 (DSMIPv6) signaling messages between the UE and the PDN GW. [….] from SA3 point of view the decision on which solution to use is more of an issue of performance, complexity, architectural and standards development […] SA3 hopes that it is acceptable to SA2 that SA3 will take a decision on the issue at the SA3 ad-hoc meeting in December. If such a delay is unacceptable with respect to the SA2 work schedule, SA3 could accept either the IPsec approach or the MIP options approach from a security point of view.
3. Proposal
Based on the above information, on the overall EPS schedule and on the current status of TS 23.402, it is proposed that SA2 agrees on the solution based on IPsec and IKEv2, in order to complete the work on the S2c attach, detach and handover flows on time for inclusion in Release 8.

Appendix A captures this working assumption in TS 23.402.
Annex A

<<< BEGIN OF FIRST CHANGE TO 23.402 >>>

5.1.1.3
Protocol options for S2c

The following protocol shall be supported on S2c:

-
DSMIPv6, with IPsec and IKEv2 used to secure mobility signaling, as specified in RFC4877 [22]
Editor's note: Support for MIPv4 CCoA mode is considered for further study.

The figure below illustrates the control plane for Mobility Management (MM) and the user plane.
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Figure 5.1.1.3-1: Protocols for MM control and user planes of S2c for the DSMIPv6 option

Legend:

-
According to terms defined in MIPv6 RFC3775 [14], the functional entities terminating both the control and user planes are denoted MN (Mobile Node) in the UE, and HA (Home Agent) in the Gateway.

-
The MM control plane stack is MIPv6 RFC3775 [14] with Dual Stack Extensions [10] over IPv6. IPv6 packets may be encapsulated in IPv4 when an IPv4 transport network is employed.

-
The user plane carries remote IPv4/v6 packets over either an IPv4 or an IPv6 transport network.

-
The tunnelling layer implements IP encapsulation applicable for MIPv6 as defined in RFC3775 [14]. In some cases the tunnelling layer may be transparent.

<<< END OF FIRST CHANGE TO 23.402 >>>
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