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Abstract of the contribution:

This contribution proposes a solution to manage PCRF selection in the scenario where the UE attaches to a trusted non-3GPP access using the S2c reference point.
1. Introduction

Annex D of TS 23.402 specifies the initial attach procedure in a trusted non-3GPP access with Dual-Stack Mobile IPv6 (DSMIPv6). If PCC-based dynamic policy control is supported, both the non-3GPP Access GateWay (AGW) and the PDN GW are expected to establish a PCC session towards a suitable PCRF in the home domain. The key assumption behind this architecture is that both the PCC sessions are terminated on the same PCRF, and this is not trivial to achieve in case multiple PCRFs are deployed in the home domain.

This contribution proposes a PCRF selection approach that can solve that issue relying on the AAA infrastructure of the operator, in a way much similar to PDN GW selection for non-3GPP accesses, as defined in section 5.4.2.1 of TS 23.402.
2. Discussion

Handling PCC-based policy control with S2c requires that the PCC sessions established by the non-3GPP AGW, at network access authentication, and by the PGW, at the reception of the DSMIPv6 Binding Update (BU), are both terminated on the same PCRF. A way to guarantee this, even in case there are multiple PCRFs available in the home domain, is to adopt a PCRF selection mechanism based on the following design principles:

· Upon initial attachment over a trusted non-3GPP access PCRF selection is performed by the non-3GPP AGW relying on AAA routing based on user’s NAI. The identity of the selected PCRF (e.g. in the form of an FQDN univocally associated to it) is then stored in the AAA/HSS. If the UE already had a PCRF assigned (e.g. because it is not doing an initial attachment but it is handing over from another access), the AAA/HSS just retrieves the previously stored PCRF information and delivers it to the non-3GPP AGW as part of the AAA exchange carried out for network access authentication, so that the non-3GPP AGW does not have to re-select the PCRF.

· The AAA/HSS delivers the identity of the selected PCRF to the PDN GW as part of the AAA exchange for DSMIPv6 Security Association establishment. Exploiting standard features already supported by the Diameter protocol, that identity information can be used by the PDN GW to force routing of PCC session establishment messages towards the specific PCRF that was designated to serve the UE.
The overall procedure in case of initial attachment over a trusted non-3GPP access is detailed in Figure 1. Here is a description of the involved steps:
1)
The UE performs network access authentication in the non-3GPP access, which involves a AAA exchange with the AAA/HSS. If PCC is supported, the AAA/HSS piggybacks to the non-3GPP AGW the a permanent or temporary NAI univocally associated to the UE. Delivering such NAI in the AAA exchange is needed since, depending on the employed authentication method, the NAI provided by the UE during network access authentication may be hidden to the non-3GPP AGW (e.g. it may be ciphered between the UE and the AAA/HSS).
2)
As soon as the UE undertakes IP address configuration in the visited access, the non-3GPP AGW establishes the PCC session with the PCRF. To that purpose, the non-3GPP AGW relies on AAA routing based on the user's NAI for reaching a suitable PCRF in the home domain. The PCRF that gets ultimately contacted by the non-3GPP AGW registers its FQDN with the AAA/HSS, that keeps that information associated with the user’s NAI. The interface to be used by the PCRF to register its FQDN with the AAA/HSS is FFS.
3)
The UE establishes the DSMIPv6 security association with the designated PGW. Regardless of the employed DSMIPv6 security model (i.e. IPsec/IKEv2 or RFC4285), this involves a AAA exchange between the PDN GW and the AAA/HSS. As part of this exchange, the AAA/HSS piggybacks to the PDN GW the FQDN of the PCRF that is serving the UE, that is assumed to resolve to just one PCRF, and the NAI to be used for establishing the PCC session with it.

4)
At the reception of the DSMIPv6 BU, the PDN GW establishes the PCC session with the PCRF. To that purpose, the PGW exploits the NAI and the FQDN collected in step 3. If the PGW is a peer of the PCRF identified the FQDN provided by the AAA/HSS, it can directly forward the indication of IP-CAN session establishment to that host. Otherwise the request is routed based on the destination realm extracted from the user’s NAI, but the PGW inserts in the message also the FQDN received from the AAA/HSS, to make sure that it is routed exactly to the PCRF identified by that FQDN, even in case there are multiple Diameter agents (proxies, redirect or relays) on the AAA routing path. This is a standard routing mode supported by the Diameter base protocol, as documented in RFC3588. Essentially the PDN GW has to include in the indication of IP-CAN session establishment both the Destination-Realm AVP, derived from the user's NAI, and the Destination-Host AVP, filled with the FQDN provided by the AAA/HSS.
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Figure 1 – PCRF selection for the S2c reference point
A possible variant of the procedure described above could be that PCRF selection for a certain UE is performed by the AAA/HSS at network access authentication. The identity of the selected PCRF would then be returned by the AAA/HSS to both the non-3GPP AGW and the PDN GW as part of the AAA exchanges for network access authentication and DSMIPv6 Security Association establishment. This solution has the potential drawback of complicating PCRF re-reselection in case the PCRF initially designated by the AAA/HSS rejects the PCC session (e.g. due to an permanent or temporary overload condition).

3. Proposal
It is proposed to adopt the PCRF selection mechanism described in the previous section for the S2c reference point. Annex A implements this proposal in TS 23.402.
Annex A

<<< BEGIN OF CHANGE TO 23.402 >>>

Annex D (Informative): PCC and S2c Interface

D.1
Initial Attach Procedure in Trusted Non-3GPP IP Access with DSMIPv6 for non-roaming case (including network-initiated dynamic policy control)

This section is related to the case when the UE attaches to a Trusted Non-3GPP Access network and host based mobility management mechanisms are used. Dual Stack MIPv6 [10] is used for supporting mobility over S2c interface. 

The S2c attach can be seen to consist of several modules:

A.
The UE sets up local IP connectivity in a Trusted Non-3GPP Access

B.
The UE discovers the HA, and establishes a security association.

Editor’s note:
The details of the security association establishment and Home Address assignment procedures are FFS 

C.
The UE performs a Binding Update with the PDNGW

D.
If Nw-initiated dynamic QoS policy control is supported, and if it is utilized for the S2c SDFs, the PCRF may push specific PCC rules to the Trusted Non-3GPP Access system and the PDN GW, in case the Access System supports PCC.

If no dynamic QoS policy control is required at the time of S2c Initial Attach, module D is not performed. If, however, a specific QoS for a given S2c SDF is desired at a later stage and if dynamic QoS policy control is supported, module D may be initiated at that time.

Figure D.1.1-1 depicts the procedure for the non-roaming case.
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Figure D.1-1: Initial attachment from Trusted Non-3GPP IP Access with DSMIPv6 in non-roaming case (including network-initiated dynamic policy control)

A) Setup of Local IP connectivity

1)
The initial access specific L2 and authentication procedures are performed. If dynamic policy provision is deployed, the AAA/HSS piggybacks to the Trusted non-3GPP Access System the UE identity information (e.g. NAI) to be used for establishing a PCC session with a suitable PCRF in the home domain.
2)
After successful authentication the L3 connection is established between the UE and the Trusted Non-3GPP Access system. As a result of this procedure, an IP address or an IPv6 prefix is also assigned to the UE by the access system (i.e. a Local IP address that will be used as a Care-of Address for DSMIPv6 over the S2c reference point). 

NOTE: 
The access system may complete the step 2 after step 3b. 

3)
If the access system supports PCC-based policy control, the access gateway requests a new PCC session towards the PCRF (3a). The connection between the Trusted non-3GPP Access System and the designated PCRF is established relying on AAA routing based on the UE identity information collected in step 1. The message includes at least the UE IP address, or IPv6 prefix, allocated by the access system and the realm of the home domain, extracted from the UE identity information. The message includes also the IP-CAN type. 


The PCRF that gets ultimately contacted by the Trusted non-3GPP Access System registers its FQDN with the AAA/HSS (3b). 
Based e.g. on the UE identity and user profile, operator’s policies and the IP-CAN type, the PCRF decides on the policy rules and completes the PCC session establishment towards the access gateway (3c) 


If PCC is not supported, these rules are provisioned to the Access System using configuration independent of this procedure

NOTE: 
The nature and content of the rules delivered in step 3a is FFS
NOTE:
The FQDN registered with the AAA/HSS must univocally identify the designated PCRF, which means that it must resolve to just one PCRF.
Editor’s Note: 
Whether the term “IP-CAN type” is appropriate is FFS
Editor’s Note:
The interface to be used by the PCRF to register its FQDN with the AAA/HSS is FFS
B) PDNGW/HA Discovery and HoA Configuration

4)
The UE discovers the PDN GW (Home Agent) as specified in section 5.4.2.1 of TS 23.402. A security association is established between UE and PDN GW to secure the MIP messages between UE and PDN GW. The UE initiates the establishment of the security association, which involves a communication with the AAA/HSS. As part of this exchange, the AAA/HSS piggybacks to the PDN GW the FQDN of the PCRF that is serving the UE and the NAI to be used for establishing the PCC session with it.

Editor's Note:

Generation and provision of credentials, protocols used for Security Association Setup and PDN GW IP Address allocation are FFS. The use of IETF RFC4285 [13] is FFS. When it is used the procedure will be different

C) Binding Update

5)
The UE sends the MIP Binding Update message to the PDN GW as specified in [10]. 


The PDN GW processes the binding update. During the processing the PDN GW performs authentication and authorization of the user based on the information received from AAA infrastructure, and allocates an IP address or IP addresses for the UE.

NOTE 2:
The communication between the PDN GW and the AAA infrastructure during this step is optional, e.g., the PDN GW may have received all needed information for authentication and authorization in step 1.

NOTE 3:
The PDN GW allocates only the type(s) of IP address (IPv6 and/or IPv4) that were explicitly requested by the UE.

Editor's Note:

The details of IP address allocation is FFS.


The PDN GW informs the 3GPP AAA Server of the address of the selected PDN GW.

Editor's Note:

It is FFS whether this step can be avoided, e.g. if the PDN GW address is already known by the AAA/HSS by other means.

Editor's Note:

It is FFS which entity stores the allocated PDN GW IP Address.

6)
If PCC is supported, the PDN GW requests a new PCC session towards the PCRF (6a). The connection between the PDN GW and the designated PCRF is established based on UE identity information and FQDN collected in step 4. The message includes at least the HoA, the CoA, the realm of the home domain, extracted from the UE identity information, and the FQDN of the designated PCRF. The message may also include a permanent UE identity. 


The PCRF decides on the PCC rules and completes the PCC session establishment towards the PDNGW (6b). The PDNGW installs the received PCC rules. 


If PCC is not supported, policy rules may be provisioned independent of this procedure.

7)
The PDN GW sends the MIP Binding Ack to the UE, including the IP address allocated for the UE as specified in [10].

NOTE: 
Whether the message in step 7 can be sent before message 6b is FFS

D) NW Initiated Dynamic Policy Control (optional)

Editor’s Note: 
The content of this section is FFS

8) 
If dynamic provisioning of policy to the PDN GW is supported, the PCRF sends a PCC Provision Decision message to the PDN GW (8a & 8b) and a QoS Policy Rule Provision message to the Access System (8c & 8d). 


For network-initiated dynamic policy control, the PCRF needs to link the Access specific PCC session (in the access gateway) and the DSMIPv6 PCC session (in the PDN GW) belonging to the same UE. This can be done either based on CoA-HoA mapping as informed to PCRF by PDNGW/HA in step 6a or/and by comparing the permanent UE identities given to PCRF in steps 3a and 6a 

Editor’s note:
 The need of the permanent UE identity for this purpose is FFS. In case it is needed, it is FFS how the access system is informed of the permanent UE identity

<<< END OF CHANGE TO 23.402 >>>
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