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Abstract of the contribution:

This paper aims to clarify the initial attach procedure on S2b with PMIPv6 for roaming through visited S-GW. It discusses how to realize this scenario, particularly about some details of S-GW/P-GW selection.
Discussion
In the home routed roaming case where an S-GW act as a local anchor for non-3GPP access, The following two PMIP tunnels shall be established if S8a is used as roaming interface:
1) The PMIP tunnel between the non-3GPP AGW/ePDG and the Serving GW 
2) The PMIP tunnel between Serving GW and PDN GW. 
For the first PMIP tunnel, the ePDG/AGW is the MAG which needs to know the address of Serving GW; for the latter, the Serving GW is the MAG which needs to know the address of PDN GW, i.e. in order to send PBU to the P-GW via the S-GW, it’s essential that the ePDG/AGW need to know the S-GW's address, and the S-GW needs to know the P-GW's address. If we look at the current attachment procedure for home routed roaming case with S-GW as a local anchor, only the information of P-GW is sent to the ePDG/AGW from 3GPP AAA Proxy. Two issues are raised then: how the non-3GPP network (MAG) gets to know the S-GW's address and how the Serving GW gets to know the P-GW's address. 
There are two schemas for the issues.
1) Non-3GPP network (MAG) informs S-GW of P-GW address
In current procedure, P-GW information is transferred to non-3GPP networks as part of authentication/authorization reply from the 3GPP AAA Server. If S-GW selection is performed by non-3GPP network or the 3GPP AAA Proxy by sending the S-GW address to the non-3GPP network with the P-GW address , non-3GPP network must pass P-GW information (e.g. P-GW address or P-GW identity) to S-GW, and then S-GW can send PBU to P-GW based on the information from the non-3GPP network.
Defining a new mobile option to contain the P-GW address in PBU message is a feasible solution.
2) In authentication reply, 3GPP AAA Proxy replaces P-GW information with S-GW address
When the 3GPP AAA Proxy gets authentication reply from the 3GPP AAA Server, it can determine whether S-GW is needed or not based on roaming agreement and subscriber data. If yes, the 3GPP AAA Proxy selects a S-GW based on network topology (relationship of non-3GPP network and S-GW), load balance and etc. Then the 3GPP AAA Proxy replaces P-GW information with S-GW address in authentication reply and sends it to non-3GPP network. And the 3GPP AAA Proxy informs the selected S-GW of the P-GW information (maybe 3GPP AAA Proxy performs P-GW selection function and sends P-GW address to S-GW). When non-3GPP network gets the authentication reply, it derives the gateway address and sends PBU to the gateway. If 3GPP AAA proxy decides a visited S-GW is not needed for the roaming case, 3GPP AAA proxy will send the P-GW address to the MAG, the MAG then send PMIP registration directly to the P-GW. From the view of non-3GPP network, it just knows its anchored gateway and establishes PMIP tunnel with it whether in roaming scenario or non-roaming scenario.
The procedure is described below:

· 3GPP AAA Proxy receives authentication reply from 3GPP AAA Server/HSS that contains the information of selected P-GW, e.g. IP addresses of P-GW or FQDN, etc. If the P-GW selection function is located in 3GPP AAA proxy, it can select a P-GW. 
· If the S-GW is needed, 3GPP AAA Proxy selects one S-GW based on, e.g. the information of the P-GW, load balance, network topology, operators' policies, etc.

· 3GPP AAA Proxy sends authentication replay to non-3GPP network. If the S-GW is selected, the P-GW information in authentication reply is replaced by S-GW address.
· If the S-GW is selected, 3GPP AAA Proxy informs the S-GW of the selected P-GW.

· The MAG of the Non-3GPP access network derives the gateway address from authentication reply and sends PBU to the gateway.
· The MAG of the Non-3GPP access network sends PBU message to the S-GW

· The S-GW sends PBU message to the P-GW.
Analysis

Advantages and disadvantages of both schemas 
There are some disadvantages of the first solution. 
1) It needs to define a new mobile option in IETF and each non-3GPP network which wants to access to EPC must comply this extension. 
2) Non-3GPP networks must know some details of the VPLMN and HPLMN. It should know whether the S-GW is needed or not and how to select an S-GW if the MAG receives information of both P-GW and S-GW. That may lead to much configuration work burden. So it is better for VPLMN and HPLMN to hide this complexity for the non-3GPP networks. 
The advantages of the second solution are:
1) The configuration and network topology of the EPC are transparent to non-3GPP networks, and they just receive the address of one gateway and create connection to it. The non-3GPP network just has user plane functions. 
2) Second, the extension to PBU message is not needed that puts less dependency on draft work of IETF and reduces risks of standard works.
Conclusion

Based on above discussion, it is proposed Serving GW selection function is in AAA proxy for non-3GPP access. And the above schema 2 is proposed to be used in the attach procedure.

 Proposal

It is proposed to do the modification of 3GPP TS 23.402 as following:
******************************Begin of the first modification********************************

5.4.2.x Serving GW Selection Function for non-3GPP Accesses

The S-GW selection function allocates an S-GW that acts as a local anchor for non-3GPP access in home routed roaming case. The Serving GW selection function is located in 3GPP AAA Proxy. If an S-GW is needed for non-3GPP access in the visited network, the 3GPP AAA proxy will select an S-GW for the UE. The selection uses the selected P-GW information (which is described in Section 5.4.2.1) and possibly additional criteria e.g. load balance, network topology, operators' policies, etc. 
******************************End of the first modification********************************
*****************************begin of the second modification**************************************** 
5.4.2.4.3
Initial Attach procedure with PMIPv6 for roaming case with home routed traffic anchored by visited Serving GW
In the case of home routed traffic in the roaming case with anchor in visited Serving GW, PMIPv6 [8] is used to setup PMIPv6 tunnels between the Serving GW and the PDN GW (i.e. S8b) and between the ePDG and the visited Serving GW (i.e. S2b) . It is assumed that the MAG is collocated with visited Serving GW for the PMIPv6 procedure between the Serving GW and the PDN GW and with the ePDG for the PMIPv6 procedure between the ePDG and the Serving GW. The IPsec Tunnel between UE and ePDG provides a virtual point-to-point link between the UE and the MAG functionality on the ePDG.


[image: image1]

Figure 5.4.2.4.3-1: Initial attachment when Network based MM mechanism are used over S2b for Home Routed Roaming with anchored by visited Serving GW

NOTE:
Before the UE initiates the setup of an IPsec tunnel with the ePDG it configures an IP address from an untrusted non-3GPP access network. This address is used for sending all IKEv2 [9] messages and as the source address on the outer header of the IPsec tunnel.

1)
The IKEv2 tunnel establishment procedure is started by the UE. The UE may indicate in a notification part of the IKEv2 authentication request that it supports MOBIKE. The ePDG IP address to which the UE needs to form IPsec tunnel is discovered via DNS query as specified in section 5.4.2.2. After the UE is authenticated, UE is also authorized for access to the APN. The procedure is as described in 3GPP TS 33.234 [7]. The PDN Gateway address is determined at this point as described in section 5.4.2.1. The 3GPP AAA Proxy selects an S-GW, then replaces the P-GW information with the S-GW address.   The Serving GW address is returned as part of the reply from the 3GPP AAA Proxy to the ePDG.  
1a)  3GPP AAA Proxy informs the S-GW of the P-GW address with MN-NAI.
2)
The ePDG sends the Proxy Binding Update message to the Serving GW. The proxy binding update message shall be secured.


Editor's note:
How the Proxy Binding Update message is secured is FFS.

3)
The visited Serving GW processes the proxy binding update and creates a binding cache entry for the UE.  Then the visited Serving GW sends the Proxy Binding Update message to the PDN GW using its own address as the MAG address.  The proxy binding update message shall be secured. Note that the binding cache entry on the Serving GW does not yet have the UE's IP address information.  This information will be added to the binding cache entry after step 4.

Editor's note:
How the Proxy Binding Update message is secured is FFS.
Editor's note:
Whether the visited Serving GW should inform the visited 3GPP AAA server that it is serving the UE is FFS.  It is FFS which entity stores the allocated Serving GW IP Address.
4)
The selected PDN GW informs the 3GPP AAA Server of the PDN GW address.
Editor's note:
It is FFS whether this step can be avoided, e.g. if the PDN GW address is already known by the AAA/HSS by other means.

5)
The PDN GW processes the proxy binding update and creates a binding cache entry for the UE.  The PDN GW allocates an IP address for the UE. The PDN GW then sends a proxy binding ack to the Serving GW, including the IP address allocated for the UE.  Once the Serving GW processes the proxy Binding Ack, it stores the UE's IP address information in the binding cache entry.

NOTE:
If UE requests for both IPv4 and IPv6 addresses, both are allocated.  If the UE requests for only IPv4 or IPv6 address only one address is allocated accordingly.

Editor's note:
It is FFS which entity stores the allocated PDN GW IP Address.

6)
After the Proxy BU/Proxy BAck is successful, there is a PMIPv6 tunnel setup between the Serving GW and the PDN GW.
7)
The ePDG continues with the IKE_AUTH exchange.

8)
The ePDG sends the final IKEv2 message with the IP address in IKEv2 Configuration payloads.  The IP address sent in the IKEv2 configuration payload is the same address that the ePDG received in the Proxy Binding Ack message.

9)
IP connectivity from the UE to the PDN GW is now setup. Any packet in the uplink direction is tunnelled to the ePDG by the UE using the IPSec tunnel. The ePDG then tunnels the packet to the visited Serving GW. The visited Serving GW then tunnels the packet to the PDN GW. From the PDN GW normal IP based routing takes place. In the downlink direction, the packet for UE (HoA) arrives at the PDN GW. The PDN GW tunnels the packet based on the binding cache entry to the visited Serving GW. The visited Serving GW tunnels the packet based on the binding cache entry to the ePDG. The ePDG then tunnels the packet to the UE via proper IPsec tunnel.

Editor's note:
How the Serving GW maps the two PMIPv6 tunnels, one from the ePDG to the Serving GW and one from the Serving GW to the PDN GW based on the UE's address is FFS.
*********************end of the second modification****************************************

UE





ePDG





PDN GW





HSS/AAA





1. IKE_AUTH Authentication





2. Proxy BU ( MN-ID, IP Addr Req)





4. Update PDN GW Address











9. .PMIP Tunnel





5. Proxy Binding Ack (IP Addr)





7. IPSec tunnel setup completion





8. IKEv2 (IP Address Configuration)











9. .IPSec  Tunnel





Serving GW GW





3GPP AAA Proxy





1. Authentication and Authorization





3. Proxy BU ( MN-ID, IP Addr Req)





6. Proxy Binding Ack (IP Addr)











9. .PMIP Tunnel





1. Authentication and Authorization





1a. P-GW information





1. Authentication and Authorization





9. .PMIP Tunnel











6. Proxy Binding Ack (IP Addr)





3. Proxy BU ( MN-ID, IP Addr Req)





1. Authentication and Authorization





3GPP AAA Proxy








Serving GW GW





9. .IPSec  Tunnel











8. IKEv2 (IP Address Configuration)





7. IPSec tunnel setup completion





5. Proxy Binding Ack (IP Addr)





9. .PMIP Tunnel











4. Update PDN GW Address





2. Proxy BU ( MN-ID, IP Addr Req)





1. IKE_AUTH Authentication





HSS/AAA





PDN GW





ePDG





UE








3GPP

SA WG2 TD


