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Abstract of the contribution:

In the current 23.402, Clause 5.4.1, the role of authentication and access control to network resources is discussed. This contribution proposes some clarification of that text.

1 Background and Discussion

23.402, Clause 5.4.1 states that

“Non-3GPP access authentication defines the process that is used for Access Control i.e. to permit or deny a subscriber to attach to and use the resources of a non-3GPP IP access which is interworked with the SAE core network.”

The “first half” of this text seems to say that access control to SAE resources is defined by the subscriber’s ability of authentication. It appears unlikely that it is the intention of the above sentence from 23.402. 

Authentication serves the purpose of establishing whether the user/subscriber is who he/she claims to be. Authorization (access control) serves to determine whether the user/subscriber has the right to use (any or all) SAE resources.

 Indeed, the connection between authentication and authorization may in general be rather loose: 

· Even non-authenticated users should probably be authorized to use emergency services.

· A properly authenticated subscriber may be denied any or all resource access due to prioritized usage of the network (e.g. public safety usage).

· Considering that only the subscriber is authenticated, a properly authenticated subscriber may still be denied access due to usage of a barred terminal type or identity.

· Considering that non-3GPP accesses typically use HPLMN authentication, and that authentication takes place before enabling access security (ciphering/integrity) in the VPLMN, a properly authenticated subscriber could in principle be denied access due to non-compatible security capabilities in terminal and access network. 

The second half of the above text continues with “…permit or deny use [of] the resources…”. It is clear that a properly authenticated subscriber may be restricted only to certain resources or certain constraints on the usage. In particular, if the network uses a Single Sign-On (SSO) solution to IP based services which is based on access authentication (which is in the case in e.g. “Early IMS”, 33.878) it is clear that an explicit, per-service authorization needs to be performed. Hence the second part is unclear on exactly which resources that can be accessed, based on access authentication.

2 Conclusion and Proposal
It is proposed to update TS 23.402, Clause 5.4.1, as indicated below: 
*** Beginning of first change ***
5.4.1
Access Authentication

Non-3GPP access authentication is an important basis for the process that is used for Access Control i.e. to permit or deny a subscriber to attach to a non-3GPP IP access which is interworked with the EPC network. Authentication also serves as a general basis for authorization of usage of the network resources. Non-3GPP access authentication signalling is executed between the UE and the 3GPP AAA server/HSS. The authentication signalling may pass through AAA proxies.

If 3GPP based access authentication is required, it is executed across a Wa*/Ta* reference point as depicted in the EPS architecture diagram. Following principles shall apply in this case -
-
Transport of authentication signalling shall be independent of the non-3GPP IP Access technology.

-
Access authentication signalling shall be based on IETF protocols, for e.g., Extensible Authentication Protocol (EAP) as specified in RFC 3748 [11].

-
Access authentication signalling procedures shall be based on the I-WLAN Access Authentication procedures described in TS 33.234 [7].

*** End of first change ***
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