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1. Abstract
This contribution discusses the issue of location privacy. It points out the potential risk of location privacy to operator controlled end to end services in an IP based wireless telecommunication system (e.g. IMS over EPS). Then it further addresses the impact of location privacy on the architecture of EPS.
2. Problem Description
In traditional cellular systems, e.g. GSM, end to end media data (voice) routing is achieved with a ‘network based’ manner which means an end user will not be able to get any location information of the peer end. People took it granted that using mobile phone will definitely get good geographical location privacy. 

When the network evolutes to all IP network (e.g. IMS/EPS), an UE will get the IP address of peer end via SIP signalling to establish a media connection. According to the allocation method, an IP address prefix is related to a specific geographical location and this relationship can be queried from a global database (Many web servers can provide this kind of query service today). That is, the user is capable to get the geographical location of peer end if he/hse can get the IP address prefix of peer. So the location privacy may be a problem in IP network.

Take a look at the situation in internet today, some end to end mode applications, e.g. Instant message system, have similar traffic mode. Actually, special instant message clients with cracked software can be obtained easily on internet; these cracked clients are capable of showing the IP address and geographical location of online friends on your instant message system. Fortunately, in cyber world, people usually just know the virtual ID of his/her online friend, but doesn’t know who he/she is in real world. Therefore the harm to location privacy on internet is limited and can be accepted by people.

But in mobile network, a user usually knows who the peer end user is in real world. If this user gets the geographical location of peer end simultaneously without authorization, it may be a threat against the peer end user’s security or business benefit in some scenarios. 

For example:

· Anybody can call a person anonymously to detect whether he/she is now in his/her home city or not.
· A person can call his/her business partner to detect whether his/her partner is in a specific city.

It can be foreseen that handsets with ‘cracked’ software which is capable of showing the IP address and geographical location of calling peer end user can be obtained in future if IP based wireless telecommunication system can not provide the location privacy protection capability.

In TS22.278 [1], the requirement of location privacy is confirmed by SA1 as following:
----------------Start of reference in TS 22.278----------------

9.3
Privacy requirements

The evolved 3GPP system shall provide several appropriate levels of user privacy including communication confidentiality, location privacy, and identity protection.

The privacy of the contents, origin, and destination of a particular communication shall be protected from disclosure to unauthorised parties.

The evolved 3GPP system shall be able to hide the identities of users from unauthorised third parties.

It shall be possible to provide no disclosure, at any level of granularity, of location, location-related information, e.g. geographic and routing information, or information from which a user’s location can be determined, to unauthorised parties, including another party on a communication.

----------------End of reference in TS 22.278------------------

In latest TR 23.882 [2], the requirement of location privacy is described as one of high level principles of EPS as following (section 5 Requirements on the Architecture):

----------------Start of reference in TR 23.882----------------

37 The mobility management shall be able to provide location hiding capabilities without increasing system complexity. The location hiding capabilities may be provided differently per operator (e.g. applied for all users, only for the required users, not required at all). The mobility management shall also be able to enable location privacy protection when to users who require this privacy service, and in this case local breakout and route optimization support might be disabled.

----------------End of reference in TR 23.882------------------

In TR 23.882, it suggests a solution of implementing location hiding capabilities by disabling local breakout and route optimization. We think this solution has several obvious disadvantages:

1) As analysis above, the location privacy is very important not only to those VIP users but also to common users, therefore in some countries, it is possible that the location privacy protection is required by the Laws of individual countries and regional institutions to be applied for all of users as a mandatory restriction to wireless telecommunication system. In this case, local breakout and route optimization can not be applied in whole network. The media traffic of roaming users has to be routed through home network and increases the load of IP backbone between PLMNs.

2) Detour routing will lead to higher packet transfer delay and result in bad user experience for delay sensitive services such as VoIP.

3) If the quality downgrade of audio and video due to detour routing can be detected by the user, an experienced user still can determine that the peer end is not in his/her home area.

4) It seems that location privacy and local breakout & route optimization are contradicted with each other. While, it is not true. Some kind of solution without much complexity can be achieved.
So we think the indicated solution for location privacy in TR23.882 is not good enough, especially for real time end to end services.
3. Further discussion
Services provided in mobile network can be divided into 3 major cases base on the traffic mode:

Case 1: UE to operator controlled server services
Case 3: Non operator controlled services (internet or corporate VPN)
Case 2: Operator controlled UE to UE (end to end) services

Case 1: In this case, operator controlled application server may require the identity of UE which is related to user’s personal information in real world, e.g. MSISDN, to authenticate user. But usually the operator is regarded as a trusted part in communication. Therefore case 1 should not be regarded as a matter to location privacy

Case 2: In this case, the mobile network just provides UE a bit pipe to access the 3rd party application server or terminal on internet. Though this server or terminal may get the IP address of the UE, but the server or terminal usually can not associate the IP address to the personal information of UE, unless the user would like to provide his/her information to them (just like the situation of instant message system on internet). Further more, since this service and server are out of operator’s control, the operator may have no responsibility in law to prevent user’s personal information from leaking via 3rd part service providers. It seems that case 2 should not be regarded as major risk to location privacy in the scope of mobile network.

Case 3: In this case, the UE will get the IP address of peer UE and be capable to get the geographical location of peer end user according to the prefix of IP address. And usually the UE knows the personal information of peer end user in real world. Hence we can make a conclusion that case 3 is the major risk for location privacy. 
Unfortunately, usually the services of case 3 are completely provided by mobile network operators. Hence the operators have responsibility to protect end user’s location privacy against being revealed without authorization by peer end user. If future mobile network can not provide operator the capability to control this feature, while country laws require operators to provide this function mandatorily, it may be a problem to the operators.
If the location privacy requirement even in case of local breakout is confirmed as a mandatory requirement for EPS, the solution for it needs to be re-considered.
4 Conclusion
Based on the analysis above, it can be concluded as below:
1) It is important for the IP based mobile network to support local breakout and location privacy simultaneously, especially for those operator controlled end to end services, e.g. VoIP.

2) Consider the impact on the architecture of network, the solution for requirements of supporting local breakout and location privacy simultaneously should be defined in stage 2 of EPS.
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