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1. Introduction

SA3 thanks SA2 for their LS on the proposed architecture for the Evolved Packet System specifically the use of Dual-Stack Mobile IPv6 (DSMIPv6) signaling messages between the UE and the PDN GW on the S2c reference point. 

We note that SA2 needs to know the approach for securing Dual-Stack Mobile IPv6 (DSMIPv6) signaling messages between the UE and the PDN GW (S2c reference point) SA3 also notes SA2 conclusion regarding the architectural benefits of using IPsec, as specified in RFC4877, compared to the use of the Authentication Protocol, as specified in RFC4285. 
SA3’s TR 33.922 contains four different methods for bootstrapping security for Mobile IP signalling.  The goal of all four methods is to establish a security context, and in particular, keys between the UE and the Home Agent. The first three methods use shared key approaches; the fourth method relies on IKEv2 with EAP for client authentication and IPsec. 

1. RFC3957 used in conjunction with GBA: In this method, the AAA server takes the role of a NAF. Distribution of the key to the HA is done by means of DIAMETER Mobile IP extensions. It is explicitly stated in section 7.3.2 that this section applies only to MIPv4. (Section 7.3.2 of TR33.922)

2. Use GBA to generate MN-HA key: In this method, the Home Agent takes the role of a NAF. Distribution of the key to the HA is done by means of the Zn interface. (Section 7.3.3 of TR33.922)

3. Use partial GBA to derive MN-HA Keys: In this method, there is no NAF. Only the Ub and Zh interfaces of GBA are used. Distribution of the key to the HA is done by means of DIAMETER Mobile IP extensions., based on the new Internet-Draft “draft-ietf-dime-mip6-split-03” is taken into account. (Section 7.3.4 of TR33.922)

4. IKEv2: This method relies on IKEv2 with EAP for client authentication and IPsec as specified in RFC 4877. This only applies to MIPv6 (Section 7.3.5 of TR33.922)

SA3 has just commenced evaluation of these four methods and have noted SA2’s conclusion that there would be relevant architectural benefits selecting IPsec as the solution to protect DSMIPv6 signaling in the Evolved Packet System with the IPsec Security Association between the UE and the PDN GW dynamically established using IKEv2 and will take this into account in its analysis.
During the discussions, some security concerns were raised against the RFC4285, but the discussion could not be concluded at this meeting. SA3 did not identify any security concerns specifically with the IPSec based solution, but concerns about the complexity were raised. 

Furthermore, SA3 wondered whether solutions for MIP v4 were also discussed by SA2. If so, SA3 would like to be informed by SA2 whether concerns with such a solution were raised which were similar to the ones against RFC 4285. SA2 is certainly aware that a solution based on IKEv2 / IPsec is not available for MIP v4. It was mentioned that it would be desirable to have similar solutions for MIP v4 and MIP v6. This should not rule out, of course, to have separate solutions for MIP v4 and MIP v6 if there are sufficient benefits in such an approach.  

SA3 plans to continue the analysis and progress the work as part of the TR 33.922 and to keep SA2 updated of any progress. The most recent version of TR 33.922 can be found in S3-070666.
3. Actions:

To SA2:

· To take note of the ongoing work of SA3 described in TR 33.922 on establishment of a security context between the UE and the Home Agent. 
· To keep SA3 informed of any progress, in particular with respect to MIP v4. 
4. Dates of Next TSG-SA WG3 Meetings:
SA3#49
8th – 12th October 2007
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