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1. Overall Description:

SA3 thanks RAN3&SA5 for LS on Security about Home NodeB. SA3 can provide following answers to the issues raised by RAN3 and SA5.

1. When a Home NodeB, possibly owned by a third party, is introduced into the PLMN network, does SA3 see a need for authenticating the Home NodeB?
Answer: Authentication of Home NodeB to the Serving Network, as well as Serving Network to the Home NodeB is needed and required to ensure overall security of the 3GPP system. As far as authentication when first connected, the security will need to be maintained, perhaps by maintaining  a security context between Home NodeB and rest of network. SA3 is currently specifying security mechanisms for S1 interface, which may be applicable to Home NodeB. However, SA3 would also like to add that these answers are not limited to LTE-based Home NodeB's.
2. If so, how shall the Home NodeB be authenticated: (1) only by service domain, (2) only by OAM domain or (3) by service domain and OAM domain respectively?
Answer: Security would be needed between Home NodeB and service domain. Mutual authentication between the Home NodeB and the network in the OAM domain will also be required. As far as authentication when first connected, the security will need to be sustained, perhaps by maintaining a security context between Home NodeB and the OAM domain.
2. Actions:

To RAN3 and SA5: SA3 kindly ask RAN3 and SA5 to take above information into account.

3. Date of Next SA3 Meetings:
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