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Abstract of the contribution: This paper proposes to modify the Attach and Detach Procedures to accommodate multiple PDN scenario.
1. Introduction
Support for Multiple PDN connectivity has been agreed but detailed procedures have not been taken into consideration. This paper proposes to extend the Attach and Detach procedure to support multiple PDN scenario. 
2. Discussion
In S1-071096, SA1 clarified that simultaneous connections to the multiple PDN shall be allowed. It is discussed here how to support multiple PDN in the EPS.
2.1
Multiple PDN connections during Attach procedure
It was agreed that APN is not provided by the UE during the Attach procedure and the default APN is contained in the Subscription Data in the HSS. However, the definition of the default APN is not found in the specification. According to the discussion in S2-072953, default APN is APN for establishing 'default bearer' not for establishing connection to 'default PDN'. Since, in multiple PDN scenario, there are number of the default bearers for multiple PDN, the default APN in the Subscription Data would be more than one when the UE has subscribed to the multiple PDN. Therefore it is proposed here that in order to create a number of default bearers the MME sends multiple Create Default Bearer Request messages if there are multiple PDNs, as part of the Attach Procedure.
It is FFS that all described multiple PDN connections in the Subscription Data should be established during attach procedure according to the following discussion.
2.2
Activation/deactivation of IP connectivity to additional PDNs on demand
Some companies expressed their requirement for activating/deactivating IP connectivity to PDN on demand, i.e. some of default bearers for multiple PDN can be established on demand after the Attach Procedure, depending on the subscription and services such as IMS, Internet Access and Enterprise Network Access, etc. This allows EPC to avoid maintaining the connection information such as TEIDs unnecessarily and to save resources of the EPC entities, e.g. memory. Also it might reduce mobility signalling between the eNodeB, the MME and the Serving GW by keeping the number of established default bearers minimized. However the reduced signalling could be achieved by optimized bearer handling as well (i.e. multiple bearer management with a single message). Dynamic allocation of IP address can also be achievable with on-demand PDN connection.
Samsung believes it is necessary to clarify whether on-demand PDN connectivity needs to be supported in order to understand Multiple PDN support well and raises this issue here.
Pros:

· Efficient IP address management

· Reduced mobility signalling (possibly)

· Reduced resource profile (e.g. memory) in the EPC node

Cons:

· Increased complexity in the terminal and the network.
· No UE-initiated procedure in LTE has been defined.
It would also be necessary to investigate how to support on-demand PDN connection, if we can agree on on-demand IP connectivity to the additional PDN is required. Establishment of a default bearer to the additional PDN would be initiated either by the UE or by the Network. After deactivating the default bearer to a certain PDN, it shall be assumed that IP-CAN session to that PDN is released.
2.2.1
The UE-initiated IP connectivity to the PDN
In this case, the UE requests IP connection to the specific PDN explicitly.

For the IMS service, the user may not only register/deregister to the IMS network but also enable/disable connection to the PDN for the IMS service. While being registered to the IMS network, the user may disable his/her connection to the PDN for internet access in order to prevent any incoming vicious packets or viruses to the terminal. For Enterprise network, the UE can activate the PDN connection to the Enterprise network when it is needed and maximise security to the Enterprise network.
Because no UE-initiated bearer establishment is defined in the EPS, this approach requires defining new procedures for activating/deactivating a default bearer to the requested PDN. This procedure will include UE-provisioned PDN information such as APN.

2.2.2
The Network-initiated IP connectivity to the PDN

In this case, the UE doesn't request PDN connection nor provides PDN information to the network. Additional PDN connection is activated or deactivated in the event of the network. Local Breakout which is controlled by the network falls on this scenario. For instance, the UE registers with the IMS by sending SIP signalling through the first (default) PDN connection. If the UE requests the service requiring high-throughput, such as File Transfer, the network initiates the Local Breakout by activating additional PDN connection. Bearer path optimisation between the users who are located in the same area can be done in similar way. Terminating call may also trigger IP connectivity to the additional PDN likewise.
The UE can request IP connectivity to the additional PDN through the first PDN connection. Access to the enterprise network can be done in this way, e.g. by accessing Enterprise network log-in server which is accessible in public (similar user experience in the existing SSL VPN service).
The procedure would resemble the dedicated bearer activation/modification/deactivation procedure since there is no fundamental difference except QoS between a dedicated bearer and a default bearer.
3. Proposal

It is proposed to modify the Attach and Detach procedure in TS 23.401 to support multiple PDN as proposed in the following. 
It is also proposed to discuss on way-forward to on-demand PDN connectivity management. The following points can be taken into consideration:

1) Necessity of the on-demand PDN connectivity

2) Given that the UE is attached to the EPS (i.e., there is already one or more default bearer),


a) whether to allow the UE to initiate establishment of new default bearer to an additional PDN


b) whether to allow the Network to initiate establishment of new default bearer to an additional PDN

*** Start of 1st Change ***

5.3.2
Attach procedure

A UE/user needs to register with the network to receive services that require registration. This registration is described as Network Attachment. The always-on IP connectivity for UE/users of the EPS is enabled by establishing a default EPS bearer(s) during Network Attachment. The PCC rules applied to the default EPS bearer(s) may be predefined in the PDN GW(s) and activated in the attachment by the PDN GW(s) itself. The Attach procedure may trigger one or multiple Dedicated Bearer Establishment procedures to establish dedicated EPS bearer(s) for that UE. During the attach procedure, the UE may request for an IP address allocation. Terminals utilising only IETF based mechanisms for IP address allocation are also supported.

Editor's note:
The specific triggers for the Dedicated Bearer Activation procedure(s), i.e. the initial step(s) of the procedure, are FFS in this case.
Editor's note: The procedure needs to cover also the case if the old node is an SGSN.
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Figure 5.3.2-1: Attach Procedure
1.
The UE initiates the Attach procedure by the transmission of an Attach Request (IMSI or S‑TMSI and old TAI, UE Network Capability, PDN Address Allocation) message together with an indication of the Selected Network to the eNodeB. IMSI shall be included if the UE does not have a valid S‑TMSI available. If the UE has a valid S-TMSI, S-TMSI and the old TAI associated with S-TMSI shall be included. Selected Network indicates the PLMN that is selected for network sharing purposes. UE Network Capability is described in clause "UE capabilities". If a NAS security association between the UE and the MME already exists, the Attach Request message shall be integrity protected in order to allow validation of the UE by the MME. It is FFS if the Attach Request message, or any individual information elements included in it, may also be encrypted to ensure its confidentiality. The PDN Address Allocation includes the UE IP version information and a PDN address request (requested, not requested).
Editor's note: The eNodeB may need to read S-TMSI/IMSI or other information elements from NAS message (e.g. to derive MME routeing), therefore it is assumed that at least these parts of that message are not encrypted.

Editor's note: It’s assumed that all the radio capabilities of the UE that the eNodeB has to know in order to handle radio resources for this UE are send to eNodeB upon RRC connection establishment.

Editor's note: the details of the meaning of IP version information are FFS.

Editor's note: It's FFS whether the other values of the PDN Address Allocation and related use should be considered.
2.
The eNodeB derives the MME from the S-TMSI and from the indicated Selected Network. If no MME can be derived the eNodeB selects an MME as described in clause 4.3.7.3 on "MME selection function". The eNodeB forwards the Attach Request message to the new MME contained in a S1-MME control message (Initial UE message) together with the Selected Network and an indication of the E-UTRAN Area identity, a globally unique E-UTRAN ID of the cell from where it received the message to the new MME.

3.
If the UE identifies itself with S-TMSI and the MME has changed since detach, the new MME sends an Identification Request (S-TMSI, old TAI) to the old MME to request the IMSI. The old MME responds with Identification Response (IMSI, Authentication Quintets). If the UE is not known in the old MME, the old MME responds with an appropriate error cause. 
4.
If the UE is unknown in both the old and new MME, the new MME sends an Identity Request to the UE to request the IMSI. The UE responds with Identity Response (IMSI).

5.
If no UE context for the UE exists anywhere in the network, authentication is mandatory. Otherwise this step is optional. The authentication functions are defined in clause "Security Function". If performed, this step involves AKA authentication and establishment of a NAS level security association with the UE in order to protect further NAS protocol messages. 

6.
If there are active bearer contexts in the new MME for this particular UE (i.e. the UE re-attaches to the same MME without having properly detached before), the new MME deletes these bearer contexts by sending Delete Bearer Request (TEIDs) messages to the GWs involved. The GWs acknowledge with Delete Bearer Response (TEIDs) message.
Editor's note:
The concept of bearer context needs to be defined.

7.
If the MME has changed since the last detach, or if it is the very first attach, the MME sends an Update Location (MME Identity, IMSI) to the HSS.

8.
The HSS sends Cancel Location (IMSI, Cancellation Type) to the old MME with Cancellation Type set to Update Procedure. The old MME acknowledges with Cancel Location Ack (IMSI) and removes the MM and bearer contexts.

9.
If there are active bearer contexts in the old MME for this particular UE, the old MME deletes these bearer contexts by sending Delete Bearer Request (TEIDs) messages to the GWs involved. The GWs return Delete Bearer Response (TEIDs) message to the new MME.
10.
The HSS sends Insert Subscriber Data (IMSI, Subscription Data) message to the new MME. The Subscription Data contains the Default APN(s). The new MME validates the UE's presence in the (new) TA. If due to regional subscription restrictions or access restrictions the UE is not allowed to attach in the TA, the new MME rejects the Attach Request with an appropriate cause, and may return an Insert Subscriber Data Ack message to the HSS. If subscription checking fails for other reasons, the new MME rejects the Attach Request with an appropriate cause and returns an Insert Subscriber Data Ack message to the HSS including an error cause. If all checks are successful then the new MME constructs a context for the UE and returns an Insert Subscriber Data Ack message to the HSS.

11.
The HSS acknowledges the Update Location message by sending an Update Location Ack to the new MME. If the Update Location is rejected by the HSS, the new MME rejects the Attach Request from the UE with an appropriate cause.

Editor's note:
Further considerations on subscription data handling needed, e.g. if transferred between MMEs, if insertion by separated procedure from HSS necessary or if Steps 10 and 11 can be combined as one message.
12.
The new MME selects a Serving GW as described in clause 4.3.7.2 on  Serving GW selection function and sends a Create Default Bearer Request (IMSI, MME Context ID, RAT type, Default Bearer QoS, PDN Address Information) message to the selected Serving GW. The RAT type is provided in this message for the later PCC decision.
12b.
The new MME sends another Create Default Bearer Request(s) to the selected Serving GW if the Subscription Data contains more than one default APN. Step 13b through step 16b is identical to step 13 through step 16 except that the PDN GW may be different to one in step 14 through step 16.
Editor's note: it is FFS all default bearers for the subscribed PDNs are established during the attach procedure.
Editor's note: it is FFS how static IP address allocation is managed.

13.
The Serving GW creates a new entry in its EPS Bearer table and sends a Create Default Bearer Request (Serving GW Address for the user plane, Serving GW TEID of the user plane, Serving GW TEID of the control plane, RAT type, Default Bearer QoS, PDN Address Information) message to the PDN GW. After this step, the Serving GW buffers any downlink packets it may receive from the PDN GW until receives the message in step 21 below.
Editor’s Note:
It's FFS which entity will select the PDN GW. 

Editor’s Note:
This step is for GTP based S5/S8 reference point, it's FFS for IETF based S5/S8 reference point.

14.
The PDN GW may interact with the PCRF to get the default PCC rules for the UE if PCRF is applied in the network. This may optionally lead to the establishment of a number of dedicated bearers following the procedures defined in clause 5.4.1 in association with the establishment of the default bearer. It is FFS how the establishment of the default and dedicated bearers is synchronized.
The RAT type is provided to the PCRF by the PDN GW if received by the previous message. If the PDN GW/PCEF is configured to activate predefined PCC rules for the default bearer, the interaction with the PCRF is not required (e.g. operator may configure to do this) at the moment.

Editor's note:
It is FFS which kind of information will be provided by the PCRF. 

15.
The PDN GW returns a Create Default Bearer Response (PDN GW Address for the user plane, PDN GW TEID of the user plane, PDN GW TEID of the control plane, PDN Address Information) message to the Serving GW. PDN Address Information is included if the PDN GW allocated a PDN address based on PDN Address Allocation received in the Create Default Bearer Request. The PDN GW takes into account the UE IP Version Information and the policies of operator when the PDN GW allocates the PDN Address Information.

Editor’s Note:
This step is for GTP based S5/S8 reference point, it's FFS for IETF based S5/S8 reference point.

16.
The Serving GW returns a Create Default Bearer Response (PDN Address Information, Serving GW address for User Plane, Serving GW TEID for User Plane, Serving GW Context ID) message to the new MME. PDN Address Information is included if it was provided by the PDN GW.
17.
The new MME sends an Attach Accept (S-TMSI, PDN Address Information(s), TA List) message to the eNodeB. The MME should wait for all responses to the Create Default Bearer Request messages sent in step 12 from PDN before sending the Attach Accept message. S-TMSI is included if the new MME allocates a new S-TMSI. This message is contained in an S1_MME control message Initial Context Setup Request. This S1 control message also includes the security context for the UE, Handover Restriction List and QoS information needed to set up the radio bearer, as well as the TEID at the Serving GW used for user plane and the address of the Serving GW for user plane. The PDN address information(s),  is included in this message. The PDN address information(s) includes PDN connection status if one or more of PDN connections are rejected for some reason. Handover Restriction List contains roaming and area restrictions; its usage is described in clause "Roaming and Area Restrictions".
Editor's Note:
It is FFS how to identify PDN address for each subscribed PDNs in the PDN address information(s).
18.
The eNodeB sends Radio Bearer Establishment Request to the UE and the Attach Accept Message (S-TMSI, PDN address, TA List, PDN Address Information) will be sent along to the UE.
19.
The UE sends the Radio Bearer Establishment Response (FFS) to the eNodeB. In this message, the Attach Complete Message will be included.

20.
The eNodeB forwards the Attach Complete message to the new MME. On the S1_MME reference point, this message is contained in an S1_MME control message Initial Context Setup Complete. This S1 control message also includes the TEID of the eNodeB and the address of the eNodeB used for downlink traffic on the S1_U reference point. 

After the Attach Accept message and once the UE has obtained a PDN Address Information, the UE can then send uplink packets towards the eNodeB which will then be tunnelled to the Serving GW and PDN GW.
21.
The new MME sends an Update Bearer Request (eNodeB address, eNodeB TEID) message to the Serving GW. 
22.
The Serving GW acknowledges by sending Update Bearer Response to the new MME. The Serving GW can then send its buffered downlink packets.
NOTE: Step 21,22 are repeated as long as there is a default bearer which is being established for the UE.
23)
After the MME receives Update Bearer Response in step 22, if an EPS bearer was established, the MME may send an Update Location Request including the PDN GW address to the HSS for mobility with non-3GPP accesses.

24)
The HSS stores the PDN GW address and sends an Update Location Response to the MME.

Editor’s Note: The exact message name which is used to transfer the PDN GW address to the HSS is FFS.
*** End of Change ***
Procedure for management of IP connectivity to additional PDN after Attach procedure.
*** Start of 2nd Change ***
5.3.8.2
UE-initiated Detach procedure

The Detach procedure when initiated by the UE is illustrated in Figure 5.3.8.2-1.
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Figure 5.3.8.2-1: UE-Initiated Detach Procedure
1.
The UE sends NAS message Detach Request (Switch Off) to the MME. Switch Off indicates whether detach is due to a switch off situation or not.
2.
The active EPS Bearers in the Serving GW regarding this particular UE are deactivated by the MME sending Delete Bearer Request (TEID) to the Serving GW. 
3.
The Serving GW sends Delete Bearer Request (TEID) to the PDN GW.
4.
The PDN GW acknowledges with Delete Bearer Response (TEID).

5.
The PDN GW may interact with the PCRF to indicate to the PCRF that EPS Bearer is released if PCRF is applied in the network.
6.
The Serving GW acknowledges with Delete Bearer Response (TEID).
Note: Step 2 through step 6 is repeated until all default bearers are deleted in case of multiple PDN.
7.
If Switch Off indicates that detach is not due to a switch off situation, the MME sends a Detach Accept to the UE.
8.
The MME releases the S1-MME signalling connection for the UE by sending S1 Release Command to the eNodeB with Cause = Detach. The details of this step are covered in the "S1 Release Procedure", as described in clause 5.3.5.
Editor's Note: The step 3,4 are for GTP based S5/S8 reference point, it's FFS for IETF based S5/S8 reference point.
5.3.8.3
MME-initiated Detach procedure

The MME-Initiated Detach procedure when initiated by the MME is illustrated in Figure 5.3.8.3-1.
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Figure 5.3.8.3-1: MME-Initiated Detach Procedure

1.
The MME initiated detach procedure is either explicit or implicit. The MME may implicitly detach a UE, if it has not had communication with UE for a long period of time. The MME does not send the Detach Request (Detach Type) message to the UE in case of implicit detach. The MME may explicitly detach the UE by sending a Detach Request message to the UE. The Detach Type may be set to re-attach in which case the UE should re-attach at the end of the detach process.
2.
Any EPS Bearers in the Serving GW regarding this particular UE are deactivated by the MME sending Delete Bearer Request (TEID) message to the Serving GW. 
3.
The Serving GW sends a Delete Bearer Request (TEID) message to the PDN GW.

4.
The PDN GW acknowledges with Delete Bearer Response (TEID) message.

5.
The PDN GW may interact with the PCRF to indicate to the PCRF that the EPS Bearer(s) are released if a PCRF is configured.
6.
The Serving GW acknowledges with Delete Bearer Response (TEID) message.
Note: Step 2 through step 6 is repeated until all default bearers are deleted in case of multiple PDN.
7.
If the UE receives the Detach Request message from the MME in the step 1, the UE sends a Detach Accept message to the MME any time after step 1.
8.
After receiving the Detach Accept message, if Detach Type did not request the UE to make a new attach, the MME releases the S1-MME signalling connection for the UE by sending an S1 Release Command (Cause) message to the eNodeB with Cause set to Detach. The details of this step are covered in the "S1 Release Procedure", as described in clause 5.3.5.
Editor’s Note: The step 3,4 are for GTP based S5/S8 reference point, it's FFS for IETF based S5/S8 reference point.
5.3.8.4
HSS-initiated Detach procedure

The HSS-Initiated Detach procedure is initiated by the HSS. The HSS uses this procedure for operator-determined purposes to request the removal of a subscriber's MM and EPS bearer at the MME.

It is FFS, if the HSS initiates a detach procedure to update the subscriber's MM context at the MME and to delete the EPS bearer because that the UE‘s accessing RAT is changed from 3GPP to Non-3GPP. 
The HSS-Initiated Detach Procedure is illustrated in Figure 5.3.8.4-1.
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Figure 5.3.8.4-1: HSS-Initiated Detach Procedure

1.
If the HSS wants to request the immediate deletion of a subscriber's MM contexts and EPS Bearers, the HSS shall send a Cancel Location (IMSI, Cancellation Type) message to the MME with Cancellation Type set to Subscription Withdrawn. 

It is FFS whether the Cancellation type can be set to “implicit detach because of UE's accessing RAT changed from 3GPP to Non-3GPP”.

2.
If Cancellation Type is Subscription Withdrawn, the MME informs the UE, that it has been detached, by sending Detach Request message to the UE.

3.
The EPS Bearers in the Serving GW regarding this particular UE are deactivated by the MME sending a Delete Bearer Request (TEID) message to the Serving GW. 
4.
The Serving GW sends Delete Bearer Request (TEID) message to the PDN GW.

5.
The PDN GW acknowledges with Delete Bearer Response (TEID) message. 
It is FFS, If the Cancellation type is set to “implicit detach because of UE ‘s accessing RAT changed from 3GPP to Non-3GPP”, after the PDN deletes the EPS Bearer, the PDN GW should not release the UE’s PDP address of the Bearer. If the Cancellation type is set to “Subscription Withdrawn”, after the PDN deletes the EPS Bearer, the PDN GW should release the UE’s PDP address of the Bearer and assign the PDP address to other UE.
6.
The PDN GW may interact with the PCRF to indicate to the PCRF that the EPS bearer is released if a PCRF is configured.
7.
The Serving GW acknowledges with Delete Bearer Response (TEID) message.
Note: Step 3 through step 7 is repeated until all default bearers are deleted in case of multiple PDN.
8.
If the UE receives the Detach Request message from the MME, the UE sends a Detach Accept message to the MME any time after step 2.
9.
The MME confirms the deletion of the MM contexts and the EPS Bearer(s) with a Cancel Location Ack (IMSI) message.

10.
After receiving the Detach Accept message, the MME releases the S1-MME signalling connection for the UE by sending S1 Release Command (Cause) message to the eNodeB with Cause set to Detach. The details of this step are covered in the "S1 Release Procedure", as described in clause 5.3.5.
NOTE:
Steps 2,8,10 are only for the Cancellation type is set to Subscription Withdrawn.

Editor's Note: The step 4,5 are for GTP based S5/S8 reference point, it's FFS for IETF based S5/S8 reference point.
*** End of Change ***
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