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1
Introduction
This contribution is discussing potential UE and Network Identities in SAE. More detailed proposals are made on how the identities are allocated and used. At this point the focus is on identities for 3GPP accesses, but some of the identities can be used for non-3GPP accesses as well, and additional identities can be added if needed. This contribution is submitted to SA2 for discussion and agreement on a new Key Issue for SAE Identities and an initial listing of needed identities.
In addition, the incoming LS from RAN WG2 R2-063025 ask SA2 for SAE&LTE Identities and dependencies to E-UTRAN Identities. It is further proposed that this contribution is used as basis for the response on the LS to RAN WG2.

2
Discussions

2.1
General Assumptions

The following targets are considered with regards to how the identities should be defined:

1. Limiting usage of permanent UE Identities over radio and in eNode B

For end-user privacy reasons it is beneficial to avoid using the permanent UE identities (e.g. SIM / Subscriber identity, User Equipment identity) over the radio to as large extent as possible. Today’s system solves this by allocating temporal identities (e.g. P-TMSI) which are valid as soon as the UE registers to the system. The P-TMSI can together with unused authentication vectors also be stored for detached UEs in order to avoid using the IMSI when the UE returns to the network. Similar mechanism is needed also in SAE.

In some special case e.g. when the UE has not been assigned a P-TMSI, or during node re-start (i.e. when IMSI paging is required), it would still be needed to use permanent UE identities in the Evolved Packet Core and LTE RAN, however this would be only in rare cases which is assumed acceptable.

2. Support 2G/3G/LTE mobility (in Idle, Active mode)

In order to support good inter-working with existing 2G and 3G networks and support features like inter-RAT handover in LTE_ACTIVE and limiting Idle mode signaling in LTE_IDLE it is necessary that an identity allocated in one access is valid also in another access. 

Example: If a UE in UTRAN is assigned a P-TMSI and Routing Area Id it should be possible to by using these identities in SAE / LTE to find the UE context in the source CN. It would also be beneficial if the concept makes it possible to deploy combined CN nodes supporting multiple accesses, so it is important that the eNode B can determine which SAE node should serve a UE that has previously been active in UTRAN.

This requires alignment between the temporary identity concept and tracking area identity concept of SAE / LTE with the P-TMSI and Routing Area Identity of UTRAN/GERAN. 

3. Hiding Network Topology (e.g. nodes, sites) from the UEs and the radio interface

For business and other reasons it may also be beneficial if the identities used over the radio interface and in the terminal cannot be used to determine how many higher layer nodes or sites the operator has deployed etc. An easy way to achieve this is to the hide the node identities into larger UE identities making it difficult to know which part of the UE identity is the node address and which part is identifying the UE context in the node. This has another benefit that is makes it possible to efficiently use the number of bits in the UE identity compared to separate identities for the node and the UE context. These principles are used for UE identities like P-TMSI and U-RNTI today, and can most likely be followed also in SAE.

4.
MME addressing

It is proposed to adopt a MME addressing scheme over S1 which is similar to the existing Iu addressing scheme i.e. where parts of the P-TMSI (i.e. NRI) is used to find the correct MME storing the UE context. The UE will provide the P-TMSI in the initial RRC message when entering a new cell or returning from Idle. The MME identity is unique within an MME pool. 

In the Evolved Packet Core the Tracking Area Identity is also needed to find the MME which the UE belongs to similar to the example described in 2 above.
5.
UE addressing

The UE need identities for different reasons:

· One or more addresses for IP connectivity

· One or more identifiers to differentiate SAE bearers for different services used within PDN connection 
· One identifier to identify the UE (or in this case subscriber) at charging collection

· etc. 
A subscriber identified by an IMSI, shall have one or more network layer addresses for IP connectivity, i.e. IP address(es), associated with the UE it is using. An IP v4 or v6 address may be allocated to an UE either permanently or temporarily during a connection with the network.
In GPRS for GSM and UMTS, an NSAPI is used to identify the different service access points or contexts within one connection to a PDN. In SAE an identifier is needed to identify the different SAE bearers for a specific UE within the default connectivity or for additional PDN connections if possible within SAE. The NSAPI identifier is proposed to be used also for identifying SAE bearers within SAE. If the NSAPI needs extension for this is FFS. 
Main usage of MS-ISDN is for Call Routing in the CS domain of existing GSM/UMTS systems. Another usage of MS-ISDN in the PS domain of GSM and UMTS is to identify a subscriber in charging records, both for offline and online (FBC-based) charging. As the MS-ISDN identifies the subscriber and is a publicly used address for the subscriber (compared to the IMSI which is usually known in public), it is proposed to keep the MS-ISDN for identifier in the charging records. As VCC in SAE is discussed, there may also be a use for MS-ISDN for VCC purposes in SAE, but this is FFS. 
4.
Addressing of different networks
According to 3GPP UMTS standards, the scenario where the UE has access (either concurrently or successively) to several Packet Data Networks or Service Domains is possible, using one or more GGSNs as requested by the UE. Each PDN/Service Domain is identified by an Access Point Name (APN) as defined in TS23.003. The SGSN resolves the APN to an address that identifies a GGSN, and the GGSN can resolve the PDN/Service Domain.. 

Connection to multiple PDNs is a Key issue in TR 23.882, a number of UC’s are defined and an early conclusion based of the listed UC’s is that “… concurrent access to several PDNs/Service Domains appears to be required in SAE.” Being able to connect to different PDN also requires that the different PDNs are possible to identify and to address in order to be able to route the traffic to the correct gateway towards a specific PDN. Therefore a PDN identity is proposed for SAE.
5.
Addressing other network entities

As network identities like HSS in existing 2G/3G networks are connected through SS7 to the SGSN, it therefore have an SS7 routable E.164 identity attached to it. As SAE will have IP based connectivity between all nodes in a SAE network another type of identity is needed for nodes like HSS. This identifier is shall be an identifier which is possible to use address the HSS in the protocols used between the Evolved Packet Core nodes and the HSS, e.g. a URI or an IP address. The same applies also for PCRF nodes.
3
Proposal

The table below proposes some SAE / LTE identities taken the assumption in section 2 into account. It is proposed include a new Key Issue “SAE Identities” to TR 23.882 and to add the tables to new chapter “7.x Key Issue SAE Identities” in 23.882.
____________________- Start of modification - ______________________

7.x Key Issues SAE Identities

7.x.1
Description of issue

The UE and the network entities in an SAE network need different identities for addressing, mobility, connectivity, confidentiality and other reasons.

In GSM and UMTS networks the identities are to a large extent the same. Using the same identities specifically also for LTE accesses would be beneficial from e.g. a UE mobility and identification point of view. In addition new identities are needed for new network entities.

7.x.2
Agreements on SAE Identities

The following table defines the identities UE and the network needed in a SAE network.

Note: Identities identifying connections or tunnel end-points have not been addressed in this contribution except for some specific cases which may have impact on the network architecture.
	UE Identities

	Name
	Allocated by
	Purpose
	Scope
	Used by
	Comment

	IMSI 
	N/A
	Identity of the Subscriber (e.g.  SIM)
	Globally unique
	UE, Evolved Packet Core and NAS/RRC layer (during initial attach). 
	For security reasons the IMSI should not be used/stored in the LTE RAN (except in some rare cases)

	IMEI
	N/A
	Identity of the end user equipment
	Global unique
	UE, Evolved Packet Core and NAS/RRC layer.
	For security reasons the IMEI should not be used/stored in the LTE RAN (except in some rare cases)

	P-TMSI 
	MME
	Temporary UE identity used as an alternative to IMSI
	Unique within a tracking area and MME pool  
	UE, Evolved Packet Core, NAS layer and LTE RAN (for contention resolution and routing of initial NAS messages)
	Part of the P-TMSI is (as today in the RNC) used to identify the MME within a pool of MMEs (NRI concept)

	MS-ISDN
	N/A
	UE Identifier specific for the subscriber
	Globally unique
	UE, Evolved Packet Core, HSS
	Used to identify a subscriber within a charging record.
Usage of MS-ISDN for VCC in Evolved Packet Core is FFS.

	IP address
	SAE Anchor
	UE Identifier used identify the UE connected to an external PDN
	Unique within connectivity to a PDN
	UE, Evolved Packet Core
	The UE need a routable address when connected to and external PDN. The IP address may be a IPv4 or a IPv6 address, and may be a private or public IP address. In case of a private IP address, the IP traffic goes through a NAT before entering the external PDN.

	NSAPI
	3GPP anchor
	Temporary identity identifying SAE bearers within a PDN connection
	Unique with a PDN connection
	UE, Evolved Packet Core
	Separate SAE bearers and services within a PDN connection


	Network Identities

	Name
	Allocated by
	Purpose
	Scope
	Used by
	Comment

	Tracking Area Identity
	N/A
	Network Identity used to identify tracking areas and can also be used to identify a pool of MMEs / SGSNs.
	Unique within a PLMN
	Evolved Packet Core, UE. The tracking area identity is also broadcasted transparently in the LTE RAN.
	Similar to existing Routing Area Identity. 

	MME Identity
	N/A
	Network Identity used to identify MME 
	Unique within a PLMN
	Evolved Packet Core, LTE RAN, UE (indirectly via P-TMSI and Tracking Area Identity)
	In the EPC/Core nw MME/SGSN can (as today) use the old Tracking Area Identity (pool identity) + Parts of the P-TMSI (NRI) to determine which MME/SGSN the UE context is stored in. 

In the LTE RAN the eNode B can (as in the RNC today) use part of the P-TMSI (NRI) to determine which MME in the MME pool that serves a given UE

Based on a combination of TAI and part of P-TMSI (NRI) 

	eNode B Identity
	N/A
	Network Identity used to identify the eNode B
	Unique within a PLMN
	Evolved Packet Core, LTE RAN
	

	eNode B Specific S1/X2 UE Context Identity
	eNode B
	Temporary identity used to identify an S1/X2 signaling connection and UE context for terminals in LTE_ACTIVE.
	Unique within a eNode B
	Evolved Packet Core, LTE RAN
	It is used for signaling over S1/X2 to identify the UE context in the eNode B.



	MME Specific S1 UE Context Identity
	MME
	Temporary identity used to identify an S1 signaling connection and UE context for terminals in LTE_ACTIVE.
	Unique within a MME 
	Evolved Packet Core, LTE RAN
	It is used for signaling over S1 to identify the UE context in the MME.



	UPE identity
	N/A
	Network Identity used to identify the UPE from the LTE RAN
	Unique within a PLMN
	Evolved Packet Core, LTE RAN
	FFS if needed or if the UPE IP address is enough.

	PDN Identity
	N/A
	Identity used to address and route the traffic to the correct gateway towards a specific PDN
	Globally unique
	UE, Evolved Packet Core
	Depending on Multiple PDNs solution

	PCRF Id
	N/A
	Network Identity used to identify the PCRF from the SAE Gw
	Unique within a PLMN
	Evolved Packet Core
	FFS if needed or if the PCRF IP address is enough.

	HSS Id
	N/A
	Network Identity used to identify the HSS from the MME and SAE Gw
	Unique within a PLMN
	Evolved Packet Core
	FFS if needed or if the HSS IP address is enough.


____________________- End of modification - ______________________
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