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1. Introduction

The SAE Authorization architecture should assume that UEs can become infected with malware and subsequently attempt to maliciously access the network. Rather than rely on the reactive selective disablement of functionality in such UEs, it is proposed that the SAE Architecture supports “self-defending” functionality including the proactive assessment of UEs security posture, infection containment and remediation.
2. Requirements

· The SAE Authorization Architecture shall support UE security posture assessment, infection containment and remediation functionality.
3. Key Issue

7.x Key Issue Security Posture Based Authorization
7.x.1 Description of Key Issue Securiry Posture Based Authorization

The SAE Authorization architecture shall assume that UEs can become infected with malware and subsequently attempt to maliciously access the network. The SAE Architecture shall enhance the Release 7 selective disabling functionality with authorization functionality which supports the proactive assessment of a UE’s security posture. Dependent upon the posture, a UE may be authorized only restricted access, e.g., in order to allow remediation.
7.x.2 Solution for Security Posture Based Authorization

The SAE UE includes posture agent functionality. The posture agent collects posture information from the UE, which may include:

· Determining whether the device is running an authorized version of an operating system.

· Checking to see if the OS has been properly patched, or has received the latest patch.

· Determining if the device has appropriate Posture Agent software installed.

· Determining if personal firewall, intrusion prevention, or other security software is installed and properly configured.

· Checking whether an operator controlled image of a device has been modified or tampered with.

Prior to IP address allocation and repeatedly throughout the duration of an IP-CAN session, the posture agent in the UE provides the device’s security posture securely to the network. Hence, layer 2 technqies shall be used for posture transport.
The Evolved Packet Core includes enhanced functionality in order to receive the posture assessment over layer 2. The HSS is augmented with security policy information. Interface S6 supports the transport of security policy information from the HSS to the Evolved Packet Core.The EPC determines whether a UE is compliant to the security policy and authorized to fully access the network or whether only restricted access is authorized.
7.x.3 Impact on the baseline CN Architecture

The baseline CN architecture does not support the transport and analysis of security posture information. Infection containment and remediation can only be triggered when the UE is connected to the LTE/SAE network. 

7.x.4 Impact on the baseline RAN Architecture

The baseline RAN architecture does not support the transport of security posture information.

7.x.5 Impact on terminals used in the existing architecture

Existing terminals will not support the posture agent functionality
4. Conclusion

It is proposed to include the text in section 2 within section 5 of TR 23.882.

It is proposed to include the text in section 3 within section 7 of TR 23.882.
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