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Abstract of the contribution:

This contribution discusses the issue of authentication, authorisation and access control for Non-3GPP Access Networks for the SAE architecture and evaluates the impact of this for the discussion around the S2 interface.

1.   Discussion

For WLAN 3GPP IP Access, the PDG provides the functionality to control access towards the EPC. Based on the 3GPP AAA Server, the PDG authorises IP traffic towards the EPC and enforces the operator’s access policies. In addition to that, the PDG also provides functionality to generate charging information, provide QoS, perform address translations, etc.
For Non-3GPP IP Access, there are basically three options to handle access control towards the EPC. Figure 1 shows the three options, whereby the required access control is provided by the entity in red.


[image: image1.emf] 

SAE  Anchor  

U E  

EPC  

No n - 3GPP   AN  

Option 1:  

SAE  Anchor  

U E  

Option 2:  

AGW  

SAE  Anchor  

U E  

Option 3:  

AGW  

3GPP AAA  

3GPP AAA   3GPP AAA  


Figure 1.  Three Options on how to handle access control for non-3GPP ANs towards the EPC
Option 1 has the advantage that no extra node is needed. However, allowing direct access towards the SAE Anchor for unauthorised UEs, implies that the SAE Anchor has to provide the required authentication, authorisation and access control functionality in addition to the many other functions. As a result, Option 1 may end up scaling worse as more SAE Anchors are needed to handle the processing load that is introduced by the access gateway functionality (e.g., IPsec encryption/decryption). 

Option 1 has also the advantage that only a single interface needs to be standardised. However, since an interface between the SAE Anchor and the PDG must be standardised anyway, the same interface can be used as an interface between the SAE Anchor and the Access Gateway (AGW). As a result, this cannot be considered a disadvantage of Option 2 and 3. 

In general, Option 2 and Option 3 can be considered together for the sake of this study. The only difference is the actual placement of the AGW – either it is part of the Evolved Packet Core or the Non-3GPP Access Network. Which of the options is applicable depends on the actual use case. For example, if the Non-3GPP Access Network is provided by a service provider with which the 3GPP operator has no adequate trust relationship, Option 2 (where the AGW is part of the EPC) is the only feasible option. However, if the Non-3GPP network is provided by the 3GPP operator itself or some other provider with which the operator has a sufficient trust relation, the AGW can also be provided as part of the Non-3GPP Access Network (e.g., by the ASN/CSN in WiMAX).

The main advantages of having a dedicated AGW as part of the architecture are:

· Equivalent model to WLAN 3GPP IP Access, whereby the PDG provides the AGW functionality:
· This has the advantage that the same interface, i.e., the interface between the SAE Anchor and PDG, can be used for between the SAE Anchor and AGW.

· Access control functionality is not provided at a “central” node, but rather pushed towards the edge of the network:
· This has the advantage that no unauthorised traffic enters the EPC.

· Furthermore, removing the expensive security related processing (e.g., IPsec encryption/decryption) from the SAE Anchor, allows handling of many more SAE bearers per SAE Anchor.

· Operators can choose where to provide access control functionality. It can be either placed at the edge of the EPC or even within the Non-3GPP Access Network if the network is trusted. 

· This allows reuse of functionality that is already defined by non-3GPP access networks (e.g., ASN or CSN in WiMAX networks).

2.   Conclusion 
Due to the advantages and added flexibility of Option 2 and 3, it is proposed to update the SAE architecture figure in Section 4.2 and the related text, and to clarify that the user-plane interface between the SAE Anchor ↔ PDG and SAE Anchor ↔ AGW can be the same.
3.   Proposal

The following changes are proposed in Section 4.2 of TR 23.882.
Beginning of Change

4.2
Architecture for the evolved system – non-roaming case

Figure 4.2‑1 depicts the base line high level architecture for the evolved system.

Editor's note:  It is not the finalized architecture model for the evolved system. i.e. it does not contain all functions/interfaces required, and some functions/interfaces may be added, deleted or modified in the course of the key issue discussions.
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Figure 4.2-1: Logical high level architecture for the evolved system

The location of the functions belonging to MME/UPE is dependent on RAN CN function split table, i.e. it is FFS.

It is FFS whether there is an interface between UTRAN and evolved packet core.

The separation of MME/UPE into two separate entities is FFS.
Editor's Note: Additional Architecture diagram updates will be done following concrete resolutions on the other key issues. The current figure above does not intend to draw any conclusion regarding the functional grouping within the Evolved Packet Core. The number of interfaces and their termination points may change once the grouping and other key issues are resolved.

3GPP Anchor

The 3GPP Anchor is a functional entity that anchors the user plane for mobility between the 2G/3G access system and the LTE access system. 

SAE Anchor

The SAE Anchor is a functional entity that anchors the user plane for mobility between 3GPP access systems and non-3GPP access systems.
Access Gateway (AGW)
The AGW is the functional entity that enforces the operator’s access policies (obtained via the 3GPP AAA Server) and thus makes sure that only authorised traffic is forwarded towards the SAE anchor. Similar to the PDG, the AGW can also provide the following functions: generate charging information, provide QoS, IP address handling (e.g., IP address translation or allocation – depending on solution, FFS), etc.
The AGW functional entity is located at the boundary of the Evolved Packet Core. Note that this does not prevent the AGW functionality to be provided by a node in the Non-3GPP Access Network (e.g., ASN or CSN in WiMAX).
Note: Transport level security measures (e.g., gateway to gateway IPSec tunnel) maybe used between the AGW and EPC in order to provide adequate security when the AGW functionality is located outside the EPC.

Whether the 3GPP Anchor functional entity is co-located with the MME/UPE or the SAE Anchor or both is FFS. I.e. it is FFS whether to standardize open interfaces between the MME/UPE and the 3GPP Anchor and between the 3GPP Anchor and the SAE Anchor. 
Note: The Inter Access System Anchor (IASA) is indicated with a dotted box in Figure 4.2-1, because it is used in several parts of this TR, including in figures, to represent both the 3GPP Anchor and the SAE Anchor.

Note: It is FFS how to map SAE architecture for the non-roaming case in Figure 4.2-1 to the roaming architectures in section 4.3

Reference points
S1:
It provides access to Evolved RAN radio resources for the transport of user plane and control plane traffic.

S2:
It provides the user plane with related control and mobility support between WLAN 3GPP IP access or non 3GPP IP access and the SAE Anchor.

S3:
It enables user and bearer information exchange for inter 3GPP access system mobility in idle and/or active state. It is based on Gn reference point as defined between SGSNs.

User data forwarding for inter 3GPP access system mobility in active state (FFS). 
S4:
It provides the user plane with related control and mobility support between GPRS Core and the 3GPP Anchor and is based on Gn reference point as defined between SGSN and GGSN.

S5a:
It provides the user plane with related control and mobility support between MME/UPE and 3GPP anchor.

It is FFS whether a standardized S5a exists or whether MME/UPE and 3GPP anchor are combined into one entity. 

S5b:
It provides the user plane with related control and mobility support between 3GPP anchor and SAE anchor.  It is FFS whether a standardized S5b exists or whether 3GPP anchor and SAE anchor are combined into one entity.
S6:
It enables transfer of subscription and authentication data for authenticating/authorizing user access to the evolved system (AAA interface).

S7:
It provides transfer of (QoS) policy and charging rules from PCRF to Policy and Charging Enforcement Point (PCEP). 
The allocation of the PCEP is FFS. 
S10:
This interface provides user authentication, authorisation and accounting based on the 3GPP AAA Server. 
SGi: 
It is the reference point between the Inter AS Anchor and the packet data network. Packet data network may be an operator external public or private packet data network or an intra operator packet data network, e.g. for provision of IMS services. This reference point corresponds to Gi and Wi functionalities and supports any 3GPP and non-3GPP access systems.
End of Change
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