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1. Introduction
The PDG is defined for 3GPP IWLAN as a gateway for the WLAN access to provide a secure IP interface to the packet data network.  It has been defined to provide authentication/authorization of the user over untrusted WLAN, and to provide a secure tunnel between the client and itself.  
The SAE will provide service continuity across 3GPP access and WLAN, and current PDG cannot be used to fulfil this requirement, since it is defined without the consideration of the service continuity.  This introduces a need for a new gateway with service continuity consideration.  We will name this new gateway as ‘evolved PDG (ePDG)’ throughout this document just for the sake of understanding.  

Furthermore, there was a requirement from some operators that service continuity be provided for scenario 2 as well.  There is yet another need to support access from trusted access networks (e.g. WiMAX) in addition to the untrusted networks.  These requirements need additional functionalities in the new gateway (ePDG), to support access from these access networks and provide service continuity without requiring the establishment of an IKE/IPSec SA, as described in TS 33.234. 
This document discusses the need for the evolved PDG and proposes to include the evolved PDG in the evolved packet core.

2. New functionalities at the PDG for service continuity
The PDG that is defined in IWLAN specs does not have the functionalities to support service continuity both for scenario 2 and scenario 3.  The SAE architecture requires service continuity between 3G and WLAN accesses.  Hence, there is a need for some new functionality at the PDG to achieve service continuity between 3G and WLAN. 
· The mechanism to provide the PDN information (e.g. W-APN) from the PDG to the IASA.  This is especially important since the same PDN should be selected whether the user is accessing the service from the 3GPP or WLAN to guarantee service continuity.
· The mechanism to extend authentication/authorization to the IASA.  It is important to verify that the user is a valid subscriber and also subscribed to a certain service before granting access to that service. This authentication/authorization process is performed between the client, the PDG (for WLAN 3GPP IP access), and the home AAA server.  The IASA is introduced to support service continuity, and currently there is no mechanism to convey the authentication/authorization information to the IASA.  This results in no mechanism at the IASA of blocking the subscribers/attackers from accessing the unauthorized services.  Therefore, the authentication/authorization mechanism should be extended to include the IASA (e.g. MIP MN-AAA and MN-HA extensions, etc.)
· The mechanism to provide user data protection.  Currently the PDG is the point of attachment toward the PDN for the UE from an unprotected WLAN network with the user data protected with IPsec up to this point.  In the SAE architecture, security between the PDG and the IASA needs to be defined for user data protection, even though these nodes are located in the operator’s network.
· The mechanism for mobility management signalling.  Any mobility mechanism that provides service continuity would involve some changes to the PDG.  PDG needs to support the mobility management signalling with the IASA and/or UE.
· The mechanism to support service continuity for scenario 2.  Current PDG does not support WLAN direct IP access, therefore service continuity cannot be provided at the PDG.  To support service continuity for scenario 2, a mechanism to identify the service and also to provide QoS and policy control for that service is needed.
· Interworking mechanism for a trusted access network which is supposed to be different from WLAN in many aspects, including security requirements, e.g. WiMAX.  
Considering the above new functionalities and requirements, currently defined PDG cannot be used as is to satisfy the SAE requirements.  To change all the related specifications involving PDG (i.e. TS 23/24/29/33.234) would involve a lot of work and take a long time.  Hence it is logical to define an evolved PDG based on these new requirements rather than changing all the specifications to include the new functionalities for the PDG.
3. Examples of ePDG implementation
The ePDG with the functionalities described in section 2 satisfies many requirements requested by the operators. Among them, two simplified architectures are shown in Figure 1and Figure 2, as examples.

Figure 1 shows the case with untrusted WLAN IP access network.  The ePDG will perform the current PDG functionalities and the necessary authentication/authorization correlation and mobility signalling toward the UE.  The IPsec SA will be established between the UE and the ePDG.  ePDG will also have the interaction with IASA and AAA server for the authentication/authorization correlation and mobility management signalling.
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Figure 1 ePDG for untrusted WLAN IP access network
Figure 2 shows the case with trusted WLAN IP access network or Intranet.  The ePDG will perform the Security GW role to provide the optional secure site-to-site tunnel toward the hot spots.  Since it is a trusted access network, an IPsec tunnel is not required. So the interface between the UE and the ePDG could be a native IP.  The mobility management and authentication/authorization signalling will be communicated between UE and the ePDG.  The authentication/authorization correlation and mobility signalling will be exchanged between ePDG, IASA, and AAA server.
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Figure 2 ePDG for trusted WLAN IP access network
The ePDG could be separated as an independent node or integrated with IASA.  It is implementation specific.
4. Location of the evolved PDG
As shown in the previous sections, an evolved PDG is needed to support the SAE architecture.  Since this can be considered as a new node, which includes all the functionalities of the current PDG plus the functionalities for the service continuity, the location of the ePDG should also be considered.  
As the ePDG may change the messages, parameters, and procedures that are defined for IWLAN, the reference points that are defined in the IWLAN specs should also be re-defined to support the new functionalities.  Also, the ePDG will support service continuity without necessarily requiring the IPsec SA toward the UE.  Therefore, it is hard to keep the same concept of WLAN 3GPP IP access as defined today for the SAE architecture.
As this is a new node for SAE architecture, and obviously this is a part of the operator’s core network, the ePDG can be located in the Evolved Packet Core.  Locating the ePDG to the EPC has the benefit that the SAE can define any new functionality for the ePDG without affecting the existing PDG-related specifications. It also provides the flexible implementation option whether to integrate the ePDG with the IASA or not.

Furthermore, in case of scenario 2 service continuity, we cannot assume that the signalling between the UE and the access network will provide the information that is needed, e.g. service identification.  Since the services that need the continuity will be most likely the operator’s PS services, there should be some mechanism to exchange this information between the UE and the operator network.  The ePDG, acting as GW, and located in the operator’s core network, will provide this functionality.
The introduction and the location of the ePDG does not affect any of the currently included alternatives for the 3GPP and non-3GPP mobility, and this architecture is generic enough to support any protocols for service continuity.  
4. Conclusion
This paper discussed the needs for the evolved PDG to support service continuity between 3GPP and WLAN for both scenario 2 and scenario 3.  It also discussed the location of the proposed evolved PDG.  

As a result of the discussion, the access systems could be differentiated by their characteristics, i.e. if the access system is trusted or untrusted.  IWLAN Scenario 2 Intranet case and scenario 2 with already provided site-to-site secure tunnel, or possibly even WiMAX would be categorized as trusted access networks, whereas IWLAN scenario 3 would be categorized as an untrusted access network.  As more access systems are added in the future, identifying the access system using the ‘trusted’ and ‘untrusted’ concepts will simplify interworking between 3GPP and these access systems.  
Therefore, it is proposed here that the SAE architecture is updated so that the evolved packet core contains evolved PDG for untrusted IP access system and a GW for trusted IP access system.  This architecture will work with any proposed mobility management mechanism and also provides flexible implementation options.  It retains all the requirements on the current S2 interface.  The new interface can be defined between the ePDG and the IASA which contains the requirements on the S2 interface.  The interface between the ePDG and the WLAN AN needs to be re-defined using a new reference point since current reference points do not support service continuity.
**** Start of the 1st change ****

4.2
Architecture for the evolved system – non-roaming case

Figure 4.2-1 depicts the base line high level architecture for the evolved system.

Editor’s note: It is not the finalized architecture model for the evolved system. I.e. it does not contain all functions/interfaces required, and some functions/interfaces may be added, deleted or modified in the course of the key issue discussions.
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Figure 4.2-1. Logical high level architecture for the evolved system

The location of the functions belonging to MME/UPE is dependent on RAN CN function split table, i.e. it is FFS.

It is FFS whether there is an interface between UTRAN and evolved packet core. 

The separation of MME/UPE into two separate entities is FFS.

Inter Access System Anchor (Inter AS Anchor)

Inter AS Anchor is the user plane anchor for mobility between different access systems. 

It performs or supports handover between different access systems.

It is FFS whether an open interface separates the inter access system anchor into an anchor for mobility between 3GPP access systems and an anchor for mobility between 3GPP and non-3GPP access systems.
Trusted IP Access system

Trusted IP Access system is the Access system that the operator has trust relationship with.  Since the security is provided a priori, simpler interworking mechanism is available.  The example of the trusted IP Access system may include Intranet, Scenario 2 IWLAN with site-to-site secure tunnel, or WiMAX.
Untrusted IP Access system

Untrusted IP Access system is the Access system that the operator has no control over the system about the security.  To protect the user, network, and the service, security mechanism should be provided for this type of access systems.  The example of untrusted IP Access system may include the public WLAN. 
Evolved PDG (ePDG)

ePDG performs the GW role for the untrusted IP Access systems.  It is the enhanced version of the PDG and interfaces with Inter AS Anchor for authentication/authorization correlation, service identification, and mobility management.  It also provides the security to the untrusted network by, e.g. establishing the IPsec tunnel toward the UE.

GW

GW is the GW for the trusted IP Access systems.  It interfaces with Inter AS Anchor for authentication/authorization correlation, service identification, and mobility management.  The IPsec is not required here.
Reference points
S1: It provides access to Evolved RAN radio resources for the transport of user plane and control plane traffic.

S2: It provides the user plane with related control and mobility support between Inter AS Anchor and evolved PDG as well as between Inter AS Anchor and GW. 
It is FFS whether evolved PDG and/or GW is combined with Inter AS Anchor.
S3: It enables user and bearer information exchange for inter 3GPP access system mobility in idle and/or active state.

User data forwarding for inter 3GPP access system mobility in active state (FFS).

It may provide the user plane with related control and mobility support between GPRS Core and MME/UPE in case the MME/UPE is combined with the Inter AS Anchor, which is FFS. 

S4: It provides the user plane with related control and mobility support between GPRS Core and Inter AS Anchor. S4 does not exist in case S3 provides this functionality (FFS).

S5: It provides the user plane with related control and mobility support between MME/UPE and Inter AS Anchor.

It is FFS whether S5 exists or whether MME/UPE and Inter AS Anchor are combined into one entity.

S6: It enables transfer of subscription and authentication data for authenticating/authorizing user access to the evolved system (AAA interface).
S7: It provides transfer of (QoS) policy and charging rules from PCRF to Policy and Charging Enforcement Point (PCEP). 
The allocation of the PCEP is FFS. Allocation options for PCEP:
a) common PCEP in Inter AS Anchor,
b) individual PCEP per access system
Su:  It provides the user plane with related mobility control, authentication/authorization, and security mechanism between the evolved PDG and the untrusted IP access systems.  The termination point of Su interface in the ‘untrusted IP access’ bubble is FFS.   
St:  It provides the user plane with related mobility control and authentication/authorization between GW and the trusted IP access systems.  Explicit security mechanism may not be needed in this reference point.  The termination point of St interface in the ‘trusted IP access’ bubble is FFS.
**** End of the 1st change ****
**** Start of the 2nd change ****

4.3
Architecture for the evolved system –roaming cases

Editor's note: It is not the finalized architecture model for the evolved system. I.e. it does not contain all functions/interfaces required, and some functions/interfaces may be added, deleted or modified in the course of the key issue discussions.

4.3.1
Scenario 1: Evolved packet core in the Visited network – Evolved packet core in the Home network

In this section it is considered the high level roaming architecture in case both the visited and the home networks are evolved Packet Core networks. Two alternative architectures are shown, depending on whether UE traffic has to be routed to the HPLMN or not. It is FFS whether the two alternatives can be used in parallel by a UE, e.g. when only a part of the user's traffic has to be routed to the HPLMN.

In case UE traffic is routed to the home network, the SAE architecture is depicted in figure 4.3‑1.



[image: image6]
Figure 4.3-1: SAE Roaming architecture – Home routed traffic

For home routed user traffic the Inter AS Anchor is located in the HPLMN. Due to this reason, an interface between the Visited MME/UPE and Home Inter AS Anchor is needed. This interface is referred to as S8 and is the same reference point as S5 plus possible supplementary functions, if needed, related to roaming scenarios.

The vPCRF is located in the VPLMN, while hPCRF is in the HPLMN. The need for a vPCRF and the reference point S9 is FFS.

It is FFS whether the inter-3GPP access system Mobility Anchor and/or the Mobility anchor between 3GPP and non-3GPP access systems is provided by entities in the visited network or by the Home Inter AS Anchor.

It is FFS whether it is advantageous to allow inter-access system handover also in the visited network (e.g.: in the same node as the MME/UPE). The IASA in the home network remains the entity that terminates the IP Access Service.

It is FFS whether the GPRS Core contains a GGSN for this roaming architecture. In case a GGSN is included it is FFS whether a GGSN in HPLMN or VPLMN is used.
It is FFS whether the scenario will be supported where the ePDG and/or GW are located at the visited network and the IASA is located in the home network.
In case UE traffic is not routed to the HPLMN, the SAE architecture is depicted in the following figure 4.3-2.



[image: image8]
Figure 4.3-2: SAE Roaming architecture – Local Breakout

If and how to connect the Rx+ reference point is FFS.

The need for dynamic policies in the roaming case is FFS. In the case it is decided that PCRF in the visited network is used, one alternative solution is that the enforcement of the Home PLMN policies (e.g.: QoS and charging policies) by the visited Inter AS Anchor is performed through the interaction of Home and Visited PCRF. Possibly, the Visited PCRF may add/modify policies according to those defined in the VPLMN. The related reference point between PCRFs is referred as S9. The use of S9 is limited to this alternative solution and is FFS.

Additional reference points for roaming scenarios (in addition to those described in section 4.2)

S8:
indicates the roaming variant of S5 reference point when the Inter AS Anchor point is located in the HPLMN.

S9:
indicates the roaming variant of the S7 reference point for the enforcement in the VPLMN of dynamic control policies from the HPLMN. The use of S9 is FFS.

NOTE:
S2 and S4 reference points could be interoperator when the GGSN/PDG and the Inter AS anchor belong to different PLMNs.

**** End of the 2nd change ****
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