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During the SA2 PCC Conference call held on the 11th April 2006, there were a couple of presentations from operators highlighting the high level functionality desired of the PCC architecture moving forward. This document briefly attempts to highlight the weaknesses of the existing Release architecture where policy control and flow based charging architectures are separated. The changes proposed only go towards documenting the new requirements and do not cover the detailed procedures to meet those new requirements. 
Current Functionality

The current Release 6 architecture provides for QoS control and flow based charging via separated mechanisms. QoS control is performed using mechanisms defined in TS 23.207 whilst flow based charging is performed using mechanisms defined in TS 23.125. 

The triggering of bearer control in Release 6 and earlier is under the responsibility of the UE. The QoS control provided via the Gq/Go interface is restrictive in the sense that it requires authorisation tokens for individual sessions and then UE functionality to take an appropriate action. Additionally when taken in the context of release 5, it was not possible to multiplex application sessions into a single PDP context if authorisation tokens were received by the UE. 

Flow Based Charging operates on an IP-CAN bearer (PDP Context) basis using signalling (GPRS session management) to drive the binding of AF sessions to the IP-CAN bearer. This dependency on explicit signalling does not fit very well non-3GPP IP-CANs where there is typically no explicit signalling to establish new QoS flows. 

Desired Functionality

· Network controlled QoS and policy with ideally no involvement of the UE to simplify UE implementations and enable for access agnostic applications (i.e. no need to use QoS API). 

· Operator controlled QoS to ensure that the QoS being used for a particular service data flow or aggregate of service data flows is appropriate. If it is not appropriate the network will take action to rectify (upgrade or downgrade).
· Network controlled activation or modification of bearers for when the network determines that there is no appropriate bearer to carry the (aggregate of) service data flow(s) and where explicit bearer control is possible (e.g. GPRS).
· Network controlled deactivation of bearers for when the (aggregate of) service data flow(s) is deemed to be no longer necessary
· In principle network controlled QoS/bearers will only be needed for "known" services, e.g. IMS-based services and streaming.
· The PCRF should be as access agnostic as possible, i.e. avoid the need for different protocols or protocol elements for each access type. Although PCRF may take into account the access type when making decisions. Changes in access type should be reported to the PCRF if required.
· Backwards compatibility or interworking with legacy (pre-R7) terminals will need to be supported as these may not necessarily support all the network controlled QoS and bearer mechanisms. This may imply the need for some level of interworking between R6 Gx/TPF and an R7 PCRF.
Proposed Changes

4
High level requirements

4.1


General requirements

Editors’ note: The requirements currently included in TS 23.125 need to be checked to ensure all appropriate text is included in this TS. 

Editors’ note: Check TR 23.803 for suitable text to cover backwards compatibility requirements.

It shall be possible for the PCC architecture to base decisions upon subscription information. 

It shall be possible to apply policy and charging control to any kind of 3GPP IP-CAN. Applicability of PCC to other IP-CANs is not restricted. However, it shall be possible for the PCC architecture to base decisions upon the type of IP-CAN used.
The PCC architecture shall discard packets that don't match any service data flow filter of the active PCC rules. It shall also be possible for the operator to define generic charging rules (with wild-carded service data flow filters) to allow for default charging for packets that don't match any service data flow filter of the active PCC rules.

The PCC architecture shall allow the charging control to be applied on a per service data flow basis, independent of the policy control.

The PCC architecture shall have a binding method that allows the unique association between service data flows and their IP-CAN bearer. 

A single service data flow template shall suffice, to detect a service data flow, for the purpose of both policy control and flow based charging.

A PCC rule may be predefined or dynamically provisioned at establishment and during the lifetime of an IP-CAN session. The latter is referred to as a dynamic PCC rule.
The number of realtime PCC interactions shall be minimized. This requires a single optimized interface between the PCC nodes.

PCC shall be enabled on a per PDN basis (represented by an access point and the configured range of IP addresses) at the PCEF. It shall be possible for the operator to configure the PCC architecture to perform charging control, policy control or both for a PDN access.  

PCC shall support roaming users.

Editor’s Note: Detailed aspects of PCC usage in roaming scenarios are being developped in Annex B.
******** NEXT MODIFIED CLAUSE *********

4.3


Policy control requirements

4.3.1
General

The  policy control features comprise gating control and  QoS control. 

4.3.2
Gating control

Gating  control shall be applied on a per service data flow basis.

To enable the PCRF gating control decisions, the AF shall report session events (e.g. session termination, modification) to the PCRF. For example, session termination, in gating control, may trigger the blocking of packets or "closing the gate".

4.3.3
QoS control

4.3.3.1
QoS control at service data flow level
It shall be possible to apply QoS control on a per service data flow basis.

Editor’s note: Minimum QoS authorization is FFS.

QoS control per service data flow allows the PCC architecture to provide the PCEF with the authorized QoS to be enforced for each specific service data flow.  Criteria such as the QoS subscription information may be used together with policy rules such as, service-based, subscription-based, or default PCRF internal policies to derive the authorized QoS to be enforced for a service data flow.
It shall be possible to apply multiple PCC rules, without application provided information, using different authorised QoS within a single IP-CAN session and within the limits of the Subscribed QoS profile.
Editors note: the applicability of the subscribed QoS profile for PCC rules that are statically defined in the GW are FFS.

Editors note: IP-CAN specifics of QoS control per service data flow need to be detailed in the corresponding annexes.

Editors note: The relation between policy control and accounting when QoS control per service data flow is applied is for further study. E.g. accounting of a discarded packet.

Editor´s Note: Dependencies between IP-CAN bearer level QoS control and service data flow QoS control are FFS.

4.3.3.2
QoS control at IP-CAN bearer level

It shall be possible for the PCC architecture to support control of QoS reservation procedures (UE-initiated or network initiated) for IP-CANs that support such procedures for its IP-CAN bearers. It shall be possible to determine the QoS to be applied in QoS reservation procedures (QoS control) based on the authorised QoS of the service data flows that are applicable to the IP-CAN bearer and on criteria such as the QoS subscription information, service based policies, and/or default PCRF internal policies. Details of QoS reservation procedures are IP-CAN specific and therefore, the control of these procedures is described in Annex A. 

It shall be possible for the PCC architecture to support control of QoS for the packet traffic of IP-CANs.


The PCC architecture shall be able to provide policy control in the presence of NAT devices. This may be accomplished by providing appropriate address and port information to the PCRF.

The enforcement of the control for QoS reservation procedures for an IP-CAN bearer shall allow for a downgrading of the requested QoS as part of a UE-initiated IP-CAN bearer establishment and modification. The PCC architecture shall be able to provide a mechanism to initiate IP-CAN bearer establishment and modification (for IP-CANs that support such procedures for its bearers) as part of the QoS control. 
Editor’s note:
The specific details of network controlled IP-CAN bearer establishment and modifications may be detailed in the IP-CAN specific annexes and are FFS. 
Editor's note:
the ability to upgrade the requested IP-CAN bearer QoS as part of IP-CAN bearer establishment and modification is FFS.

Editor’s note:
QoS enforcement shall be supported in line with PEP capabilities defined for SBLP in TS 23.207 [5].

********** NEXT MODIFIED CLAUSE **************

6.1.4
Event Triggers

The PCEF shall receive information from the PCRF that define the conditions when the PCEF shall interact again with PCRF after an IP-CAN bearer establishment.

The event triggers are provided by the PCRF to the PCEF using the Provision of PCC Rules procedure. Event triggers are associated with all PCC rules of an IP-CAN session. Event triggers determine when the PCEF shall signal to the PCRF that a IP-CAN bearer has been modified. It shall be possible for the PCRF to instruct the PCEF to react on the event triggers listed in table 6.2.

	Event trigger
	Description

	PLMN change
	The UE has moved to another operators’ domain.

	QoS change (all or exceeding authorization only)
	The QoS of the IP-CAN bearer has changed. Two settings shall be possible: all changes of the QoS or only those that exceed the authorized QoS.

	Traffic mapping information change
	The traffic mapping information of the IP-CAN bearer has changed.

	Change in type of IP-CAN (see note 1)
	The access type of the IP-CAN bearer has changed.

	Note:
This list is not exhaustive. Events specific for each IP-CAN are specified in clause A.
Note 1: 
A change in the type of IP-CAN may also result in a change in the PLMN.


Table 6.2: Event triggers
IP-CAN bearer modifications, which do not match any event trigger shall cause no interaction with the PCRF.

The QoS change event trigger shall allow two different settings to trigger the PCRF interaction for all changes of the IP-CAN bearer QoS or only for those changes that exceed the QoS of the IP-CAN bearer that has been authorized by the PCRF previously. The QoS parameters of the IP-CAN bearer that have to be checked by the PCEF against a change shall only comprise the bandwidth and the QoS class.
********** NEXT MODIFIED CLAUSE **************

6.1.5
Policy Control

Policy control comprises functionalities for:

- 
Gating control, i.e. the blocking or allowing of packets, belonging to a service data flow, to pass through to the desired endpoint;
- 
Event reporting, i.e. the notification of and reaction to application events to trigger new behaviour in the user plane as well as the reporting of events related to the resources in the GW;
- 
QoS control, i.e. the authorisation and enforcement of the maximum QoS that is authorised for a service data flow or an IP-CAN bearer.
 In case of an aggregation of multiple service data flows (e.g. for GPRS a PDP context), the combination of the authorised QoS information of the individual service data flows is provided as the authorised QoS for this aggregate. 
The enforcement of the authorized QoS of the IP-CAN bearer may lead to a downgrading of the requested bearer QoS by the GW as part of a UE-initiated IP-CAN bearer establishment or modification. Alternatively, the enforcement of the authorised QoS may, depending on operator policy and network capabilities, lead to network initiated IP-CAN bearer establishment or modification. If the PCRF provides authorized QoS for both, the IP-CAN bearer and PCC rule(s), the enforcement of authorized QoS of the individual PCC rules shall take place first.
QoS authorization information may be dynamically provisioned by the PCRF or predefined as a default policy in the GW. In case the PCRF provides PCC rules dynamically, authorised QoS information for the IP-CAN bearer (combined QoS) may be provided. For a predefined PCC rules within the PCEF the authorized QoS information shall take affect when the PCC rule is activated. The GW shall combine the different sets of authorized QoS information, i.e. the information received from the PCRF and the information corresponding to the predefined PCC rules. 

For policy control, the AF interacts with the PCRF and the PCRF interacts with the GW as instructed by the AF. For certain events related to policy control, the AF shall be able to give instructions to the PCRF to act on its own, i.e. based on the service information currently available. The following events are subject to instructions from the AF:

- 
The authorization of the IP-CAN session modification; 
- 
The revoke of authorization;
- 
The gate control;
- 
The forwarding of IP-CAN bearer events.
Editor's note: It is FFS how to control whether a service may start on any bearer that could transfer the traffic or whether a bearer dedicated for this traffic is required.
********** NEXT MODIFIED CLAUSE **************

6.2.1.1
Input for PCC decisions

The PCRF shall accept input for PCC decision-making from the PCEF, SPR and if the AF is involved, from the AF, as well as the PCRF may use its own pre-configured information. These different nodes should provide as much information as possible to the PCRF. At the same time, the information below describes examples of the information provided. Depending on the particular scenario all the information may not be available or is already provided to the PCRF.

The PCEF may provide the following information:

-
Subscriber Identifier;

-
IP address of the UE;

-
IP-CAN bearer attributes; 

-
Request type (initial, modification, etc.)
-
Type of IP-CAN
Note:
Depending on the type of IP-CAN, the limited update rate for the location information at the PCEF may lead to a UE moving outside the area indicated in the detailed location information without notifying the PCEF.

The SPR may provide the following information:
-
Subscriber’s allowed services, i.e. list of Service IDs;  

-
Information on subscriber’s allowed QoS;
-
Subscriber’s charging related information;

-
Subscriber category.
The AF, if involved, may provide the following application session related information, e.g. based on SIP and SDP:

-
Subscriber Identifier;
-
IP address of the UE;
-
Media Type; 

-
Media Format, e.g. media format sub-field of the media announcement and all other parameter information (a= lines) associated with the media format;

-
Bandwidth;
-
Flow description, e.g. source and destination IP address and port numbers and the protocol;
-
AF Application Identifier and AF Application Event Identifier;
-
AF Record Information;
-
Flow status (for gateing decision);

-
Priority indicator, which may be used by the PCRF to guarantee service for an application session of a higher relative priority.
Editor’s note: Use of a priority indicator may result in conflicts that the PCRF or other PCC function may need to resolve. 
In addition, the pre-configurations in the PCRF may contain additional rules based on charging policies in the network, whether the subscriber is in its home network or roaming, depending on the IP-CAN bearer attributes.  

The QoS Class Identifier (see section 6..3.1) in the PCC rule is derived by the PCRF from AF or SPR interaction if available. The input can be SDP information or other available application information, in line with operator policy.

********** NEXT MODIFIED CLAUSE **************

6.2.2
Policy and Charging Enforcement Function (PCEF)

6.2.2.1
General

The PCEF encompasses service data flow detection, policy enforcement and flow based charging functionalities. 

Editor’s note: This functional entity encompass the harmonization of the PEP and TPF release 6 logical entities. 

This functional entity is located at the Gateway (e.g. GGSN in the GPRS case, and PDG in the WLAN case). It provides service data flow detection, user plane traffic handling, triggering control plane session management (where the IP-CAN permits), QoS handling, and service data flow measurement as well as online and offline charging interactions.

A PCEF shall ensure that an IP packet, which is discarded at the PCEF as a result from policy enforcement or flow based charging, is neither reported for offline charging nor cause credit consumption for online charging.

Note:
For certain cases e.g. suspected fraud an operator shall be able to block the service data flow but still be able to account for any packets associated with any blocked service data flow.

The PCEF is enforcing the Policy Control as indicated by the PCRF in two different ways:

-
Gate enforcement. The PCEF shall allow a service data flow, which is subject to policy control, to pass through the PCEF if and only if the corresponding gate is open;

-
QoS enforcement. The PCEF shall enforce the authorized QoS of the service data flows according to the active PCC rules (e.g. to enforce uplink DSCP marking). 

The PCEF controls the QoS that is provided to a combined set of service data flows. The policy enforcement function ensures that the resources which can be used by an authorized set of service data flows are within the “authorized resources” specified via the Gx interface by “authorized QoS”. The authorized QoS provides an upper bound on the resources that can be reserved (GBR) or allocated (MBR) for the IP-CAN bearer. The authorized QoS information is mapped by the PCEF to IP-CAN specific QoS attributes.

The PCEF is enforcing the charging control in the following way:
-
For a service data flow (defined by an active PCC rule) that is subject to charging control, the PCEF shall allow the service data flow to pass through the PCEF if and only if there is a corresponding active PCC rule with and, for online charging, the OCS has authorized credit for the charging key. The PCEF may let a service data flow pass through the PCEF during the course of the credit re-authorization procedure.
For a service data flow (defined by an active PCC rule) that is subject to both Policy Control and Charging Control, the PCEF shall allow the service data flow to pass through the PCEF if and only if the right conditions from both policy control and charging control happen. I.e. the corresponding gate is open and in case of online charging the OCS has authorized credit for its charging key. 

A PCEF may be served by one or more PCRF nodes. The PCEF shall contact the appropriate PCRF based on the packet data network (PDN) connected to, together with, a UE identity information (if available, and which may be IP-CAN specific). It shall be possible to ensure that the same PCRF is contacted for a specific UE irrespective of the IP-CAN used..
The PCEF shall, on request from the PCRF, modify a PCC rule, using the equivalent PCEF behaviour as the removal of the old and the installation of the new (modified) PCC rule. The PCEF shall modify a PCC rule as an atomic operation. The PCEF shall not modify a predefined PCC rule on request from the PCRF.

Editor´s note: It is FFS whether PCC rules need to be installed and activated as separate procedures.

The PCEF should support predefined PCC rules.

For online charging, the PCEF shall manage credit as defined in clause 6.1.3.

The operator may apply different PCC rules depending on different PLMN. The PCEF shall be able to provide identifier of serving network to the PCRF, which may be used by the PCRF in order to select the PCC rule to be applied.
The operator may configure whether Policy and Charging Control is to be applied based on different access point. 
The PCEF shall gather and report IP-CAN bearer usage information according to clause 6.1.2.

At IP-CAN session establishment the PCEF shall initiate the IP-CAN Session Establishment procedure, as defined in clause 7.2. If no PCC rule was activated for the IP-CAN session the PCEF shall reject the IP-CAN session establishment.

If there is no PCC rule active for a successfully established IP-CAN session at any later point in time, e.g., through a PCRF initiated IP-CAN session modification, the PCEF shall initiate an IP-CAN session termination procedure, as defined in clause 7.3.2.

If the IP-CAN session is modified, e.g. by changing the characteristics for an IP-CAN bearer, the PCEF shall first use the event trigger to determine whether to request the PCC rules for the modified IP-CAN session from the PCRF; afterwards, the PCEF shall use the re-authorisation triggers, if available, in order to determine whether to require re-authorisation for the PCC rules that were either unaffected or modified. If the PCEF receives an unsolicited update of the PCC rules from the PCRF (IP-CAN session modification, clause 7.4.2), the PCC rules shall be installed, modified or removed as indicated by the PCRF.

If another IP-CAN session is established by the same user, this is treated independently from the existing IP-CAN session.
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