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1. Introduction

Following CableLabs presentation to 3GPP SA2 #51, it was concluded that:

-
Initial agreement on ICE/SIP outbound NAT traversal needs to be discussed SA WG2 before discussion in other groups.

-
Discussion papers in SA WG2 to explain motivation and implications of an alternative NAT solution are needed.

-
IETF progress on ICE/SIP outbound needs to be monitored to determine whether including it in Rel 7 is realistic.

-
3GPP should ensure that NAT traversal solutions can co-exist.

This contribution attempts to provide input on the first bullet, highlighting an alternative NAT proposal based on IETF Interactive Connectivity Establishment (ICE) .
2. ICE Reference Architecture
2.1
General

This clause specifies concepts of IMS service provisioning for the case when a device or devices that perform address and/or port translation are located between the UE and the IP-CAN Gateway performing translation both of signalling and media packets. This device or devices is/are considered unknown to, and as a consequence, uncontrolled by, either the provider of IMS service or provider of IP-CAN access. A typical deployment scenario is where an uncontrolled NAT is integrated into a third party customer premise equipment, e.g., a residential gateway, providing shared access to a broadband service provided by an ISP. 
The IP address and/or port translation device can be a NAT or a NAPT as defined in IETF RFC 2663 [34]. Another type of translation is NA(P)T‑PT as specified in IETF RFC 2766 [33]. In the rest of this clause NAT will be used for all of the devices that perform one or more of NA(P)T and NA(P)T‑PT functions.

Note that the procedures of this Annex shall only be applied when they are necessary. It is the UE’s responsibility, in co-ordination with the network, to discover the presence of NATs between them and the IP-CAN. If the UE does not have the functionality to determine whether NATs exist or if the UE determines that no NATs exist or the IP-CAN network does not support the discovery of suitable STUN servers required for NAT detection, then the following procedures defined in this Annex shall not be invoked.

2.2
Reference model

Figure 1 presents the general reference model for IMS access covering the case when both the signalling and media traverses NAT devices between the UE and the IP-CAN. 
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Figure 1: Reference model for IMS access when both the signalling and media traverses NAT

3
Network elements

3.1
Required functions of the P-CSCF

When supporting IMS communication for a UE residing behind a NAT and when the UE is responsible for NAT detection, the P-CSCF shall 
1) Support symmetric response routing according to RFC 3581 in order to support IMS registration through a NAT
2) Include the STUN server function which is capable of receiving STUN Binding Request messages over the [if1] interface from suitably configured UEs and shall respond with STUN Binding Response messages according to RFC 3489bis and draft-ietf-sip-outbound. Augmenting the P-CSCF with STUN functionality enables the NAT binding to the P-CSCF to be repeatedly refreshed in order to allow inbound SIP messages to be delivered to the UE located behind a NAT as well as learn about changes in NAT bindings and hence a need to reREGISTER .
The P-CSCF will typically not include STUN relay functionality.
3.2
Required functions of the IP-CAN Gateway

The required functions of the IP-CAN Gateway for NAT translation are the following:

1)
It optionally provides the STUN server/relay addresses to the UE, (e.g., for those UEs not behind NATs which support ICE capability). 
Note that the server address will typically not include that of the P-CSCF STUN server. Instead, the "sip-stun" tag is included in the URI for the P-CSCF. 
3.3
Required functions of the STUN Relay/Server
The STUN Relay/Server supports discovery of candidate transport addresses by suitably enabled UEs as well as relay address on the relay itself.  The STUN Relay/Server is capable of receiving and processing STUN messages over the [if2] interface according to [draft-ietf-behave-rfc3489bis] and [draft-ietf-behave-turn].

4
Procedures

4.1
General

The procedures described in this clause are applied in addition to the procedures of the UE described in the other clauses of this specification.

4.2
NAT detection and addresss gathering by UE
The UE is responsible for determining if it is behind a NAT. Prior to NAT detection, the UE must discover one or more STUN server addresses, either directly from the IP-CAN gateway or via client provisioning.
Having discovered the STUN Relay/Server, the UE is responsible for gathering information about its reflexive transport address(es) towards the STUN Relay/Server as well as one or more relayed transport addresses from the STUN Relay/Server.
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Figure 2: UE Gathering Addresses
For each media related transport address that needs to be supported, the UE performs the following
:

1)
The UE sends a Allocate Request message to the STUN Relay/Server

2)
The STUN Relay/Server responds with an Allocate Response including a server reflexive transport  address and relayed transport address. The Bandwidth attribute corresponding to the relayed transport address will be equal to the one in the request, if one was present, otherwise a configured value equal to the maximum allowable bandwidth should be used.

Note, it is recommended that this maximum allowable bandwidth corresponds to the maximum SDP which is permissible to the P-CSCF (i.e., one which does not trigger a 488 Not Acceptable Here response).

The UE checks the mapped address and if it is the same as the address allocated to the UE and port used to send the Binding Request, then the UE concludes that it is not behind a NAT and will no longer execute NAT traversal functionality described in this section.

If neither the STUN Relay/Server nor P-CSCF/STUN server respond according to the request transaction reliability defined in RFC 3489, the UE concludes that it is not responsible for supporting NAT traversal functionality and shall proceed according to Annex G of 23.228.

Steps 1 and 2 are performed when UE_A believes that communications is imminent. If UE_A is making an SDP offer, this will happen before the offer sending, e.g., triggered by an MMI interaction. If UE_A is making an SDP answer, this will happen immediately on receiveing an offer and before sending an answer, e.g., triggered by receiving an INVITE. The STUN Allocate Request message will indicate whether the UE is requesting UDP transport or TCP Transport and requested port information.
4.3
Session establishment procedure

4.3.1
Sessions offered by an ICE enabled UE_A towards a non-ICE enabled UE_B
This procedure is applied when the UE invokes the NAT discovery mechanisms and has previously gathered a set of candidates including transport reflexive and relayed transport addresses.
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Figure 3: Session establishment procedure between ICE enabled UE_A and non-ICE enabled UE_B
NOTE:
In figure 3 if UE_A belongs to the P-CSCF (originating case) then there will be IMS elements, i.e., CSCFs, between the P-CSCF and UE_B. If UE_B belongs to the P-CSCF (terminating case) then there will be IMS elements, i.e., CSCFs, between the P-CSCF and UE_A.

1)
UE_A sends a SIP message with an SDP offer. The c/m lines of the SDP offer correspond to the currently active media transport address. The currently active media may be a relayed candidate as recommended by [draft-ietf-mmusic-ice] and [draft-ietf-mmusic-ice-tcp] or a reflexive candidate if UE_A has somehow determined that the NAT is using endpoint independent mapping (as defined in draft-ietf-behave-nat-udp) and media transported using UDP is being offered. (The currently active media is not typcially set to the reflexive address for an offered TCP media since these are passive only [draft-ietf-mmusic-ice-tcp] and MSRP specifies that the TCP connection is to be opened by the offerer).
  
All candidates are included in the a=candidate attributes in the offer. The priority of each candidate will be set as [0.7] for a reflexive address and [0.3] for a relayed address.
2)
The P-CSCF forwards the SIP message with the unmodified SDP offer according to the normal routing procedures.

3)
UE_B sends back a SIP message with an SDP answer. UE_B does not supports ICE and so does not include candidate addresses in the answer. The SIP message is forwarded to the P-CSCF according to the normal SIP message routing procedures.

4)
The P-CSCF forwards the SIP message with the unmodified SDP answer towards UE_A.

UE_A determines that UE_B does not support ICE and therefore does not continue with any connectivity checks.
5a)
If the negotiated media is transported using UDP, the UE enables forwarding of packets from UE_B by sending a Send Indication to the STUN relay with source address and ports derived from the SDP answer. If UE_A has no data to send, the DATA attribute shall be emtpy

6a)
The STUN Relay strips the data from the Send Indication message and forwards to UE_B. If empty, the STUN Relay will behave according to [draft-ietf-behave-turn]

5b)
If the negotiated media is transported using TCP, the UE sends a STUN Allocate Request to obtain another allocation on the same interface [draft-ietf-mmusic-ice-tcp]

6b)
The STUN relay responds with the new allocation

7b)
The UE triggers the opening of a TCP connection on the new allocation by sending a Connect Request to the STUN relay with source address and ports derived from the SDP answer. 

8b)
The STUN Relay attempts to open a TCP connection from the allocated transport address to the IP address and port included in the connection request

9b)
The UE_B will open the TCP connection

10b)
The STUN Relay will confirm the TCP connection is open by sending a Connect Response to UE_A

4.3.2
UDP Session offered by an ICE enabled UE_A towards a non-ICE enabled UE_B

This procedure is applied when the UE invokes the NAT discovery mechanisms and has previously gathered a set of candidates including transport reflexive and relayed transport addresses.
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Figure 4: Session establishment procedure between ICE enabled UE_A and ICE enabled UE_B

NOTE:
In figure 4 if UE_A belongs to the P-CSCF (originating case) then there will be IMS elements, i.e., CSCFs, between the P-CSCF and UE_B. If UE_B belongs to the P-CSCF (terminating case) then there will be IMS elements, i.e., CSCFs, between the P-CSCF and UE_A.

1)
UE_A sends a SIP message with an SDP offer. The c/m lines of the SDP offer correspond to the currently active media transport address. The currently active media may be a relayed candidate as recommended by [draft-ietf-mmusic-ice] and [draft-ietf-mmusic-ice-tcp] or a reflexive candidate if UE_A has somehow determined that the NAT is using endpoint independent mapping (as defined in draft-ietf-behave-nat-udp) and media transported using UDP is being offered. (The currently active media is not typcially set to the reflexive address for an offered TCP media since these are passive only [draft-ietf-mmusic-ice-tcp] and MSRP specifies that the TCP connection is to be opened by the offerer).

  
All candidates are included in the a=candidate attributes in the offer. The priority of each candidate will be set as [0.7] for a reflexive address and [0.3] for a relayed address.

2)
The P-CSCF forwards the SIP message with the unmodified SDP offer according to the normal routing procedures.

3)
UE_B sends back a SIP message with an SDP answer. UE_B supports ICE and hence includes candidate addresses in the answer (UE_B may or may not be behind a NAT). The SIP message is forwarded to the P-CSCF according to the normal SIP message routing procedures.

4)
The P-CSCF forwards the SIP message with the unmodified SDP answer towards UE_A.

5)
UE_A determines that UE_B supports ICE and hence initiates the ICE connectivity checks by sending a STUN Binding Request to the most preferred candidate address. We assume that is UE_Bs reflexive transport address. 
6)
The STUN Binding Request arrives at UE_B, and UE_B generates a STUN Binding Response to send back to UE_A. UA_A now knows that packets can be sent to and from B using this address pair, however B does not know that yet. 
7)
Upon receiving the offer, UE_B saw that UE_A supports ICE and hence can perform ICE connectivity checks. UE_B could have initiated the checks at that point, however, if UE_A is behind a NAT, the necessary permission may not be in place. In any case, UE_B sends a STUN Binding Request towards UE_A's most preferred candidata address. We assume that is UE_As reflexive transport address (as learned through STUN). 

8) 
UE_A receives the Binding Request and responds with a Binding Response. At this point, both UE_A and UE_B know that the candidate pair made up of UE_As mapped address and UE_Bs address can be used for communication (i.e. there is no need for the STUN relay)

9)
Media is now exchanged directly between UA_A and UE_B (via UE_As NAT)

10)
A new offer answer exchange is performed, this time with the validated candidate address in the "m/c" line as opposed to the STUN relay address. 

4.4
Session release procedure

This procedure is applied when a session has to be released, for which the UE is responsible for NAT traversal functionality.
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Figure 5: Session release procedure with NAT traversal
1)
The session is terminated.
2)
The UE sends a subsequent allocate request message with lifetime attribute set to zero

3)
The STUN Relay will recover the allocated address.
Steps 2 and 3 are done for each allocated address on the STUN relay for the session. 

4.5
Session modification

A session modification can cause the creation, and/or modification, and/or release of media flows.

When a new media flow is created the procedure used during session establishment shall be applied.

When an existing media flow is released the procedure for session termination shall be applied for the particular media flow.

When an existing media flow is modified, this may lead to a modification of the media flow directly, or to the establishment of a new media flow and release of the existing one.

4.6
Media forwarding 

This section presents the media forwarding performed by the STUN Relay for UEs which require relayed transport addresses for the negotiated media component of the IMS session. 
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Figure 6: Up-link Packet forwarding by the STUN Relay
1)
UE_A sends a media packet to the transport address of the STUN Relay in a STUN Send Indication Message including the destination address and port of UE_B.
2)
After receiving the Send Indicatation Message, the STUN Relay strips the data and routes the media packet towards UE_B.
3)
UE_A is responsble for binding keepailves to the STUN relay server. The UE sends a subsequent STUN Allocate Request message to the STUN relay Server prior to the lifetime expiration.

Note that the UE is also responsible for maintaining the bindings in the NAT itself by producing keep-alives during periods of silence or inactive streams. This is done by sending STUN Binding Requests over the media stream transport address to the peer. 
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Figure 7: Up-link Packet forwarding by the STUN Relay

1)
UE_B sends a media packet to the transport address received in the SDP offer from UE_A corresponding to the relay transport 

2) 
The STUN relay encapsulates the media packet in the STUN Data Indication message

3)
UE_A is responsble for binding keepailves to the STUN relay server  The UE sends a subsequent STUN Allocate Request message to the STUN relay Server prior to the lifetime expiration.

Note that the UE is also responsible for maintaining the bindings in the NAT itself by producing keep-alives during periods of silence or inactive streams. This is done by sending STUN Binding Requests over the media stream transport address to the peer. 
































































































� Note that each RTP stream consists of two transport addresses; one for RTP and one for RTCP. 
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