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Introduction
This document collects the identified threats
 and proposed countermeasures, and includes the design choices and rationale for why proposed security mechanisms are accepted or rejected to record the history of the final security solution.
For each identified threat there will be a description of the threat, the proposed countermeasures, the final conclusion, and the track of the decision made toward the final conclusion.

1 Abbreviations (from S3-060232)
For the purposes of the present document, the following abbreviations apply:

aGW
Access Gateway

(D)DoS
(Distributed) Denial of Service
ENodeB
Evolved Node-B
LTE
Long Term Evolution

MAC
Media Access Control

MME
Mobility Management Entity

NAS
Non Access Stratum
RAN
Radio Access Network

RB
Radio Bearer

RRC
Radio Resource Control

SA
Security Association

SAE
System Architecture Evolution

SMC
Security Mode Command

UE
User Equipment

UPE
User Plane Entity
2 Threats to UE
2.1 IMSI catching attack
2.1.1  Threats

2.1.2  Countermeasures

A mechanism similar to TMSI mechanism in UMTS may be used. User permanent identity is rarely used. Temporary identity is often used to identify the user. Temporary identity is allocated by network. The procedure of allocating temporary identity should be provided confidential protection.
2.1.3  Conclusion

A mechanism similar to TMSI mechanism should be used.
2.1.4  Track of the decision
2.2 Threat of UE tracking

2.2.1  Threats 

2.2.1.1 Tracking User temporary ID 
Even though it is not yet settled how temporary RAN identifiers are going to be used in LTE, it is close to certain that some thing along the lines of U-RNTI used in UMTS will be present. Depending on the security mechanisms applied to the assignment of these identifiers, it may be possible to track users.

There are two main threats to consider:

1. The attacker is able to track (and record actions taken by) a UE as it moves between ENodeBs, but cannot immediately determine the user ID from the temporary ID(s). At a later stage the UE may reveal information (e.g., it connects to a web-service owned by the attacker where the user is required to give his name). When this happens the attacker can correlate the temporary ID with the user's name, and will be able to deduce that the user performed the actions previously recorded.

2. The temporary ID is assigned in such a way that the attacker immediately can correlate the temporary ID to the user's ID. For example, the user reveals his IMSI during the attachment procedure, and gets the temporary identity assigned in the clear. UMTS has the possibility to re-assign the temporary ID after confidentiality protection is activated, which counters this threat.

Editor’s Note: there is other info other than ID which may give possibility of tracking.

2.2.1.2 Threat –A: User tracking due to Linkability of IMSI/TMSI  and RNTI

A disadvantage of the 2G/3G temporary user identity confidentiality scheme is that a false network/eNodeB can always claim to have lost the TMSI and can ask the UE to reveal the IMSI upon registration. This will allow an attacker to record the usage of all (temporary) identifiers at the air-interface and then backwardly trace the UE behaviour when he succeeds in getting the IMSI correlated to the current TMSI. This attack may be difficult to prevent (See Section 3.1 IMSI catching) (only the successfulness to re-construct a UE’s behaviour backwards in time can be limited. Essential to this is that the RNTI shall be unlinkable to the TMSI for an outsider. 

In state LTE_IDLE and LTE_ACTIVE there exists a security association between the UE and MME, which can be used for protecting TMSI reallocations. But in LTE_IDLE the eNodeB does not possess a security association with the UE. The TMSI needs to be disclosed every time the UE has to contact MME from state LTE_IDLE (RNTI or similar identifier cannot be used to identify the requesting user to the MME).

This means that a passive attacker may be able to link the user’s behaviour between different active sessions when TMSI is kept fixed, following an unexpected IMSI-TMSI disclosure by the network. The active attacker does not need an accidental IMSI-TMSI disclosure but can remount his attacks again during each next idle period.

2.2.1.3 Threat-B: User tracking due to IP-address linkability towards TMSI/IMSI/RNTI

The UPE stores a UE context, e.g. parameters of the basic IP bearer service, keeps network internal routing information. The MME can store the UE context for long to allow for (re-)registration with temporary identity (user identity confidentiality). Within LTE the user gets an IP-address from the moment the registration (and authentication) has been successfully performed. 

TR 25.813 V060 of table 10.1 currently describes within a NOTE that the protocol stack layer in which the ciphering takes place is FFS. 

Assumed that user plane ciphering would be done at IP level than the initial assigned IP-address (allocated by confidentiality protected NAS signalling (requires UPE/MME cooperation)) would be disclosed when starting data transfers. 

Editor’s Note: It needs to be checked whether IP-addresses will be sent in clear text or not.

When the IP-address would be kept static for a long time, it could allow the passive attacker to correlate reallocated TMSI with these static IP-addresses, and this would weaken the TMSI re-allocation scheme.

If we suppose that the User plane ciphering is being performed below/integrated to the PDCP layer then there is no need to require frequent IP-address allocation as the IP-packets are tunnelled and encrypted within ‘PDCP-ciphering’.  This also means that IP-address privacy mechanisms need not be used (e.g. MAC addresses in IPv6). However the identifier that is being used within ‘PDCP’ should then be re-assigned at least as frequently as the TMSI re-allocation. 


[image: image3.emf]eNB

PHY (HARQ)

UE

PHY (HARQ)

MAC (ARQ)

PDCP

MAC (ARQ)

aGW

PDCP


Figure 5.1.1: User-plane protocol stack from TR 25.813 v060

NOTE:  With user plane ciphering not activated, the passive attacker is not only able to observe the IP address of a user but might also be able to observe application layer identifiers, and as such be able to bypass TMSI-IMSI secure reallocation mechanisms.

2.2.2  Countermeasures

A countermeasure against these attacks is to confidentiality protect the assignment procedure of the temporary identities. Note that to fully counter the threat, it may also be necessary to confidentiality protect the measurement reports from the UE to the NW, since otherwise an attacker can predict that the UE is about to handover to a new cell, and then follow the UE to the new cell.

There are other ways than ciphering all NAS signaling messages. Several alternative solutions are listed below:
Editor’s Note: The solutions 1 & 2 below are only a secondary choice under the assumption that there is no NAS confidentiality protection when sending temporary NAS identities. Similar countermeasures may be also used for RNTI.
Solution 1:

Before generating a new temporary identity, network should share keys with user. These pre-shared keys are used to deduce a key which is used to cipher the user temporary identity. Some fresh parameters should be included in procedure of deducing key to ensure the freshness of key. In message of allocating user temporary identity, a ciphered temporary identity is sent. Fresh parameters are also sent. UE uses pre-shared keys and fresh parameters to deduce the key and use it to get the user temporary identity.
Solution 2:

Before generating a new temporary identity, network should share keys with user. A new temporary identity is deduced by using pre-shared keys both in network and UE. Some fresh parameters should be included in procedure of deducing key to ensure the freshness of user temporary identity. In message of allocating user temporary identity, only fresh parameters are sent.
Editor’s note: Since the length of TMSI is short, there may be hash collision. The value of fresh parameter needs to be clarified.
2.2.2.1 Countermeasures against unintentional disclosure of IMSI by UE and MME

Requirement-1: The TMSI on initial and re-allocation by the MME shall be transferred via NAS signaling (confidentiality and integrity protected) towards the UE.

Requirement-2: The MME shall store the TMSI sufficiently long after user de-registration (transition to LTE_DETACHED) or Tracking Area-update time-out, in order for the user to be able to register again with TMSI.

Editor’s Note:  The time for the MME to keep the TMSI value is implementation dependent. It needs to be clarified what is sufficiently long.

Requirement-3: The UE shall give priority to use the last received TMSI over IMSI/IMEI when identification towards MME is needed.

2.2.2.2 Countermeasures against tracking a user between different LTE_ACTIVE and LTE_IDLE sessions.

In order to prevent that a currently valid RNTI (which may be allocated insecurely) cannot be linked to the future TMSI i.e. via TMSI disclosures via MM-signalling in LTE_IDLE (e.g. periodic TA update) after the transition from LTE_ACTIVE to LTE_IDLE, it is necessary to perform TMSI reallocation after having activated NAS ciphering by the core network.

Requirement-4: The TMSI shall be re-allocated after each transition to LTE_ACTIVE transition when having activated NAS-security (and shall be transported confidentiality protected to the UE). 

Editor’s Note: It needs to be investigated whether it is sufficient to reallocate the TMSI on each cell change (rather than change to LTE_ACTIVE) in order to reduce NAS-signalling overhead. It needs also be studied how frequent these transitions can be.
In this case the RNTI can only be linked with the clear text TMSI used within the MM-procedure that initiated the previous state transition to LTE_ACTIVE. This prevents backwards traceability as the attacker cannot ask the IMSI related to the old TMSI anymore.
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Figure 1 : IMSI Re-allocation in Time

The requirement 4 will result in isolation of the effects of user traceability against the passive attacker on accidental IMSI disclosure (e.g. TMSI mismatch)
.

Restriction: The active attacker however can successfully retry after the user enters LTE_IDLEs state, after the first MM-signalling (e.g Tracking Area Update) that needs to be identified by a TMSI and ask the user to identify himself with IMSI. This will allow the attacker tracing the user’s behaviour during the next LTE_ACTIVE period assuming the RNTI allocation is not secure. The attacker will not be able to trace the user behaviour passively after that period without remounting the active attack.

Another countermeasure is to disallow the IP-address visibility. But if IP-addresses are exchanged in cleartext then the reallocation of the IP-addresses shall be of a comparable frequency as the TMSI-reallocation.

Editor’s Note: Frequent IP-address changes may have undesirable affect on the layers above IP.

2.2.2.3 Countermeasures against user tracking via RNTI during LTE_ACTIVE

A secure RNTI reallocation mechanism might further help in limiting the traceability of a particular user. It needs to be investigated whether the complexity that comes with it, warrants an increase in ID-confidentiality. An active attacker can use the LTE_IDLE state for his attacks. A passive attacker needs to take advantage of accidental IMSI disclosure. Under these circumstances it may be acceptable that the RNTI is transported and allocated without requiring confidentiality protection.

There exist several secure RNTI re-allocation solutions, with different complexity. It is thereby assumed that the assignment of an initial RNTI (could also be an initial MAC-ID) is being performed by the eNodeB before it is possible to confidentiality protect the transport of the RNTI to the UE. Following two alternative countermeasures therefore are intended for the secure reallocation of the RNTI.

A) Use of RRC encryption: In that case the RNTI could be re-allocated after activation of air-interface security and transported confidentiality protected to the UE. (this concerns both the state transitions from LTE_IDLE and LTE_DETACHED to LTE_ACTIVE). 

B) Use of a derivation function at both the UE and the eNodeB to derive a secret subsequent RNTI that can be used without having to transfer the new RNTI-value. A potential problem with this is that collisions have to be avoided when generating the new value as the RNTI
 has a limited length. This can be prevented by using a RAND that is chosen by the eNodeB, potentially going through some iteration by re-choosing RAND at eNodeB, in order to generate an unused RNTI value. Such a derivation function may be:  new RNTI = HASH (old RNTI, RRC integrity key, RAND) and needs to be implemented on the ME en eNodeB.

Editor’s Note: These solutions would potentially help to defend against the threat where a person is first passively identified and located, and then his position is tracked via used radio identifiers.
2.2.3  Conclusion 

LTE/SAE shall support the same level of User Identity Confidentiality as today’s 3GPP system (e.g. Idle mode signalling and attach/re-attach with temporary user identities)‘

NOTE: This is from Section 5 of TR 23.882 (Requirements on the architecture).
2.2.4  Track of the decision

2.3 Forced handover 

2.3.1  Threats within LTE

Threat 1: 

In this threat we assume that the attacker is in possession of the currently used RRC keys because UE has previously been connected to the compromised eNodeB and the RRC keys have NOT changed since then.
The compromised eNodeB sends a false handover command message on behalf of its currently serving eNodeB to UE commanding UE to hand over to

a) the compromised eNodeB, which then drops the connection to UE.
b) another eNodeB within the same SAE/LTE access network that is not prepared to handle UE, which will again make the UEs connection drop. 

In both cases UE is denied service. 

Threat 2: 
A compromised eNodeB sends a powerful signal so that all UEs in its vicinity are handed over to the compromised eNodeB. Once the HO is complete, the compromised eNodeB drops the connection. As a consequence all UEs in the vicinity of the compromised eNodeB are denied service. 

2.3.2  Countermeasures

For threat 1:

The attacker is only able to address UE when connected to another eNodeB if he knows the RNTI assigned to UE. If the RNTI is assigned with NAS involvement, an attacker in possession of the RRC keys does not have access to the assigned RNTI unless he can guess it from time-relations or because there is a limited range of RNTIs. It is important to note that the RNTI assignment is not decided upon. However, it may be of interest to introduce an RNTI assignment in two steps such that an initial temporary RNTI is assigned without NAS involvement and then a more permanent RNTI is assigned with NAS involvement after the NAS security is established.
Even if the attacker is in possession of the RNTI and the currently serving eNodeB drops the connection to UE, UE will try to establish a new connection with the best available eNodeB. In case the same RRC keys are used after the establishment of the new connection the attacker may be able to repeat the same attack several times. In case new RRC keys are used on a non-compromised eNodeB after the establishment of the new connection, the attacker cannot mount the attack again. 

Furthermore, the above attack requires the attacker to send an individual false handover command message to each victim UE. As opposed to this a jamming of the corresponding radio frequencies of the currently serving eNodeB would affect all UEs in its vicinity at once.
The attacker can indeed extend the scope of his attack beyond a compromised eNodeB under his control, but the extension is fairly limited as the users must have been attached to the compromised eNodeB at one time. NAS involvement in the RNTI assignment would help to mitigate Threat 1, but may not completely prevent it.
For threat 2:

Threat 2 has a similar effect as Threat 1 as UEs are denied service. However, possible victims of the attacks previously described are only UEs that were at some point connected to the compromised eNodeB and the attacker has to explicitly address each victim UE. As opposed to this all UEs that are currently in the vicinity of the compromised eNodeB are possible victims of threat 6 and all of them can be denied access at once.

Threat 2 is one example for a threat that cannot be mitigated by the use of separate keys, but seems to be easier to mount and more effective than Threat 1. Furthermore, the use of separate keys seems much more complex than the use of common keys. As threat 6 shows, the security gain seems to be quite limited, which speaks in favour of using common keys.
2.3.3  Conclusion
2.3.4  Track of the decision
2.4 Forced handover to legacy RAT 

2.4.1  Threats
An attacker may force an LTE UE that also supports legacy RAT to perform a handover to a legacy RAT with weaker security. The problem can be described as follows, cited from [3]:

"An attacker with the ability to generate RRC signalling—that is, any of the forms of compromise listed above—can initiate a reconfiguration procedure with the UE, directing it to a cell or network chosen by the attacker.  This could function as a denial of service (if the target network cannot or will not offer the UE service) or to allow a chosen network to “capture” UEs.

An attacker who already had full control of one system (perhaps due to weaker security on another RAT) could direct other systems’ UEs to “their” network as a prelude to more serious security attacks using the deeply compromised system. Used in this way, the ability to force a handover serves to expand any form of attack to UEs on otherwise secure systems, meaning that a single poorly secured network (in any RAT that interoperates with the E-UTRAN) becomes a point of vulnerability not only for itself but for all other networks in its coverage area."

2.4.2  Countermeasures

Two of the three security associations agreed for LTE/SAE are independent of the radio layer: the Non-Access-Stratum signalling and the User Plane security (NAS, UP). If usage of (NAS, UP) security is not confined to LTE-RAT access only, a handover attack will lose much of its attractiveness to an attacker. Even after compromising the radio layer security, an attacker can not send or eavesdrop UP traffic and NAS signalling, because they are protected by an additional security layer.

So LTE/SAE UEs will benefit from security enhancements, independent of the RAT they use to connect to the 3GPP system. Legacy 2G/3G UEs are not aware of the new NAS and UP security associations and continue to rely on their bearer-specific security only.

In order to counter the forced handover attack in the described way, an architectural decision must be made that allows a UE to utilize (NAS, UP) security over legacy RATs. This means that the NE that terminate the respective security associations must be above the interworking point with legacy RAT. The figure above does not assign these security anchors and the interworking point to the LTE RAN or to the SAE CN, because discussion on their assignment is still ongoing in SA2.

Editor’s Note: this is only one of the possible countermeasures. The architecture of SAE/LTE isn’t known well.  This countermeasure may affect mobility between different RAT. More explicit description of the threat is helpful. There already exists solution to enhance legacy RAT security.
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2.4.3  Conclusion
2.4.4  Track of the decision
2.5 Threats of unprotected bootstrap and multicast signalling in LTE 

2.5.1 Threats
In UTRAN there is no protection of information received from the network before the security mode command, i.e. the bootstrap signaling is unprotected. Similarly, information which is sent from the network in a point-to-multipoint fashion, e.g. information triggering hand-over to other ENodeB while the UE is idle or information such as the GROUP_RELEASE command from the RNC, lacks protection.

Protection of such signaling seems to require either:

· public keys associated with RAN nodes and use of signatures, 

· source origin authentication schemes such as TESLA, [1], or,

· other forms of  “tailor made” symmetric key based solutions for specific problems, e.g. [2].

The threats associated with not using such protective measures seem mainly to be of DoS aspects, i.e. the UE will be fooled into camping on a false eNodeB, or, the UE would be detached from the network, etc. However, at the same time, the effects of these DoS attacks are more persistent than “radio jamming” attacks, as the UE will e.g. loose paging until the user/UE actively triggers an outgoing call. Thus, this sort of DoS attack is not completely persistent, neither is it exactly non-persistent.
Editor’s notes: the former policy is only against persistent Dos, not non-persistent DoS. This is semi-persistent DoS. All the possibilities to identify threats related to broadcast and multicast should be identified in order to affect the design of the system. “GROUP_RELEASE” command is from the RNC and may be not needed in LTE/SAE.
3 Threats to ENodeB and last-mile transport links

It’s assumed that the LTE/SAE system will consist of smaller, lower cost radio site equipment, which will be deployed in increasingly vulnerable locations, and that less trusted types of transmission links will be used to interconnect that equipment to the “core network”.  This chapter covers the threats that may realize due to the 
1) Small and low cost ENodeBs

2) Vulnerable ENodeB sites (e.g. public indoor site)

3) Less trusted transmission to/from ENodeB site (e.g. regular office Ethernet cables) (= last-mile)
This review is based on the SA3 assumption that evolved system will consist of 1), 2) and 3). In the following subsections the threats are listed, the possible countermeasures are described and the decisions are tracked.
User Plane packet injection attacks

3.1.1 Threats

A) The attacker injects packets in the ENodeB, which means that the physical security of the ENodeB has been compromised. The compromised ENodeB can inject upstream user plane packets to the core network and downstream user plane packets to the UE. Here, the assumption is that the UPE and UE are not compromised. 
B) The attacker injects user plane packets on the last-mile, while ENodeB, UE and UPE are not compromised. DoS attack is also possible. Attacker may send broadcast packets to the access link and try to congest access network as much as possible.
C) Abuse of outsourced network access transit capacity, i.e. insider attack by access network operator employees is also possible. The result is that the access network operator reports more packets than in reality UEs have sent.
3.1.2  Countermeasures 
The best countermeasure is that the U-plane is integrity protected between UE and the UPE. Using only confidentiality protection for the packets provides much higher security than no confidentiality protection, but still the packet modification attack is possible. However, when only confidentiality protection is used between UE and UPE, packet injection attack is mitigated when using appropriate mode of cipher, , i.e., cipher block chaining (CBC).. 

It should be noted that the packet/byte counters, if any, in UPE must be incremented only for valid packets (i.e. not for packets that result bogus after decryption). Also, duplicate packet detection has to be considered if counting packets/bytes so that the attacker can’t send duplicate packets and affect the accounting for the users.  

Another good countermeasure is to introduce counter check procedure in UMTS to LTE/SAE. Counter check procedure should be performed periodically between UE and network. Periodical authentication can also be performed in counter check procedure. There are several ways to implement counter check procedure in LTE/SAE. UE and aGW store some values of counters. These values can reflect the amount of data sent in uplink and downlink direction. UE and aGW periodically perform counter check procedure to check that these values are identical. If these values are not identical, aGW may release the connection.
Editor’s Note: this countermeasure is only useful when there is no integrity protection. There may be different network nodes needed to store and check the counter. Complexity of counter management and the flexibility of this countermeasure need FFS. The threats mitigated by this countermeasure aren’t clear and need full study of the contributor. There may be new threats brought by the countermeasure.
3.1.3  Conclusion

3.1.4  Track of the decision
It was decided that the UP ciphering will terminate in the aGW. (refer to A5.2 of S3-060119).
3.2 User plane packet modification attacks 
3.2.1 Threats

Here we assume that the user plane traffic is at least encrypted between UE and UPE. Thus, a result of packet modification attack would for example be that UEs would experience lower quality or denial of service.
A) The attacker modifies or drops user plane packets in the ENodeB or in the last-mile, in such a way that the UE must re-transmit etc. This affects the service quality that the UE (subscriber) is seeing. In addition educated modifications changing traffic content or affecting charging may be possible.
B) The attacker carries out attack A) by adding a new network node between the ENodeBs and the UPE or hijacking for example the switches/routers on the SAE access network.
C) Here we assume that the user plane traffic is in addition integrity protected between UE and UPE. Thus, a result of packet modification attack the packets would be rejected by UE or UPE which would for example lead to a UEs experiencing lower quality or denial of service. The attacker modifies or drops user plane packets in the ENodeB or in the last-mile, in such a way that the UE must re-transmit etc. This affects the service quality that the UE (subscriber) is seeing. 

D) The attacker carries out attack B) by adding a new network node between the ENodeBs and the UPE or hijacking for example the switches/routers on the SAE access network. 
3.2.2  Countermeasures
The countermeasure for threat A) and B)is to use user plane integrity protection between UE and UPE. Using only U-plane ciphering between UE and UPE is not enough for mitigating packet modification attacks but provides higher security than no confidentiality protection. Only integrity protection can provide full mitigation for packet modification attacks.

The countermeasure for threat C) and D) is FFS. 
3.2.3  Conclusion

3.2.4  Track of the decision
3.3 User plane packet eavesdropping

3.3.1 Threats

The attacker is eavesdropping in a ENodeB or on the last mile. The threats of this are: 

A) steal confidentiality of data transmitted in the packet payload (content confidentiality) 

B) steal confidentiality of context information such as identities, routing information and communication behavior.
3.3.2  Countermeasures 

U-plane confidentiality protection can be used to mitigate threats of type A). 
For B we need information from RAN2 on UE-ID.
3.3.3  Conclusion

3.3.4  Track of the decision

It was decided that the UP ciphering will terminate in the aGW. (refer to A5.2 of S3-060119).
3.4 Physical attack threat on ENodeB 
3.4.1 Threats

A) Breaking the ENodeB to get the keys and unencrypted data is theoretically possible, i.e. there may be some points in the ENodeB where the unencrypted data is exposed between two encrypted data pipes. The attacker may dig out the ENodeB-MME/UPE shared secret or a long term certificate from the ENodeB and tries to add another ENodeB (in the same or another network). 

B) The attacker steals an existing and deployed ENodeB to sell or deploy for own use..
3.4.2  Countermeasures
For threat A) this kind of attacks can be protected with physical security measures such as alarm systems to protect unauthorized opening of the ENodeB, putting keys into a hard to break chips etc.The countermeasure is to use identification and separate private keys between MME/UPE and each ENodeB. ENodeB can have a secure module to store long term keys, which are used to bootstrap SA between ENodeB and MME. The identity of a ENodeB could be stored in a trusted physical module (TPM). Then the MMEs and UPEs compare the ID of the ENodeBs against a list of valid and revoked IDs. Depending on the cost this solution can be implemented.
Use physical security. Solution as for A, i.e., using not reset TPM, could help identifying the ENodeB if it is connected to an operator
For threat B) Use physical security for ENodeB implementation (i.e. burn identification information into the ENodeB during manufacturing phase). The ID is in tamper resistance chip and can not be changed without breaking the chip. The secret key (used in asymmetric cryptography) can not be read from the chip. MME is able to detect if there are two ENodeBs using same keys. When using ENodeB identification, it necessitates that MME’s of different operators cooperate in detecting ENodeB’s with the same identity.
3.4.3  Conclusion

3.4.4  Track of the decision

3.5 (D)DoS attacks against ENodeB from the network 
3.5.1 Threats

A) A network node from the network, which is overtaken by an attacker, launches a logical (D)DoS attack against the ENodeB(s) by sending selected packets towards the ENodeB(s). 

3.5.2  Countermeasures
ENodeBs should not reserve any resources based on signaling without proper authentication. This would mean that the ENodeBs do not trust other ENodeBs without proper authentication. 

3.5.3  Conclusion

3.5.4  Track of the decision
See 8.1.
3.6 (D)DoS attacks against ENodeB from UEs 
3.6.1 Threats

A) The attacker impersonating a UE sends selected packets against the ENodeBs to deny ENodeB services from others. 

B) The attacker could launch a logical (D)DoS attack towards the ENodeBs from the RAN side. 
C) The attacker could send random radio signals that impede the physical layer communication (radio jamming)
3.6.2  Countermeasures

The countermeasure is to integrity protect signaling after successful authentication. Before the UE is successfully authenticated, protocols should be used that are not highly vulnerable to (D)DoS attacks (for example cookies to avoid blind DoS attacks).
Editor’s note: The countermeasures for detection and report against jamming attacks need to be further detail.

Threat B) can be mitigated with mutual authentication between UE and ENodeB based on ENodeB-specific session keys. There are two possible solutions after that:

· Session keys are bound to the ENodeB identity and the master key for deriving ENodeB specific session keys are stored only in the UE and the MME. Attackers cannot leverage compromise of one ENodeB to compromise other ENodeBs. ENodeBs do not contain long term UE session keys (ENodeB keys with the MME are there) and they can not derive or create keys for other ENodeBs. Using the UE-ENodeB session keys provides protection against logical DoS attacks based on mobility signalling between ENodeBs. Context transfers and/or handoff commands can be authenticated and thus resource depletion attacks are mitigated. Attackers can’t hijack UE’s application level protected sessions with a hijacked ENodeB. Attackers can’t hijack UE-MME session or initial access authentication key material with a hijacked ENodeB. Based on the ENodeB specific session keys attackers can’t hijack sessions with other ENodeB with a hijacked ENodeB. Because of the separate UE session keys with every ENodeB, an attacker can not hijack UE sessions moving out of the hijacked ENodeB. 
· After mutual authentication, rate limitation can be used to limit the amount of resources one UE can consume.
Radio jamming (threat C) attacks can be made with special hardware and countermeasures for these are not feasible to implement. However, jamming attacks may be detected and reported.

3.6.3  Conclusion

3.6.4  Track of the decision

See 8.1.

Draft Report SA3#42: “So, at this stage there is no convincing argument that separate keys have significant benefit, but SA3 would like to reserve the right to continue study on it. It is understood that RAN still needs to go forward with the Handover, architecture and it was decided that RAN should be given the go ahead on common keys. “
4 Threats to MME/UPE 
4.1 (D)DoS attacks against MME through from RAN side
4.1.1 Threat

A) The attacker launches a logical (D)DoS attack against the MME utilizing signaling that comes from RAN side, for example initial access authentication
4.1.2  Countermeasures
The countermeasure is to integrity protect signaling after successful authentication. Integrity protection should be bound to authentication and there should be rate limitation in case of certain UE behavior. Before the user is successfully authenticated, protocols should be used that are not highly vulnerable to (D)DoS attacks. Another countermeasure is to use cookies. 
4.1.3  Conclusion

4.1.4  Track of the decision

Refer to A5.1.1 of S3-060119 [1]:
· "Clear requirement that keys used in the CN (for user-plane ciphering) should NOT be provided to the Node-B"

· "NAS protected above Node-B"
· "SMC to manage user-plane and NAS security above Node-B"
5 Network Domain Security Solutions 

This chapter describes how Network Domain Security according to TS 33.210 could be used to counteract certain IP-based threats on the LTE reference points. Section 6.1 gives a general overview; section 6.2 clarifies which threats from section 3 until 5 can be counteracted and which not. Finally section 6.3 provides a summary of the required security of NDS/IP.

Editor’s Note: If relevant threats are added to section 3 or 4 then this chapter may also need further changes.

5.1 Introduction
5.1.1  NDS/IP architecture applied to LTE

TS 33.210 defines a Za and a Zb-interface that is applied between NE’s (Network Elements) and SEGs (Security Gateways) in order to protect the transfer of signalling data.
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Figure 5.1-1: NDS architecture for IP-based protocols from TS 33.210

If we convert the above figure towards SAE/LTE entities then NE A-1 may be an aGW (MME, UPE) and NE B-1 may be the eNodeB if the aGW and the eNodeB reside in different security domains (e.g. if they are connected over the Internet). The SEG may be integrated into the NE or may be a standalone device. If the link between the SEG and the NE can be trusted (e.g. the link between the aGW and the SEG resides in the same building of the operator) than no additional security (other than the physical measure) needs to be applied between them (i.e. the Zb reference point security is optional). Alternatively, if aGW and eNodeB reside in the same security domain, they may be mapped to NE A-1 and NE A-2 respectively and the optional Zb interface would be used between them.

If several nodes are placed within the same trusted environment, then it may be advantageous to concentrate the security in a stand-alone device i.e. a SEG at the border of the trusted domain. This may be the fact for the aGW (TS 23.882 V100 assumes that MME and UPE could be split over separate devices) but also for eNodeBs. In any case the number of (semi-static) security associations for NDS/IP on the S1-reference point between eNodeB and the core Network will largely be determined by the number of eNodeBs.

It is assumed that the S1-reference point between eNodeBs and the aGW may go via the open internet or over equivalent solutions with similar low protection level (e.g. the operator leases an IP-line from a carrier that cannot guarantee the prevention of security threats on that leased line). While the aGW resides in a trusted location, this is not necessarily the case for the eNodeB. In this case, physical links in the vicinity of the eNodeB may be vulnerable. Therefore, in the general case, IPsec functionality, terminating either Za (i.e. SEG functionality) or Zb will have to be integrated in the eNodeB, to prevent breaches if there would be a separate SEG to eNodeB link. However we should not rule out the deployment option where the vicinity of eNodeBs is sufficiently trusted, but the backhaul link to the aGW is not. In this case, it may be advantageous to use SEG aggregating the traffic from several eNodeBs.

5.1.2  Key Management solutions for NDS/IP

In the distributed case signalling and packet forwarding exists between the eNodeBs. At the same time the transmission links between eNodeBs are considered to be insecure, meaning that the threat of packet injection, packet eavesdropping, and packet modifications exists on the links. Handovers can also happen between many different eNodeBs, depending on the network configuration and management. 

There are various methods to provide key management for NDS/IP between eNodeBs:

1. NDS/IP could be used to secure connections between eNodeBs, based on pre-shared secrets. This would mean that Operations & Management is required to create the SAs between the required eNodeBs, or that the pre-shared secrets are transferred to the right eNodeBs by some other means.

2. eNodeB specific certificates could be used to bootstrap security associations between eNodeBs. This would mean that each eNodeB shall have its own certificate signed by a Certificate Authority (CA) and the corresponding root certificate from the CA for certificate validation. This would also probably mean that certificate revocation methods should be implemented or short enough certificate lifetimes should be used. The latter requires provisioning of new certificates, before the lifetime of the current ones is exceeded. Choosing the right lifetime becomes a trade-off issue between a fresh and possibly a disclosed certificate.

3. Centralized node(s) in the network could bootstrap eNodeB-eNodeB security associations automatically when needed. This would mean that the centralized node(s) know the topology of the eNodeBs (i.e. at least neighbour eNodeBs for each eNodeB).

Evaluation: 

In cases 1 and 3, when adding a new eNodeB to the network, the existing neighboring eNodeBs need to be updated to incorporate the security association or needed credentials with the new eNodeB. In case 2 the certificate management must be implemented and the certificates in the eNodeBs must be protected and provisioned.

5.1.3  Alternatives

An alternative for NDS/IP may be to provide the keying material inside a subscriber context from the core network to the eNodeBs. In effect meaning that the core network node would encrypt a subscriber specific signalling protection (symmetric) key for multiple eNodeBs at the same time and send all these encrypted keys to the subscribers’ current eNodeBs inside the subscriber context. When secure signalling between eNodeBs is needed the source eNodeB uses the subscriber specific signalling protection key to protect the messages, finds the encrypted entry for the target eNodeB and sends it along with the messages to the target eNodeB. Target eNodeB then finds the encrypted subscriber specific signalling protection key, decrypts it and the corresponding messages. This way the source eNodeB can securely communicate with all eNodeBs that are included in the subscribers context received from the core network. This does not mandate neighbouring relationship between the eNodeBs.

In this case, there is no need to maintain security associations between eNodeBs, because the exchanged messages themselves include needed material for message decryption securely delivered to the corresponding eNodeB.

Editor’s Note: There isn’t preference to the above countermeasures.
Editor’s Note: The text of this section needs further clarification how a subscriber context could be used as alternative to NDS/IP

5.2 How particular threats of section 3 and 4 can be counteracted.

In the distributed ENodeB-architecture, signalling and packet forwarding exists between the eNodeBs. At the same time the transmission links between eNodeBs are considered to be insecure, meaning that the threat of packet injection, packet eavesdropping, and packet modifications exists on the links. Handovers can also happen between many different eNodeBs, depending on the network configuration and management. 

In this section we analyse the IP-based threats, and evaluate whether and how NDS/IP provides a countermeasure. In this section we only consider outsider attacks between UE and the MME and UPE of the aGW, and on the IP-based reference points between eNodeB.

NOTE: Only those threats from Section 3 and 4 were evaluated which were found relevant.

NOTE: The threats within this section are numbered as NDS-Threat-x in order to have a numbering independent from section 3 and 4. This will allow to renumbering of sections 3 and 4 with minimal impacts in this chapter.

NDS-Threat-1: Section 3.1 User Plane packet injection attacks (Threat-B):  ‘The attacker injects user plane packets on the last-mile, while eNodeB, UE and UPE are not compromised. DoS attack is also possible. Attacker may send broadcast packets to the access link and try to congest access network as much as possible.’
Evaluation:

If the interface between aGW and eNodeB is not trusted and an attacker could indeed inject packets towards the UE then the eNodeB would simply forward these packets towards the UE, irrespective of whether there is integrity or confidentiality protection of the user plane between UE and aGW. In this way, an attacker could overload the air interface and deny service. 

In the uplink, the effect of packet injection towards the aGW is different: NDS could not stop an attacker from bombarding the aGW with bogus packets even if user plane security was integrity-protected between UE and aGW. Packet filtering methods must be used here. However the use of NDS could prevent that the aGW sends bogus packets further into the core network. Note that packets are forwarded by the aGW only if the attacker could correctly guess the required headers, which may not be easy as the user plane is encrypted. 

Conclusion: network domain security with integrity protection between eNodeB and aGW is required in the downlink if the interface is not trusted. It is recommended in the uplink if the interface is not trusted.

NDS-Threat-2: Section 3.2 User Plane packet modification injection attacks between eNodeB and the UE: (Threat-A) ‘The attacker modifies encrypted user plane packets, so as to deny service from the UE by modifying UE packets in such a way that the UE must re-transmit etc. In this way the attacker acts as man-in-the-middle between UE and UPE. This affects the service quality that the UE (subscriber) is seeing’. 

Evaluation: Applying NDS between eNodeB and aGW does not seem to help against attack between eNodeB and UE.

NDS-Threat-3: Section 3.3 User plane packet eavesdropping between the eNodeB and the UE

Evaluation: Applying NDS between eNodeB and aGW does not seem to help against attacks between eNodeB and UE. 

NDS-Threat-4: Section 4.1 Dos Attacks from false MME against eNodeB

Evaluation: This concerns control plane traffic which is originated from false MME towards genuine eNodeB. As control traffic we distinguish S1-signalling (Iu-like) between eNodeB and aGW and NAS signalling between UE and aGW. The vice-versa case is similar.

We assume that NAS signalling is integrity protected and may be confidentiality protected between the UE and the MME. Similar consideration as for NDS-Threat-1 applies. IP packet authentication is needed to protect against DoS attacks towards eNodeB.

However note that signalling on the S1-reference point will transfer RRC integrity keys, so there is a requirement for confidentiality protection of the S1-signalling.

NDS-Threat-5:  Dos Attacks from false eNodeB to eNodeB.

Evaluation: Similar as NDS-Threat-1: IP packet authentication is needed.

NDS-Threat-6: Attacks on the eNodeB-eNodeB interface.

Evaluation: Similar as NDS-Threat-1: IP packet authentication is needed to prevent spoofed handover commands. It is likely that sensitive information will be transferred on this interface which will require confidentiality protection (e.g. RRC integrity keys in handover).

5.3 Summary

	Reference point and data type 
	Integrity/authentication according to TS 33.210
	Confidentiality of NDS/IP according to TS 33.210
	Remarks

	S1-User plane  (UPE)
	Yes
	No
	TS 33.210 only covers signalling data

	S1-NAS (MME)
	Yes
	No
	

	S1-Iu-alike (MME)
	Yes
	Yes (transfer of sensitive information e.g. RRC keys)
	

	eNodeB-eNodeB
	Yes
	Yes if sensitive information is exchanged (RRC keys)
	


6 Threat of masqueraded UE/NW towards NW/UE 

6.1 Threat

6.2 Countermeasures

UMTS AKA is considered to be a trusted protocol for authentication. The signalling sequence in high-level for  authentication and key agreement in UMTS can be reused in SAE/LTE as well.
6.3 Conclusion

6.4 Track of the decision
7 Decision made in RAN2/3-SA3 joint meeting in Jan 2006
7.1 RRC
Refer to A5.3 of S3-060119 (RAN2, RAN3 and SA3 joint meeting report from Sophia-Antipolis Jan 2006) [1]:

· “It was decided that RRC is always integrity protected.”
· "It was decided that a separate key set for RRC protection is necessary if RRC is terminated is in Node-B in order to prevent the derivation of NAS and User Plane keys. Keys per Node-B if RRC in Node-B TBD (TBD, SA3 to analyse if it is needed, answer by RAN Denver meetings latest ,else default in RAN group is no need)"

· "RRC protection resides in the node where RRC function terminates. i.e. if RRC is split in upper RRC and lower RRC then different security locations"

· "No identified show stopper in security vulnerability depending on the location for RRC => other criteria (cost complexity, performance, etc for overall RRC functions i.e. RB management, mobility, complexity/cost of security, etc) will be used for decision in RAN on RRC termination point(s). Conclusions will be provided to SA3 to continue joint work on security procedures"

· "RRC ciphering TDB (SA3)"

· "possibly user ID ciphering (scrambling) TBD (SA3 to investigate first)"

· "Allocation of IDs to be studied also (RAN2 will summarize information for SA3 and send it in an LS)"
Refer to chapter 1 of R3-060289 (LS from SA3#42 Bangalore on Feb 2006 to RAN2, RAN3, and SA2) [2]:

· “RRC ciphering and possibly user ID ciphering (scrambling). SA3 can’t decide now if RRC ciphering is needed without knowing the signaling messages and IDs used in RRC signaling. If there is need to protect the confidentiality of user IDs, there may be other ways than ciphering all RRC messages (potentially, by allocating IDs with a suitable scheme or only the identities themselves could be confidentially protected).”

As agreed in RAN plenary #31, the Evolved UTRAN functionality is distributed into ENodeBs. 
7.2 MAC

Refer to A5.3 of S3-060119 (RAN2, RAN3 and SA3 joint meeting report from Sophia-Antipolis Jan 2006) [1]:
· “MAC security TBD (conclusion in April in SA3)”
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� The possible attackers/intruders are hackers, operator's own personnel, third parties having access to the system, competing operators, competing vendors, criminals, ordinary subscribers (deliberately or non-deliberately), spies, etc. Motivations of attackers/intruders are espionage, violating operator's business or reputation, getting information about operators’ system, business or services, just for fun, financial benefit, by mistake, to cover illegal actions, vandalism, to avoid charging, etc.


� We assume that an attacker (excluding compromised eNodeB’s) is not able to ask MME for the IMSI related to a traced TMSI within LTE_ACTIVE as MM-signaling shall be integrity protected on NAS level. Similarly the UE should not answer a paging request with IMSI or TMSI while in state LTE_ACTIVE�. The newly assigned TMSI is therefore protected from disclosure via an active attack during the LTE_ACTIVE session. 


We assume that the protected MM-signalling during LTE_IDLE is routed towards NAS via the eNodeB on the basis of an internally linked RNTI-TMSI table (S1-interface).


� This also assumes that the RNTI is not structured.
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