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Abstract of the contribution

At SA2#50 a number of use cases for the need of concurrent access to multiple PDNs has been proposed. This contribution attempts to analyse them and to understand whether to support them it is necessary to use special access system capabilities down to the bearer level, or whether other ways to satisfy them exist. Particular attention has been paid to the aspect “Consistent behaviour for applications across different access technologies should also be considered” agreed at SA2#50, which implies that it is highly desirable that the same solution should apply across multiple technologies to guarantee uniform service experience, a single way to deliver services across different technologies (to address the needs of converged networks operators), and effectively support mobility across them.

Discussion

“A UE could access both IPv4 and IPv6 PDNs/Service Domains, e.g. if IPv4 and IPv6 traffic is routed from the UE to IPv4 and IPv6 server clusters in different physical locations.”

The evolved system should support access to these server clusters independently from the access technology used and the IP version supported by the access network. This is in the end a classic case of mutual reachability and routing between networks supporting different IP versions, and as such reliance on IETF work on this matter should be the way forward. If the issue is then segregation of traffic bound for the IPv6 and IPv4 networks, then this falls under the general case of IP VPNs support (and is no different than the need of segregating IPv4 traffic related to different networks (e.g. Operator network and corporate network).

“Corporate employees may wish to use the LTE/SAE access system available in corporate premises for access to corporate services, while using the UE for IMS based telecommunications such as phone calls. The IMS traffic should comply with the requirements of the operator trust domain in order to secure charging and LI while the corporate traffic should be securely and efficiently routed.”

This particular scenario can be addressed with the following set up. In the picture here below the UPE and IASA are combined in a single node for simplicity. In this set up, there is a single bearer set up by the UE towards the UPE/IASA that allows the UE to access IMS and provides L3 connectivity to the Internet to allow reachability to a VPN gateway, which provides access to the Corporate Network.
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Figure 1 - solution for the provision of concurrent access to operator services and corporate or other network provided services.
The technology that is necessary to implement this is known in the industry as split tunnelling and it is commonly available today in many commercially available IP-sec clients (e.g. [1][3]). Split tunnelling allows configuring specific network routes that are downloaded to the client. Only these network routes are then tunnelled; any other traffic goes to the local network (in this case the operator network, where IMS and other IP services can be run). The traffic that goes out of the tunnel into the operator network can in turn be subject to operator policies that may enforce QoS, Charging policies and force routing and to specific next-hop routers (or network based VPNs) from the UPE/IASA.
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Figure 2 - split tunnel combined with operator provisioned routing policies at UPE/IASA

This solution is also suitable for deployment in any networking environment offering connectivity to an operator network that provides access to Internet and other services.

 “When working remotely away from the corporate site, a corporate employee may access corporate services. This corporate traffic should remain securely separated from other PDNs/Service Domains such as public Internet, or Device Management to the UE performed by the home operator”.

The split tunnelling technique proposed above seems to be suitable and secure, and it is validated by deployments today and commercial availability.

“UE mobility between access systems such as LTE, 2G/3G or I-WLAN, or between operators”.

The split tunnel solution is orthogonal to the IP mobility support provided by SAE, and as such it could work in conjunction with solutions that support IP mobility across technologies and administrative boundaries. The only requirement imposed by this solution is that the UE just sets up a single Session even when using technologies that may allow for more than one towards multiple PDNs (like in GPRS/UMTS via the concept of multiple concurrent APNs access). In this way, there is no need to implement complex interworking procedures between technologies using a different access paradigm.

“In some roaming cases, the UE could use the VPLMN for access to visited network services such as public Internet or IMS emergency sessions (for pre-SAE/LTE access systems TR 23.867 requires a globally dedicated APN), while operator services can also be provided in the HPLMN”.

The split tunnel solution enables this scenario. Access to a remote operator network is equivalent to access to a corporate network.

Conclusion

This brief paper has illustrated that a simple networking solutions like “split tunnel” may offer the flexibility to cover a number of scenarios, which require simultaneous access to multiple PDNs. This may be extended with the development of solutions including multiple tunnels if necessary. It also works in a technology independent way as it assumes no particular capability from the access network side. The industry, if this solution was adopted, should converge to a solution to manage the download of policies to clients for routes to tunnel association, and security (i.e. firewalling rules) to allow for standardized approach (today split tunnelling is supported as a proprietary feature in IPSEC clients). Also, the usage of network-based VPNs to support particular operator policies or services is also complementar to this technique, rather than mutually exclusive (as shown in Figure 2 above).

It is proposed that these changes are accepted for section of TR 23.882

[text to be added]…

=================================================================

7.10.2
Solution for Key Issue IP connectivity with multiple PDNs

7.10.2.1
Solution 1 for Key Issue IP connectivity with multiple PDNs

Access to multiple PDNs can be provided in a way that is independent of the access technology within the Evolved system architecture. 

The technology that is necessary to implement this is known in the industry as split tunnelling and it is commonly available today in many commercially available IP-sec clients. Split tunnelling allows configuring specific network routes that are downloaded to the client. Only these network routes are then tunnelled; any other traffic goes to the local network (in this case the operator network, where IMS and other IP services can be run). The traffic that goes out of the tunnel into the operator network can in turn be subject to operator policies that may enforce QoS, Charging policies and force routing and to specific next-hop routers (or network based VPNs) from the UPE/IASA. Figure X and Figure Y provide a depiction of this technique. The UPE and IASA are shown collocated in these pictures, but this is just for simplicity (IASA may be separate).
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Figure x - solution for the provision of concurrent access to operator services and corporate or other network provided services.
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Figure y - split tunnel combined with operator provisioned routing policies at UPE/IASA
Split tunnels can be supported on top of the IP mobility support scheme adopted in SAE and as such it works when Mobility is supported across various technologies. It can be used also over GPRS/UMTS networks and in this case the UPE/IASA is embodied by the GGSN. The usage of multiple concurrent APNs method, to address this key issue usage scenarios in GPRS/UMTS, for multimode terminals that provide handover between GPRS/UMTS and LTE and/or other technologies, should be avoided as there would be handoff disruption.
Split tunnel, when combined with PCC and the definition of routing policies that can be downloaded to the UPE/IASA as session is set up, or based on application driven push or pull of policies to the UPE/IASA, allows for full control of the network access services and to cover all the expected usage scenarios. This is to say that a mix of network based VPNs and split tunnel techniques covers all potential usage scenarios.
The transition to IPv6 or the management of compatibility between IPv6 and IPv4 is a topic that should be addresses as a separate issue from access to multiple concurrent PDNs, and an approach suitable for all supported technologies should be pursued.
References

[1] “IPSec client features” http://www142.nortelnetworks.com/bvdoc/contivity/doc_html/315899A00/chapte7a.htm
[2] “VPN Split Tunneling” http://www.utexas.edu/its/vpn/about.html#vpn
[3] “Lucent IPSec Client Technical Specifications” http://www.lucent.com/livelink/0900940380004b3c_Brochure_datasheet.pdf



























3GPP

SA WG2 TD


_1200219830.doc
[image: image1.emf]





Evolved







Access







Network







UE







 GW







Corporate network



















Layer 3







connectivity







Operator network



IMS, OMA DMS…)







UPE/



 IASA




























_1200225748.ppt






Corporate net

IMS

Other services/DMS

UPE/IASA

IPSEC tunnel

UE

Routing Policy

SAE access bearer








