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1. Introduction / Discussion

There is currently an editor's note in TR23.803 stating:
" Editor's note:
Support for Authorization Token based binding needs to be further studied, especially from backwards compatibility perspective, along with further binding mechanism alternatives."

This paper attempts to study the need for the Authorization Tokens.   The authorization token is used to bind bearer events to session information received from the AF. It is also used to route authorization requests from the GW to the correct PDF/PCRF.
1.1 Backwards Compatibility

If you take the existing defined architecture in section 4.2.1, it is assumed that the minimum requirement for PCC is the existence of the R7 PCRF. The reference points may be of any release i.e. R6 Rx, R7 Gx+, R5 Go etc. The PCRF is responsible for determining the need to generate the authorization token based on local policy (SBLP) and knowledge of functionality already used (i.e. R5/6 Go, R7 Rx, R6 Gq). In general there is no need to generate a token for non-real time user sessions where it is likely to result in an unnecessary burden at the UE and in the IP-CAN to ensure segregation of the bearers especially for R5 compliant UEs and GGSNs. It is worth remembering that if a UE and GGSN support authorization tokens, it automatically supports TFTs as there is no other defined mechanism to carry the authorization token in GPRS access.  The following sub-clauses analyses the scenarios where the authorization token is applicable.
1.1.1 Reference point between GW and PCRF

1.1.1.1 R6 Gx and no Go reference point
For R6 Gx only from the GW, all bearer events (in the GPRS case – on an APN configured to use PCC functionality) are notified to the PCRF (including primary PDP context activation for GPRS) and therefore for any subsequent user sessions, for the same IP network connection, the PCRF already knows that there is no support for the authorization token on Gx and therefore there is no need to generate a token to be passed over Gq or Rx+.

1.1.1.2 R6 Gx with Go reference point

This is not a recommended configuration due to the nature of the controls provided by the SBLP and FBC architectures at the GW. This could cause conflicts between the policies originating from the two architectures. Also it will add to session set up delay due to the need for separate messaging for both SBLP and FBC even though they go to the same endpoint (PCRF). To ensure that both Gx and Go are not invoked, there are two things that can be done: configure at the GW to use only one (on an APN basis for GPRS), or the PCRF does not generate an authorization token.

1.1.1.3 R5 Go reference point only

This is the most restrictive scenario as there is no benefit of the PCC architecture when only the Go reference point is implemented as flow based charging cannot be achieved and as such PCC functionality cannot be provided. Therefore the PCRF can not exist as the flow based charging functionality cannot be provided over Go, therefore it is the PDF that is present. Also multiplexing of user sessions onto the same bearer are not permitted, also it is not possible to multiplex sessions that are candidate for SBLP and those that aren't together in one bearer. This applies even more so when there are known to be R5 SBLP compliant terminals being used. 

1.1.1.4 R6 Go reference point only

This scenario is a relaxed version of the R5 Go scenario, still without flow based charging. Multiplexing is allowed although flow based charging is not possible. The PCRF in this backwards compatibility model is not notified of all bearer level events, e.g. primary PDP context activation and secondary context activations without authorization token. In this scenario, the need for (or not) multiplexing non-real time sessions onto a single bearer will play a role here, as if they are needed and it is known that R5 SBLP compliant terminals are being used then the PCRF should not generate authorization tokens.
1.1.1.5 Gx+ reference point only

Given the analysis in the preceding subclauses, the need for the authorization token is only an absolute requirement for R5 Go functionality support. However, there is no PCC functionality and therefore even with backwards compatibility it would suggest an upgrade to the GW is needed. 
1.1.2 Reference point between PCRF and AF

1.1.2.1 Gq reference point only
This scenario implies that AF is R6 compliant or the PCRF isn't really a R7 PCRF but a R6 PDF. For the PCRF being a R6 PDF, PCC cannot be achieved and therefore authorization tokens will be supported as per TS 23.207 in Release 6. This also implies that only a Gq can be implemented to the GW. 
For the R6 AF, it is possible for the PCRF to authorize resources without sending an Authorization Token as to the R6 AF this would appear to be an indication of multiplexing. The absence of the authorization token appears to be supported by the stage 3 description in TS 29.209. This then relies on correct handling at the R7 PCRF. 
1.1.2.2 R6 Rx reference point only

The authorization token is not supported, so R6 AFs supporting Rx only cannot expect to receive the authorization token.

1.1.2.3 R6 Gq and Rx reference points

This option is recommended to be avoided due to the possibility for conflicts between SBLP and FBC functionalities and a duplication of signalling. The support for authorization is the same as described in subclause 1.1.2.2 and for the R6 AF scenario in subclause 1.1.2.1.
1.1.2.4 Rx+ reference point

An authorization token should only be generated based on the discussion provided in clause 1.1.1 and its subclauses. 
1.2 Other Considerations

It is stated in clause 4.2.3.2:

" If the GW receives an Authorization token and Flow Id(s) from an UE, the GW shall report them to the PCRF over Gx+"
Obviously the GW will only receive the authorization token from the UE, if the PCRF itself generated it, otherwise this would imply that there is a separate PDF from the PCRF which is not the cause. Therefore, the GW should use the authorization token to route the request to the PCRF as it gives a more definitive pointer. However, by doing it this way as opposed to the Gx defined UE IP address mechanism, we have introduced options in the behaviour at the GW and thereby making it unnecessarily complex. Also this raises another question of what the GW does if the Gx+ addressing mechanism does not match the routeing information associated with the Authorization Token? Conversely if the authorization token is not used for routeing then why generate it at all as it adds unnecessary overhead into signalling. Following on from that, if it isn't used for binding also then a new mechanism is needed to transport it in addition to the TFT for GPRS. 
By not supporting authorization tokens in Release 7 and with GPRS access, it enables the multiplexing of AF controlled sessions with non-AF controlled sessions onto the same PDP context without the need for modifying any existing GPRS related signalling (session management TS 24.008, GTP TS 29.060).
It is also stated in clause 4.1.2:
" The presence of complete Rel-6 style binding information (Token and Flow Identifier(s)), in the GW request to the PCRF indicates that bearer authorization from an AF is required for the specific bearer"

This suggests that the presence of the authorization token in any request from the GW triggers the PCRF to request authorization or more information from the AF as described in steps 4 & 5 of clause 6.3.2.1 in TS 23.207 and steps 3 & 4 in clause 6.3.6a also in TS 23.207. However, this may be achieved via other means without explicit signalling, if the binding mechanism operates correctly. 
2. Proposal

The analysis provided in section 1 suggests that backwards compatibility to Go reference will be very difficult and may not be considered PCC in itself. However, the use of the SBLP capabilities in Gx (as already described in TS 23.125) may be considered as backwards compatibility and in this scenario, there is no need for authorization tokens. For AFs, the need for authorization tokens is then dependent on the implementation of the reference point between the GW and PCRF.

It is proposed that the changes below are discussed and approved. 

******* FIRST MODIFIED SECTION ******

4.1.2
Policy related functional requirements

Gating control: The process of blocking or allowing packets, belonging to a service data flow, to pass through to the desired endpoint. It shall be possible to apply gating control to control sessions that may otherwise be prohibited by operator policy and irrespective of the charging applied. An example of this is the opening and closing of specific connections for peer-to-peer sessions.

Session events: The notification of and reaction to application events (such as session termination and modification) to trigger new behaviour in the user plane. To enable gating control, session events shall be supported. For example, session termination, in gating control, may trigger the blocking of packets or "closing the gate".

QoS authorisation: The "Authorised QoS" specifies the maximum QoS that is authorised for IP flow(s). In case of an aggregation of multiple IP flows within one bearer (e.g. for GPRS a PDP context), the combination of the "Authorised QoS" information of the individual IP flows is provided as the "Authorised QoS" for the bearer. It shall be possible to grant, deny or change the "Authorised QoS" of a bearer by using criteria such as the QoS subscription information.

Editor's note:
Separate IP-flow-level QoS and minimum QoS authorization are FFS.

The QoS policies can be service-based, subscription-based, or default policies. The PCRF communicates with Application Functions to determine the proper authorized resources for the session-based services.

QoS policies may be dynamically provisioned by the PCRF or predefined as a default policy in the GW.

QoS enforcement: QoS enforcement shall be supported in line with PEP capabilities defined for SBLP. QoS enforcement can include downgrading of the requested bearer QoS by the Gateway as part of bearer establishment. The Gateway shall also enforce unsolicited changes in the "Authorised QoS" that arrives through the Gx+ interface.

Editor's note:
the ability to upgrade the requested bearer QoS by the Gateway as part of bearer establishment is FFS.


The alternatives to the Token based binding do not inherently convey any information to the PCRF whether a bearer authorization from an AF is required for the specific bearer. If the AF provides the authorization to the PCRF prior to signalling that service is granted to the terminal the PCRF already has the authorization when the GW makes the request. However, if a terminal requests a bearer, corresponding to a service requiring authorization, prior to the AF providing the authorization to the PCRF or where no AF interaction is expected, the PCRF must make a decision based on other information, available locally at the PCRF.

Editor's note:
The details on how the PCRF shall behave when a request for a bearer, lacking from the corresponding authorization, is received is FFS. The PCRF procedures shall be specified in such a way that PDP contexts, without any active charging rule, are not allowed.

****** NEXT MODIFIED SECTION *****

4.2.2.1
Rx+ reference point
The Gq reference point enables transport of dynamic service information from the AF to the PDF. An example of such information is IP filter information to identify the service data flow for gating control and media/application information with bandwidth requirements for QoS control. The Gq reference point is also used to transport Authorisation Token from PDF to AF. The Rx reference point enables transport of dynamic service information from the AF to the CRF. An example of such information is IP filter information to identify the service data flow for differentiated charging.

Rx+ reference point can be realized by combining the relevant parts of Rx and Gq reference points within a single protocol, as most of the information transferred between the AF and the CRF/PDF are common.

The single protocol of this Rx+ single reference point between AF and PCRF that allows for all Rel-6 capabilities of the Gq and Rx reference points, plus all identified enhancements of Rel-7, shall be backwards compatible with the Rel-6 (i.e. Rel-7 PCRF can support interacting with Rel-6 AFs and Rel-7 AFs can support interacting with a Rel-6 PDF and/or Rel-6 CRF).

Editor's note:
"Rx+" shall be considered as a temporary working name only, and will be changed to a proper reference point name once the work enters normative specification stage.

4.2.2.2
Gx+ reference point
The Rel-6 Gx reference point enables the use of service data flow based charging rules such as counting number of packets belonging to a rate category in the IP-Connectivity Network. This functionality is required for both offline and online charging. The Rel-5/6 Go reference point enables service-based local policy and QoS inter-working information to be transferred from the PDF to the PEP. In the PCC architecture the Go reference point can be realized together with Gx reference point with single protocol, using single message sequence to communicate both SBLP decisions and charging rules. Adding some new information elements to the existing Rel-6 Gx protocol to fulfil also SBLP requirements described in the chapter 4.1.2 can do this.

One of the enhancements to be made to R6 Gx is to include the "Authorised QoS" information from PCRF to Gateway, so the Gateway can enforce the Authorised QoS at any time.

Gx+ shall evolve the charging rules defined in TS 23.125 [3] to support gating functionality (uplink and downlink).

The following list defines additions needed for Rel-6 Gx interface to support Rel-5/Rel-6 Go functionality:


-
New parameters for QoS information (QoS class and bitrate) are needed;

-
Flow description needs to be completed with enable/disable information for proper gating;

-
Support of abort Gx+ session messages must be added to enable PCRF to revoke authorization, e.g. when application session is deactivated.

Editor's note-ii:
"Gx+" shall be considered as a temporary working name only, and will be changed to a proper reference point name once the work enters normative specification stage.

******** NEXT MODIFIED SECTION ******

4.2.3.2
Gateway (GW)

The Gateway encompasses policy enforcement and flow based charging functionalities. It provides control over the user plane traffic handling at the GW and its QoS, and provides service data flow detection and counting as well as online and offline charging interactions.

A GW, operating Gx+, shall ensure that an IP packet, which is discarded at the GW as a result from policy enforcement or flow based charging, is neither reported for offline charging nor cause credit consumption for online charging. Note though that for certain cases e.g. suspected fraud an operator shall be able to block the IP flow but still be able to account for it.

For an IP flow that is under policy control the GW shall allow the IP flow to pass through the GW if and only if the corresponding gate is open. 
For an IP flow that is controlled by FBC the GW shall allow the IP flow to pass through the GW if and only if there is a corresponding active charging rule with and, for online charging, the OCS has authorized the applicable credit with that Charging key, cf. TS 23.125 [3]. The GW may let an IP flow pass through the GW during the course of the credit re-authorization procedure.

****** NEXT MODIFIED SECTION *******

6.1.1.2
Authorization Token based binding for PCC

For the PCC architecture, the Authorisation Token based binding mechanism is required to be supported for backwards compatibility reasons as the TFT based binding mechanism cannot be used alternatively if Authorisation Token is provided in the PDP context activation/modification signalling based on earlier release specifications. The presence of the Authorisation Token will be dependent on whether the PCRF generates it and on UE implementation. To make the Authorisation Token based binding mechanism work in the PCC architecture it is required that the same PCRF is selected by all AFs that communicate with the same end user. Therefore, the AF of a session based service using the Authorization Token based binding shall select the appropriate PCRF based on the end user IP Address.

******** NEXT MODIFIED SECTION ******

6.2
Conclusions
Binding mechanisms described in sections 6.1.2 through 6.1.4 need to be supported by the Gx+ specification in order to support various application services and access networks as well as subscription-based differentiation. 


In order to determine the need for authorization tokens to be used as binding information, it would require complex logic at the PCRF to make the decision.
It is up to GW to select the appropriate binding information depending what information is available at the GW. The PCRF architecture shall be capable to use any of the specified binding information.

For other binding mechanisms than Authorisation Token based binding the PCRF contact information shall be configured to the GW. The GW may be served more than one PCRF. For GPRS the appropriate PCRF is contacted based on which APN the UE is connected to. For other IP-CANs the GW shall contact the appropriate CRF based on the access point the UE is connected to and, optionally, a UE identify information that is applicable for that IP-CAN.
Therefore it is recommended that Authorization Token based binding is not supported in PCC.
********* END OF CHANGES **********
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