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*** BEGIN OF CHANGE ***

6.1.6
WLAN Direct IP Session Start

This section describes how to use AAA accounting start message to detect a fraud simultaneous session in WLAN Direct IP Access.
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Figure 7C: detecting and stopping WLAN session
1.
EAP/AKA or EAP/SIM procedure completes.

2.
3GPP AAA server receives an accounting start message from WLAN AN.

3.
3GPP AAA server verifies that a corresponding authentication procedure has been completed. If there is no other ongoing WLAN Access session for the subscriber detected by the 3GPP AAA server, and the WLAN registration for this subscriber is not performed previously, then the 3GPP AAA server shall initiate the WLAN registration to the HSS/HLR. Otherwise, the AAA server shall compare the MAC address, VPLMN Identity and the WLAN access network information of the authentication exchange with the same information of the ongoing sessions. If the information is the same as with an ongoing session, then the authentication exchange is related to the ongoing session, so there is no need to do anything for old sessions. If it is the same subscriber but with a different MAC address, or with a different VPLMN identity or with different radio network information that is received than in any ongoing session, the 3GPP AAA server then considers that the authentication exchange is related to a new WLAN Access session. It shall terminate an old WLAN Access session after the successful authentication of the new WLAN Access session, based on the policy whether simultaneous sessions are not allowed, or whether the number of allowed sessions has been exceeded. If the MAC addresses (the old one and the new one) are equal and the WLAN radio network information received is different from the old one, the new session is considered to be a fraudulent one.

4.
If in step 3 the new session is considered to be a fraudulent one, 3GPP AAA server terminates the new session.
NOTE: 
To control the number of simultaneous WLAN direct IP access sessions and the immediate purging of a user from the WLAN AN, both the AAA server and the WLAN AN need to support Diameter/RADIUS extension, see subclause 5.5.

*** END OF CHANGE ***
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