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/********** Next amended sections **********/

3.2
Symbols

For the purposes of the present document the following symbols apply:

D'
Reference point between a pre-R6 HSS/HLR and a 3GPP AAA Server

Dw
Reference point between a 3GPP AAA Server and an SLF

Gr'
Reference point between a pre-R6 HSS/HLR and a 3GPP AAA Server

Wa

Reference point between a WLAN Access Network and a 3GPP AAA Server/Proxy (charging and control signalling)

Wd
Reference point between a 3GPP AAA Proxy and a 3GPP AAA Server (charging and control signalling)

Wf
Reference point between a CDF and a 3GPP AAA Server/Proxy

Wg
Reference point between a 3GPP AAA Server/Proxy and WAG

Wi
Reference point between a Packet Data Gateway and an external IP Network

Wm
Reference point between a Packet Data Gateway and a 3GPP AAA Server or 3GPP AAA proxy

Wn
Reference point between a WLAN Access Network and a WLAN Access Gateway

Wp
Reference point between a WLAN Access Gateway and a Packet Data Gateway

Wo
Reference point between a 3GPP AAA Server and an OCS

Wu
Reference point between a WLAN UE and a Packet Data Gateway

Wx
Reference point between an HSS and a 3GPP AAA Server
Wy
Reference point between the PDG and the OCS

Wz
Reference point between the PDG and CGF
3.3
Abbreviations

AAA
Authentication, Authorisation and Accounting

ACL
Access Control List
AKA
Authentication and Key Agreement

AP
Access Point

APN
Access Point Name


CDF
Charging Data Function
CGF
Charging Gateway Function
DHCP
Dynamic Host Configuration Protocol

DNS
Domain Name System

EAP
Extensible Authentication Protocol

FQDN
Fully Qualified Domain Name

GGSN
Gateway GPRS Support Node

GTP
GPRS Tunnelling Protocol

HLR
Home Location Register

HPLMN
Home PLMN

HSS
Home Subscriber Server

IEEE
Institute of Electrical and Electronics Engineers

IP
Internet Protocol

IP-SM-GW

IP Short Message Gateway

ISP
Internet Service Provider

I-WLAN
Interworking WLAN

NAI
Network Access Identifier
NAT
Network Address Translation

OCS

Online Charging System

PDA

Personal Digital Assistant

PDG
Packet Data Gateway

PLMN
Public Land Mobile Network

SIM
Subscriber Identity Module

SSID
Service Set ID
VLAN
Virtual Local Area Network
UE
User Equipment

UMTS
Universal Mobile Telecommunications System

USIM
UMTS SIM

SSID
Service Set IDentifier

VPLMN
Visited PLMN

WAG
WLAN Access Gateway

W-APN
WLAN APN

WLAN
Wireless Local Area Network

WLAN AN
WLAN Access Network

WLAN UE
WLAN User Equipment

/********** Next amended sections **********/

6.1.1
Non Roaming WLAN Inter-working Reference Model
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Note:
The shaded area refers to WLAN 3GPP IP Access functionality.


Figure 6.1: Non-roaming reference model

6.1.2
Roaming WLAN Inter-working Reference Model

The home network is responsible for access control. Charging records can be generated in the visited and/or the home 3GPP networks. The Wx and Wo reference points are intra-operator. The home 3GPP network interfaces to other 3GPP networks via the inter-operator Wd reference point.

The 3GPP AAA proxy relays access control signalling and accounting information to the home 3GPP AAA Server using the Wd reference point.
It can also issue charging records to the visited network CDF when required. The 3GPP network interfaces to WLAN Access Networks via the Wa reference point.
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Note:
The shaded area refers to WLAN 3GPP IP Access functionality.


Figure 6.2a: Roaming reference model - 3GPP PS based services provided via the 3GPP Home Network
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Note:
The shaded area refers to WLAN 3GPP IP Access functionality.


Figure 6.2b: Roaming reference model - 3GPP PS based services provided via the 3GPP Visited Network

/********** Next amended sections ***********/

6.2.2
3GPP AAA Proxy

The 3GPP AAA Proxy represents a proxying and filtering function that resides in the Visited 3GPP Network. The 3GPP AAA Proxy functions include:

-
Relaying the AAA information between WLAN and the 3GPP AAA Server. 

-
Enforcing policies derived from roaming agreements between 3GPP operators and between WLAN operator and 3GPP operator

-
Providing access scope limitation information to the WLAN based on authorization information from the Home network

-
Reporting per-user charging/accounting information to the VPLMN CDF for roaming users

-
Service termination (O&M initiated termination from visited network operator)

-
Protocol conversion when the Wa and Wd reference points do not use the same protocol

For WLAN 3GPP IP Access only:

-
Receiving per-tunnel charging information based on the tunnel identifier from the WAG and mapping of a user identifier and a tunnel identifier from the PDG; generating per user charging records for roaming users.

-
Receiving authorization information related to subscriber requests for W-APNs in the Home or Visited network

-
Authorization of access to Visited network W-APNs according to local policy
-
Receiving the suitable policy enforcement information from AAA-Server and provides it to the WAG in VPLMN.

-
May provide suitable routing enforcement information to WLAN AN.
The 3GPP AAA Proxy functionality can reside in a separate physical network node, it may reside in the 3GPP AAA Server or any other physical network node.

6.2.3
3GPP AAA Server

The 3GPP AAA server is located within the 3GPP network. There should be only one 3GPP AAA Server for a WLAN attached subscriber. The 3GPP AAA Server:
-
Retrieves authentication information and subscriber profile (including subscriber's authorization information) from the HLR/HSS of the 3GPP subscriber's home 3GPP network.

-
Authenticates the 3GPP subscriber based on the authentication information retrieved from HLR/HSS. The authentication signaling may pass through AAA proxies.

-
Communicates authorization information to the WLAN potentially via AAA proxies.

-
Registers its (the 3GPP AAA server) address or name with the HLR/HSS for each authenticated and authorized 3GPP subscriber. 

-
Initiates the Purge procedure when the 3GPP AAA server deletes the information of a subscriber. 

-
May act also as a AAA proxy (see above).

-
Maintains the WLAN UE's WLAN-attach status.
-
Provides the WLAN UE's WLAN-attach status to other entities (which are out of the scope of this TS).
-
Generates and reports per-user charging/accounting information about WLAN Direct IP Access to the HPLMN CDF.
-
Transfer a subscriber’s authentication to a 3GPP AAA Server when it is requested by HSS/HLR.
For WLAN 3GPP IP Access:

-
Communicates service authorization information (e.g. authorized W-APN, necessary keying material for tunnel establishment and user data traffics) to the PDG. AAA proxies if the PDG is located in VPLMN.
· Provides the PDG with the WLAN UE’s remote IP address, received from the HSS, when static remote IP address allocation is used.

-
Provides the AAA-Proxy with suitable policy enforcement information.

-
Provides suitable policy enforcement information to WAG in HPLMN.
-
May provide suitable routing enforcement information to WLAN AN.
/********** New sections **********/

6.2.8
Charging Data Function
The Charging Data Function (CDF) is located within the 3GPP network. The CDF is described in 3GPP TS 32.240 [28].
6.2.9
Charging Gateway Function

The Charging Gateway Function (CGF)is located within the 3GPP network. The CGF is described in 3GPP TS 32.240 [28].
6.2.10
Online Charging System
The Online Charging System (OCS) is located within the 3GPP network. The OCS is described in 3GPP TS 32.296 [29].
/********** Next amended sections **********/

6.3.4
Wo reference point

The Wo reference point is used by a 3GPP AAA Server to communicate with 3GPP Online Charging System (OCS).  The prime purpose of the protocol(s) crossing this reference point is to transport online charging related information about WLAN Direct IP Access so as to perform credit control for the online charged subscriber.
The functionality of the reference point is to transport:

-
Online charging data.

Wo reference point should be similar to Ro interface currently used in 3GPP OCS.

6.3.5
Wf reference point

The Wf reference point is located between 3GPP AAA Server and 3GPP Charging Data Function (CDF). The prime purpose of the protocols crossing this reference point is to transport/forward charging information towards 3GPP operator's Charging Data Function located in the visited network or home network where the subscriber is residing.
The information forwarded to Charging Data Function is typically used for:

-
Generating bills for offline charged subscribers by the subscribers' home operator.

-
Calculation of inter-operator accounting from all roaming users. This inter operator accounting is used to settle the payments between visited and home network operator and/or between home/visited network and WLAN.

The functionality of the reference point is to transport:

-
WLAN access-related charging data per WLAN user.

/********** New sections **********/

6.3.15
Wy reference point

The Wy reference point is used by a PDF to communicate with 3GPP Online Charging System (OCS). The purpose of the protocol(s) crossing this reference point is to transport online charging related information about WLAN 3GPP IP Access so as to perform credit control for the online charged subscriber.
The Wy reference point is similar to Gy reference point used between the TPF and the OCS [15], but it is also used when flow based charging is not applied.

6.3.16
Wz reference point

The Wz reference point is used by a PDF to communicate with Charging Gateway Function (CGF). The purpose of the protocol(s) crossing this reference point is to transport offline charging related information about WLAN 3GPP IP Access.
The Wz reference point is similar to Gz reference point used between the TPF and the CGF [15], but it is also used when flow based charging is not applied.
/********** New sections **********/

7.7
Charging offline charged subscribers
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Figure 7.8: Charging Procedure for Offline Charged Subscribers

1.
WLAN user is authenticated and authorized for WLAN access. User profile is downloaded into 3GPP AAA server. Part of the profile is information that the user is to be offline charged.

2.
WLAN access network collects charging data related to access or services locally consumed.

3.
WLAN access network periodically forwards collected charging information to the 3GPP AAA server over Wb reference point.

4.
3GPP AAA server forwards charging information to the CDF over the Wf reference point.

Note:
In visited network the 3GPP AAA Proxy may also periodically report the usage of resources to the local CDF over Wf reference point.

7.8
Charging online charged subscribers
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Figure 7.9: Charging Procedure for Online Charged Subscribers

1.
WLAN user is authenticated and authorized for WLAN access. User profile is downloaded into 3GPP AAA server. Part of the profile is information that the user is to be online charged.

2.
3GPP AAA server requests online charging credit from the OCS.

3.
OCS returns credit as time and/or volume quota

4.
Allocated quota is indicated to the WLAN AN

5.
WLAN AN monitors the quota consumption

6.
When quota is almost used, WLAN AN issues re-authentication message over Wa reference point. Used quota is indicated in the request

7.
3GPP AAA Server requests more credit from the OCS

8.
OCS returns credit as time and/or volume quota

9.
Allocated new quota is indicated to the WLAN AN

10.
User disconnects from WLAN

11.
WLAN AN reports the used quota to 3GPP AAA Server over Wa reference point.

12.
User account is debited / credit according the usage information in the final message

Note:
In visited network the 3GPP AAA Proxy may also periodically report the usage of resources to the local CDF over Wf reference point. In home network the 3GPP AAA Server may also report the usage to the CDF over the Wf reference point using offline charging procedures for statistical or other purposes.
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