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************************** Start of Changes ******************************
C.5
UE Controlled Approach
C.5.1 Introduction
The approaches discussed thus far have not had any impact to the UE, except for the assumption that it is 802.11x capable and able to establish a VPN tunnel to the PDG.  The approach covered in this section uses a small modification to the UE to allow the routing of packets in a flexible way.  This approach also allows the WAG to more easily determine valid vs. invalid UE addresses, and allows a way for multiple WAGs to be used, if desired.
This approach has the advantage that no rules are needed for the Virtual LANs as in the situations above.  The changes required to the UE and the WAG are very modest, and result in a very flexible architecture.  It is a suitable approach for networks which do not lend themselves to the approaches discussed above (e.g. a subscriber’s home WLAN network).  
C.5.2. Principles

This approach adds the ability of the UE to route packets to the WAG in an “IP-in-IP” tunnel, which will carry all of the traffic to the WAG, including the encrypted VPN packets destined for the PDG.  This tunnel is set up by providing the UE with the address of the WAG in the authentication information, and by providing the both the UE and the WAG a “token” which allow the UE to identify itself to the WAG during tunnel setup.  This token is needed since the address of the UE may have been changed by one (or more) NATs which may exist between the UE and the WAG.  If it is known that no NAT will occur in a particular network, the token step may be skipped. 
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Once it is setup, the WAG will route packets to any authorized PDG, and reject any packets to other elements.   It will also be able to route packets from the PDG back to the UE.  The UE software will have the responsibility to either place packets in this tunnel, or to send them outside the tunnel if the packet is destined for the Internet directly.

 This is effectively the same approach as the VLAN approach, but without the need to modify the WLAN Access Network.
C.5.2.1 Subscription Enforcement

One limitation of this approach is the situation where the subscriber does not have the right to send packets directly to the internet.  In this case, the operator wishes the UE to send ALL packets to the PDG.  It is not known at this time if this is a common case or not.   In the VLAN case, the restriction to send all the packets is made via a rule in the VLAN.  In this case, the WLAN network would be involved, but would use a “filter” verses a VLAN.  The filter would be setup to discard all packets not sent to a specific address (e.g. the WAG’s public address).  Any packets sent outside this range would be discarded.
The WLAN action would not be necessary if the UE is trusted (e.g. the controlling program is in Read Only Memory) or if there are no subscribers who are prevented from going directly to the Internet.  
C.5.2  Additional Network Element Responsibilities 

The following paragraphs outline the additional responsibilities of various elements under this proposal.  In many cases, the responsibilities listed here are refinements of the responsibilities listed in the normative sections of this document.
C.5.2.1 UE

The UE has the additional duties:

1. Receive and store the address of the WAG received during authentication (if received). 

2. Receive and store the token value to pass to the WAG during IP Tunnel establishment received during authentication (if received).
3. After authentication, set up an IP Tunnel request to the WAG, passing the token value, if available.  If the token is not passed, then it is assumed IP packets may be passed to the WAG without any prior notification.
4. Determine if a packet is destined for the PDG.  This may be determined via IP address range (e.g. a given value range is assumed “inside” the PDG’s address space) or by an application explicitly (e.g. the e-mail application may send all data to the PDG regardless of the IP address).  If this packet is outside the range, it is sent out over the normal IP stack without change.
5. If this packet is to be sent to the PDG, then an IP packet with the WAG’s address will be generated, and the IP packet generated for the PDG will be placed inside of it.  This could be done by a “shim” layer of software in the IP stack support.
6. If a packet is received from the WAG, then it is assumed to be a “packet-in-packet” format, and the inner packet extracted for the normal IP packet stack.
Notice that no additional encryption duties are required for this approach, and that an independent “shim” layer will do most of the work of this approach.  A network where the IP address of the UE is guaranteed not to have gone through a NAT will be able to work with no additional messages.  A network where a NAT is (or may) be present will require the UE to send a message with a token to the WAG to allow the WAG to associate the received IP address (of which the UE may have no knowledge) with the UE and its privileges.  The Token may also be required if the UE does not know its IP address at the time authentication takes place (e.g. the UE receives an address from the local DHCP server).  
C.5.2.2 WAG
The WAG has the following duties, most of which are refinements under this approach:
1. Receive the Token information from the 3G AAA Server (if used) or the IP address of the subscriber (if the Token is not used) and a list of the allowed PDG addresses for this subscriber.

2. Receive the IP Tunnel setup message from the UE (if used), and check the Token given against the list of “inactive” tokens.  If found, associate the IP address received with this user and its allowed PDG address list.  This message shall also contain the “local” IP address of the subscriber that the PDG will use in its replies.  Any other packets received from unknown IP addresses should be rejected.

3. Relay any packets received from a known IP address to the PDG.  The IP address may be known either from the 3G AAA Server data received earlier, or from the IP Tunnel Setup containing the Token.  The WAG will process the data as follows:

a. Check to make a received packet is from a known address.

b. Remove the inner packet, and check the destination address matches one of the allowed PDG addresses.

c. If both of these checks pass, perform any accounting functions for this packet, and send the packet to the PDG.

4. The WAG will process any packets received from the PDG as follows:

a. Check the Destination address against the list of known “Local” user IP address.  This will be the same as the address delivered by the 3G AAA Server in Point 1 (if the address is known during Authentication) or will be the “local address” delivered during IP Tunnel Setup (if NAT’ed, or dynamically allocated after Authentication).

b. Use this Local Address to determine the UE IP Address.
c. Place the PDG packet into a packet with a destination address of the Local Address of the UE, and a Source address of the WAG.

Note that all of these actions, with the exception of the token processing during firewall setup and the IP Tunnel Setup message (if used) are already required by the normative part of the specification.

C.5.2.3 Visited 3G AAA Server

The Visited 3G AAA Server has the responsibility of allocating the specific WAG to be used, and passing it the firewall parameters to be used.  In this specific case, the 3G AAA Server will do the following:

1. Generate a random value and send it to the WAG as a Token value OR send down the IP address of the UE (if known).  Also include the other parameters normally sent during a firewall setup (e.g. an MSISDN value for accounting, and allowed PDG addresses).
2. Send any generated Token value back in the Authentication information to the UE.
Notice that the Home 3G AAA server is not impacted this.  The Home 3G AAA Server is not even modified to support this action in its own network if the WAG and PDG are co-located (e.g. no tunnel from the WAG to the PDG is needed.

C.5.3 Modified and Add Procedures 

The following procedure steps are modifications of or additions to the procedures in Section 7 of this document:

C.5.3.1 Authentication and Authorization
This procedure in Section 7.2 is modified only in the details of what needs to be sent.  The EAP messaging to the subscriber should include the Token value (if needed) and the address of the WAG, Transfers to the WAG should include the Token value (if needed).  The rest of the procedure does not need to be modified. 
C.5.3.2 W-APN resolution and Tunnel establishment 

This procedure in Section 7.9 would not be modified except to note that UE to WAG IP Tunnel establishment would occur prior to this procedure.
C.5.3.2 UE-WAG IP Tunnel Setup
This would be a new procedure which would exist in addition to those in Section 7 to add the IP Tunnel.
Note 1: After the UE has Authenticated, and has received a local IP address, then it shall send a Tunnel Request message to the WAG.  This message will contain the Token value, and the local IP address of the subscriber.
Note 2: The WAG would check the filter criteria it was provided during authentication, and send back a confirmation if this is successful.  It shall discard the message quietly if it does not succeed. 
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Figure C.5.1: The UE-WAG IP Tunnel Setup
The Tunnel will be disconnected by the existing routines if the filter criteria is removed from the WAG. 
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