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1. Introduction
This doc provides the possible procedure options for R-GW based W-APN resolution and tunnel establishment mechanism. 
We propose the group consider the provided main procedures, basing on the discussion of W—APN resolution principles.

Option1: the R-GW combine the tunnel broker function and responsible for: authentication, authorization, W-APN resolution, and broking of tunneling establishment.
Option 2: the R-GW only responsible for: authentication, authorization, W-APN resolution.

The service request message is not necessary to be tunnel establishment, can be any other proper protocols to convey the service request information. For example, the http based protocols.
Option3: the R-GW reuses as much as possible the function and protocols of PDG, name as R-PDG, a service request PDG. Responsible for: authentication, authorization, W-APN resolution for other PDGs, and may collocate with a PDG to act other functions to establish tunnels and provide services for UE.
The R-PDG allows access of unauthorized service requests (conveyed by tunnel establishment request), and enhanced to deal with them, then it also can share the essence advantages of the R-GW based mechanisms:
·  The unauthorized UEs can only know the R-PDG address, others PDG addresses can not be query before it is authorized. The confidential of network configuration is under reasonable control.

· The PDG is selected basing on both authorized W-APN and the user profile, fulfils the requirement in the TS. 

· even the UE have the PDG address, it can be deny by WAG to access the PDG before the authorization , and even some WAG can not prevent it, the PDG can quickly detect  it is not authorized and then discard the packets.  
2. W-APN Resolution Gateway based procedures
2.1. Combined W-APN resolution & tunnel broker procedure:
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1-2. The UE is authenticated and authorised for WLAN access. If the UE subscribed Scenario 3 access, then it will be allowed to access the PLMN through the WAG.

3. When the user decides to access a service, the WLAN UE builds the requested W-APN associated to the service requested by the user. The address of W-APN Resolution Gateway can be discovered by DNS interactions. If it is cashed from pervious DNS interaction or is pre-configured in the WLAN UE, the discovery is then skipped.
4 The WLAN UE sends a tunnel establishment request to the W-APN Resolution Gateway (or more proper the service request gateway), including the requested W-APN and necessary parameter for authentication. 
5. The W-APN Resolution Gateway sends a service request to the 3GPP AAA Server, including the requested W-APN and user identity from the tunnel establishment request. 
6. Further exchanges between the WLAN UE and the 3GPP AAA Server (via the W-APN Resolution Gateway) are required to complete authentication of the user, and derived necessary key materials for the service.
7. The 3GPP AAA Server authorizes the service to the WLAN UE, including an authorized W-APN and a selected PDG for this service,  then interact with the PDG to allocated tunnel resources for the UE, and send derived key materials to the PDG.  The detail interaction among PDG, AAA and R-GW is analysised in the annex.
8 With the necessary materials received from the 3GPP AAA server, the PDG communicates with the UE to establish the tunnel.

9. Basing on the allocated tunnel information, the PDG provides filters to the WAG (may thorough the AAA server). Packets matching the filters will not be admitted to the inter-PLMN backbone.
10. The PDG responses to the WLAN UE: the tunnel is ready. The tunnel between PDG and the WLAN UE is established, and the W-APN Resolution Gateway is no longer involved in further interaction between them. The user data can start to flow between the WLAN UE and the PDG to access Wi.
2.2. Separated W-APN Resolution and tunnel establishment procedure (Service Request)
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1.
The UE is authenticated and authorised for WLAN access. If the UE subscribed Scenario 3 access, then it will be allowed to access the PLMN through the WAG.

2. When the user decides to access a service, the WLAN UE builds the requested W-APN associated to the service requested by the user. The UE will have to find an R-GW to request the service and resolve the W-APN to a PDG address, this discovery can be based on public or private DNS. If the R-GW address is cashed from pervious DNS interaction or is pre-configured in the WLAN UE, the discovery is then skipped.
 3 The WLAN UE sends a service request to the W-APN resolution gateway, including the requested W-APN.  This message can use any protocol that capable of convey the service request information, may also reuse the e2e tunnel establishment protocol.

4. The resolution gateway send service request to 3GPP AAA server, with the included W-APN and user identity from the UE. Further exchanges between the WLAN UE and the 3GPP AAA Server (via the W-APN Resolution Gateway) are required to complete authentication of the user , and derived necessary key materials for the service.
5. The 3GPP AAA Server authorizes the service to the WLAN UE, including an authorized W-APN and a selected PDG for this service, then sends response to the resolution gateway, including the authorized W-APN, PDG address and an identifier(e.g. transaction identifier defined by SA3 in the TS33.220) for PDG to fetch the key material and other necessary information from AAA server.
6. If it is possible to implement filters on the WAG to control the traffic before the UE is authorized, the AAA may need to send filters to WAG after the authorization, allow packets of UE to reach authorized PDG address. 
7. The resolution gateway then response to the UE with service authorization information (PDG address, authorized W-APN and the transaction identifier allocated by AAA server).

8. The UE sends an e2e tunnel establishment request to the authorized PDG.
9-10. The PDG fetches the necessary key materials and other authorized information from AAA server, And then interact with the UE to establish the end to end tunnel.
11. With the necessary materials received from the 3GPP AAA server, the PDG communicates with the UE to establish the tunnel.

12. Basing on the allocated tunnel information, the PDG provides filters to the WAG (may thorough the AAA server). Packets matching the filters will not be admitted to the inter-PLMN backbone.
For example, the PDG provides the packet filters needed to identify tunnel data packets to the AAA sever; then, the AAA server provides these filters to the AAA proxy; the AAA proxy provides these filters to the WAG. Packets matching the filters will not be admitted to the inter-PLMN backbone.
13. The PDG responses to the WLAN UE: the tunnel is ready. Then the user data can start to flow between the WLAN UE and the PDG to access Wi.
2.3. Separated W-APN Resolution and tunnel establishment procedure (R-PDG)
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1.
The user is authenticated and authorised for initial WLAN access. If the user has Scenario 3 access then the user will be given access to the VPLMN.

2. When the user decides to access a service, the WLAN UE builds the requested W-APN associated to the service requested by the user. The UE will have to find an R-PDG that is allowed to access before the UE is authorized; this discovery can be based on public or private DNS. If the R-PDG address is cashed from pervious DNS interaction or is pre-configured in the WLAN UE, the discovery is then skipped.
 3 The WLAN UE sends a tunnel establishment request to the R-PDG, including the requested W-APN.  

4. The resolution gateway send service request to 3GPP AAA server, with the included W-APN and user identity from the tunnel establishment request. Further exchanges between the WLAN UE and the 3GPP AAA Server (via the W-APN Resolution Gateway) are required to complete authentication of the user , and derived necessary key materials for the service.

5. The 3GPP AAA Server authorizes the service to the WLAN UE, including an authorized W-APN and a selected PDG for this service, 
If the R-PDG and the same PDG authorized by AAA server, the AAA server will then send necessary authorization information to the PDG, including the key materials for the tunnel. Then steps 7-9 are skipped.
Otherwise, the AAA server sends response to the R-PDG, only including the authorized W-APN, PDG address and transaction identifier for PDG to fetch the key material from AAA server.

6. If it is possible to implement filters on the WAG to control the traffic before the UE is authorized, and then the AAA may need to send filters to WAG after the authorization, allow packets of UE to reach authorized PDG address. 
7. The R-PDG send tunnel redirection request to the UE with service authorization information (PDG address, authorized W-APN and the transaction identifier allocated by AAA server).

8. The UE sends an e2e tunnel establishment request to the authorized PDG

9-10. The PDG fetches the necessary key materials and other authorized information from AAA server, and then interact with the UE to establish the end to end tunnel.

11. With the necessary materials received from the 3GPP AAA server, the PDG communicates with the UE to establish the tunnel.

12. Basing on the allocated tunnel information, the PDG provides filters to the WAG (may thorough the AAA server). Packets matching the filters will not be admitted to the inter-PLMN backbone.
For example, the PDG provides the packet filters needed to identify tunnel data packets to the AAA sever; then, the AAA server provides these filters to the AAA proxy; the AAA proxy provides these filters to the WAG. Packets matching the filters will not be admitted to the inter-PLMN backbone.
13. The PDG responses to the WLAN UE: the tunnel is ready. Then the user data can start to flow between the WLAN UE and the PDG to access Wi.
3. Annex: Interaction procedures among R-GW tunnel broker, AAA server and PDG
3.1. R-Gw transfer the derived keys for PDG:
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1. Upon received a tunnel establishment request from the UE, the W-APN Resolution Gateway a service authorization request to the 3GPP AAA Server, including the requested W-APN and user identity from the tunnel establishment request. Additional exchanges between the WLAN UE and the 3GPP AAA Server (via the W-APN Resolution Gateway) may be required to complete authentication of the user.
2. After necessary authentication interaction with the UE, the 3GPP AAA Server authorizes the service to the WLAN UE and a PDG to serve the UE for this service 

3. The 3GPP AAA Server respond to the RGw, including the authorized PDG address and the related security information (e.g. derived key materials) to the PDG.  

4. The W-APN Resolution Gateway then includes the necessary information requests allocation of the necessary tunnel resources at the PDG (e.g. SPI or port number allocation).
5. The PDG allocate the tunnel resources and respond to the W-APN Resolution Gateway.

6. The W-APN resolution Gateway responses to the WLAN UE, including the PDG address and tunnel attributes, and necessary security parameters to the WLAN UE
3.2. R-Gw do not transfer the derived key for PDG
 1. Upon received a tunnel establishment request from the UE, the W-APN Resolution Gateway a service authorization request to the 3GPP AAA Server, including the requested W-APN and user identity from the tunnel establishment request. Additional exchanges between the WLAN UE and the 3GPP AAA Server (via the W-APN Resolution Gateway) may be required to complete authentication of the user.
2. After necessary authentication interaction with the UE, t he 3GPP AAA Server authorizes the service to the WLAN UE and a PDG to serve the UE for this service 

3’. the 3GPP AAA Server send message to authorized PDG, to request allocation of the necessary tunnel resources at the PDG (e.g. SPI or port number allocation).
4’. The PDG allocate the tunnel resources and respond to the 3GPP AAA Server. 
5’. The 3GPP AAA Server respond to the W-APN Resolution Gateway, with the PDG address, tunnel and security parameters for the UE..

6. The W-APN resolution Gateway forward the response to the WLAN UE, including the PDG address and tunnel attributes, and necessary security parameters to the WLAN UE
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