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Introduction

On reading the text in TS 23.234 that describes the protocols to be supported by reference point Wr we feel that the text should be changed slightly in order to make clear which are supported and why.

Of course it may be argued that references to RADIUS and Diameter don’t belong in an SA2 specification (and indeed the Ws text refers only to a “single AAA protocol”). However, such a widespread change to the TS would require some significant work.

The current Wr text mentions that a signalling conversion is performed. While this is true we feel that it belongs in the text describing the WAG since it is a function of a network element and not a reference point.

Proposed updates for the TS

6.3.1 Wr reference point 

6.3.1.1 General description

The Wr reference point connects the WLAN Access Network, possibly via intermediate networks, to the 3GPP Network (i.e. the 3GPP AAA Proxy in the roaming case and the 3GPP AAA server in the non-roaming case).  The prime purpose of the protocols crossing this reference point is to transport authentication, authorization and related information in a secure manner.  The reference point also has to accommodate legacy WLAN Access Networks so shall support RADIUS as well as Diameter.
6.3.1.2 Functionality

The functionality of the reference point is to transport RADIUS/Diameter frames:

-
Carrying data for authentication signalling between WLAN UE and 3GPP Network.

-
Carrying data for authorization signalling between WLAN AN and 3GPP Network.

-
Enabling the identification of the operator networks amongst which the roaming occurs.

-
Carrying keying data for the purpose of radio interface integrity protection and encryption.

-
When such functionality is supported by the WLAN AN, purging a user from the WLAN access for immediate service termination

6.3.1.3
Protocols

Wr reference point shall be based on IETF Diameter Base protocol. EAP authentication shall be transported over Wr reference point by Diameter Extensible Authentication Protocol (EAP) Application.
Editors note:  Diameter base protocol is work in progress in IETF [draft-ietf-aaa-diameter-12.txt ]

Editors note:  Diameter Extensible Authentication Protocol (EAP) Application is work in progress in IETF [draft-ietf-aaa-eap-00.txt]


Legacy logical nodes outside of 3GPP scope that terminate or proxy the Wr reference point may not support the Diameter protocol. In order to support such nodes RADIUS shall be supported [11].
It should also be noted that RADIUS does not support all the Diameter features.  Therefore, this conversion might limit the usage of features existent in Diameter but not existent in RADIUS (e.g. filtering rules).

































































































