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1. Introduction
This contribution describes the mechanisms needed to route packets from the UE to the PDG in the end-to-end tunnelling case.
We assume that the UE also has ‘Scenario 2’ access to the Internet. So, it is therefore necessary to segregate traffic bound for the PDG from Internet traffic. Only the PDG traffic should be routed to the VPLMN.

In this paper we do not consider routing of packets back from the PDG to the UE – that is a separate problem. We also do not consider firewall rules/policies – again, these are a separate problem. In fact the term ‘routing policy enforcement’ which has been often used in WLAN discussions refers to two quite separate issues: routing and policy enforcement. These two issues only interact when addresses are reused on both the inter-PLMN backbone and the Public Internet – we consider this in more detail below.
We first show in Section 2 that is it sufficient to consider a single VPLMN with a single ‘Border Router’ in the WLAN which handles traffic to this VPLMN, and also traffic to the Internet. We do this by describing some commonly supported mechanisms which reduce the multiple VPLMN case to this simpler case.

We then consider in Section 3 the problem of distinguishing Internet traffic from non-Internet (i.e. PDG) traffic at this Border Router.

2. Multiple VPLMN case
When a WLAN AN has connections to multiple VPLMNs it is necessary to route all the users non-Internet traffic to the correct VPLMN. The VPLMN identity is known to the WLAN AN at initial user authentication/authorisation, since the AAA signalling is routed to that VPLMN, and the Access-Accept received from that VPLMN – there is no need for additional AAA extensions to indicate the VPLMN to the WLAN AN.

We assume that for each VPLMN there is a separate (logical) router in the WLAN AN which has a connection to that VPLMN and also to the Internet (note: this is a ‘logical’ router - it doesn’t represent a restriction on WLAN architecture). This router will receive all the traffic from UEs that are authenticated through that VPLMN. We call this the “WLAN AN Border Router for VPLMN X”.
There are a variety of techniques that could be user to ensure that all the UEs traffic is sent to the correct (logical) router:

· VLANs

A separate VLAN is defined for each VPLMN. The WLAN AN Border Router for a given VPLMN is only accessible from that VPLMNs VLAN. 802.1x describes how RADIUS AVPs can be used to place the user onto a particular VLAN. On receiving this instruction, the WLAN AP performs VLAN tagging of all frames from the user. Since the WLAN AN knows the identity of the correct VPLMN at initial authentication/authorisation time, this instruction can be sent to the AP at this time.

As a result, all traffic from the user will be sent to the correct router.

· Compulsory tunnelling

Standard RADIUS AVPs are used to request the WLAN AP to establish a compulsory tunnel for the UEs frames towards the correct router. Again, this can be done at initial authentication/authorisation time.

In either case, when the user moves to a new AP the VLAN or tunnelling parameters need to be passed to the new AP. Either the 802.1x authentication procedure is repeated, in which case the parameters are provided as described above, or some Inter Access Point Protocol performs a handover, which must include passing of these parameters. 

Other techniques may also exist, but since there is no requirement for signalling from VPLMN to WLAN AN, the technique chosen is entirely a matter for the WLAN AN operator.

3. Routing the traffic

Based on the above, the remaining problem is for the WLAN AN Border Router for a given VPLMN to distinguish Internet traffic (which should be sent directly to the Internet) from non-Internet traffic (i.e. packets to PDGs – which should be sent to the VPLMN).

3.1 Basic routing

One way to solve this would be for the WLAN AN to recognise the addresses of PDGs. Traffic to a known PDG address is routed to the VPLMN and other traffic to the Internet. There are several ways the WLAN AN could discover the PDG addresses:

· Statically – HPLMNs inform VPLMNs of their PDG addresses and VPLMNs inform WLAN ANs of these addresses together with any VPLMN PDG addresses. The addresses are statically configured in the routing tables of the WLAN AN Border Router.

· Dynamically - using standard IP routing protocols – HPLMNs must advertise routes to their PDGs across the inter-operator backbone. VPLMNs simply pass these advertisements to WLAN ANs along with advertisements of their own PDG addresses.
As has been discussed many times, configuration or advertisement of these addresses into the WLAN AN does not make these addresses routable from the Public Internet. As described in Section 2, only users who are Authenticated and Authorised 3GPP WLAN UEs will be able to send packets to the (logical) WLAN AN Border Router, so only these devices can send packets to the configured/advertised addresses. In fact the situation is no different from the IMS, in which any 3GPP GPRS UE can send REGISTER messages across the inter-PLMN backbone, whether or not they have an IMS subscription.
The above two approaches work if the addresses or prefixes configured or advertised are not also advertised over the public Internet. This is because although an address/prefix may be configured/advertised, there may be firewall rules or policies in the VPLMN which prevent packets being routed over the inter-operator backbone to that address. In that case, if the address/prefix is re-used on the public Internet, packets should be routed over the Internet, not to the VPLMN.

Basically, re-use of addresses/prefixes on both the inter-PLMN backbone and the Public Internet means that there is a need for interaction between routing and firewall rules/policies – the rules/policies applied need to affect the routing of packets, not just whether they are allowed/dropped. This is somewhat unusual, but we consider it a little further in the following section.
3.2 Routing/policy interaction

As noted above, if it is necessary to support re-use of IP addresses or prefixes on both the inter-PLMN backbone and the Public Internet (possibly for different devices), then some interaction between firewall rules/policy and routing is required.

This is because if policies allow packets to be routed over GRX to such an address from the WLAN AN, then this is what should happen. But if policies do not allow this, then rather than just dropping such packets, they need to be routed via a different path, namely onto the Internet.

This interaction could in principle be achieved if the WLAN AN is informed of the policies/rules applied in the VPLMN. Specifically, the WLAN AN would probably assume that all addresses were blocked by default (and so all traffic routed to the Internet). When specific addresses are authorised, then the VPLMN indicates these to the WLAN AN. Such policy changes could be signalled within AAA signalling.
If these routing/policy interactions are required, it is sufficient for 3GPP to define mechanisms for indicating the policy changes within AAA signalling. Mechanisms to act on these within the WLAN AN are out of scope for 3GPP and should be discussed between VPLMNs and WLAN ANs.

However, since this represents an additional burden on the WLAN AN, we propose to recommend that such routing/policy interactions be avoided i.e. that IP addresses or prefixes are NOT re-used on both the inter-PLMN backbone and the Public Internet.

4. Conclusion
The above sections describe how routing of user packets towards PDGs can be achieved in the end-to-end tunnelling solution.

The solution is summarised in the figure below (assuming the VLAN option for dealing with multiple VPLMNs). Note that this is a logical view – the existence of two Border Routers with links to the Internet does not imply two physical elements/links.
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We recommend that interaction between firewall rules/policy and routing be avoided, since this places additional burdens on the WLAN AN to perform non-standard functions in which the routing tables are influenced by firewall/policy changes. As a result, we recommend that addresses/prefixes used on the inter-PLMN backbone and advertised to WLAN ANs are not reused on the Public Internet.

We propose to introduce the above description (Sections 2 and 3 and the diagram from Section 4) as an informative Annex to the TS.
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